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AHHOTALUUSA

HacToawmnn oOKYMEHT SaBMSIETCS PyKOBOACTBOM aAMMHUCTpATOpa NpOrpaMMHO-
annapaTtHoOro KoMnnekca cpeacts 3awmtbl mHdopmaumm ot HC - annapaTHOro
MOAYyns OOBEepeHHOW 3arpy3kum - <«Akkopa-AM[3», panee no TeKCTy <«AKKopa-
AM3», u npegHasHadeH Ans nuy, MJAHUPYOLWMUX U OPraHM3ylowmx 3awuTty
MHdOpMaLMM C ero NCnosb30BaHMEM B CUCTEMAX U CcpeacTBax MHMoOpMaTU3aunm Ha
6aze M3BM.

B nokymeHTe npuBeaeHbl OCHOBHbIE (PYHKLUMU U OCOBEHHOCTWM 3KCMSyaTauuu
komnnekcos C3N HCA «Akkopa-AMA3», paboTarowmx Ha OCHOBE KOHTPOJI/1EPOB:

e Akkopa-5.5(e), Akkopa-LE, Akkopa-GX, Akkopa-GXM, Akkopa-GXMH,
Akkopa-GXM2 (ana C3UWM HCO «Akkopa-AMA3», Bbinyckaemoro no TY 4012-038-
11443195-2011);

e Akkopa-GX, Akkopa-GXMH, Akkopa-GXM2 (ansa C3UN HCL «Akkopa-AMA3»,
BblNnyckaembix No TY 4012-054-11443195-2013);

e Akkopa-GX, Akkopa-GXMH, Akkopa-GXM, Akkopa-GXM2 (ana C3UWM HCA
«Akkopa-AM3», BbinyckaeMbix no TY 26.20.40.140-079-37222406-2019).

Mepen ycTaHOBKOM W 3KcnayaTaumen komnnekcos C3M HCO «Akkopa-AMA3»
Heo6xX0AMMO BHMMATENbHO O3HAKOMUTBCA C KOMMJIEKTOM 3KCNayaTauMOHHOWM
AOKYMEHTaLUMKM, a TaKXe MPUHATb pPEKOMEeHAYyEMble 3aluUTHble OpraHu3aunOHHbIE
Mepbl.

NMpMMeHeHne 3alMTHbIX CPeACTB KOMMEKCOB AO/MKHO AOMNOJHATLCS 06WMMM
MepamMm TeXHUYECKon 6e30nacHOCTM!.
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NMPUHATbBIE TEPMUHbI N OBO3HAYEHUSA

AgamuHncrparop bW (nnan ABU) - agmunHuctpatop  6e3onacHocTu
nHdopMaLmmn, NpmMBUIErMpPoOBaHHbINA MOMb30BaTeb — AO/MHKHOCTHOE SINLO, UMeloLlee
ocobbii cTatyc u abcontoTHble nonHoMmouma (cynepsusop). AamumHucTpatop BU
naaHupyeT 3awuTty MHopmaumm Ha npeanpusatmn (ydpexaeHun, duvpme mn T.4.),
onpegensieT npasa AoCTyna nMonb30BaTeNiiM B COOTBETCTBMM C YTBEPXAEHHbIM
MnaHoM 3awuTbl, OpraHM3yeT YCTaHOBKY kKoMnnekca B CBT, akcnnyatauuio w
KOHTPO/SIb MNpPaBUNbHOCTM uMcnonb3oBaHmsa CBT ¢ BHeAPEHHbIM KOMMEKCOM
«AKKOpA», B TOM 4uCfe YydyeT BblAaHHbIX WAEHTUHUKATOPOB, OCYyLUEeCTBAseT
nepmoanyeckoe TeCTMpoBaHMe CpeacTB 3alUnTbl KOMMJeKca.

HdoBepeHHass 3arpy3ka - 3arpy3ka OC TonbKO nocne nposeaeHus
KOHTPOJIbHbIX  npouenyp naeHTMduKaunmn/ayTeHTudmnkKaumm nonb3oBaTesnien,
MPOBEpPKN  LENOCTHOCTM TEeXHUYECKUX WU MNporpamMMmHbiX pecypcos CBT c
NCNO/b30BaHMEM aNropuTMa noLwaroBOro KOHTPOAs LEesI0OCTHOCTH.

NgeHTnpnkarop - cneuymanbHOEe YCTPOWCTBO, coAepXawee YHUKaNbHbIN
NnpM3HaK NONb30BaTeENs, C KOTOPbIM 3aperncTtpmpoBaHHbIA MOAb30BaTENb BXOAUT B
CUCTEMY M KOTOPbIAN UCMOMAb3YETCA CUCTEMOM AN OnpeneneHus ero npas, a Takxe
Ans  peructpaunm dakta AOCTyna M XapakTepa BbINOJHAEMbIX MM paboT unu
npenocTaBNsgEMbIX eMy YCAyr.

Monb3oBaresnb — cybbekT AocTyna K obbekTam (pecypcam) CBT.

Ownbkn - wvHboOpMaunsa, BbIBOAMMAS Ha AUCMIJen, YyKasblBawwas Ha
HenpaBWIbLHOCTb AENCTBUIN, cbon, aBapum KoOMMeKkca.

CoobwyeHns - vHdopMmauus, BbIBOAMMAA Ha AUCNIEN, KOoTopas coobuiaeT o
AENCTBUAX, TpebyeMbix OT MoNb30BaTeNSA, O COCTOSSHUW MPOrpaMMbl MU O KOPPEKTHO
3aBEpPLUEHHbIX AENCTBUSX.
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NEPEYEHb COKPALLEHUNA

AM/A3 AnnapaTHbIn MOAYNb ALOBEPEHHOM 3arpy3Ku
ABU AaMunHucTpaTtop 6e3onacHoCTU MHMOpMaUnmn
AC ABTOMATU3NpPOBaHHasa CUCTeMa

NBC JlokanbHasa BblYMCIUTENbHASA CETb

HCO HecaHKUNOHWUPOBAHHbLIN AOCTYMN

OC OnepauymnoHHaa cuctema

MAK MporpaMMHO-annapaTHbIN KOMMNIEKC

MK MepCcoHanbHbIN KOMMNbIOTEP

no NMporpaMMHoe obecrneyeHune

MN2BM lMepcoHanbHasa 3/1EKTPOHHO-BbIYUCNUTENbHAA MaLlUMHA
PC Pabouasa ctaHuums

CBT CpeacTBoO BbIUNCIUTENBHON TEXHUKU

C3un CpeacTtBo 3awmTbl MHpOpMaL MK

TY TexHn4yeckue ycnosus

CKLU Cnuncok (CNMUCKKN) KOHTPOS LLeSIOCTHOCTH
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1. O6bwme cBegeHuns

1.1. HazHauyeHune KoMrJieKkca

MAK C3W HCO <«Akkopa-AM[3» 4aBnseTrcs nporpaMmMHO-TEXHUYECKUM
CpeacTBOM, KOoTOpoe peanuisyeTt dyHKUMN no npeaoTBpaLLeHUo
HECaHKUMOHMPOBAHHOIO A0CTyna K MPOrpaMMHbIM M (UMIKN) TEXHUYECKUM pecypcaM
CpeAcTtBa BbIYMCAUTENIBHOW TEXHWMKM HA 23Tane ero 3arpy3kyu v  npowien
cepTUdmKaLNOHHbIE NCMbITaHUS:

- B ®CT2K Poccum B cooTBeTCTBMM C TpeboBaHMAMW OOKYMEHTOB
«TpeboBaHua K cpeacrtsaM paosepeHHoW 3arpy3ku» (OCTIK Poccun, 2013),
«Mpodunnb 3aWwmnTbl CpeacTBa AOBEPEHHOM 3arpy3ku ypOBHSA MNaTbl paclIMpeHuns
yeTBepToro knacca 3awutbl. WUT.COA3. TMP4.M3» (®CTIK Poccun, 2013) npwu
BbIMOJIHEHUWN OrpaHUYEHNIN, YKa3aHHbIX B TY 4012-038-11443195-2011;

- B ®CB Poccum Ha cooTBeTCcTBME TpeboBaHMSM K annapaTHO-MPOrpaMMHbIM
MOAYyNSaM AOBEPEHHOW 3arpy3ku DBM no 1-My Knaccy 3aluTbl U Kiaccy cepsuca b
(TY 4012-054-11443195-2013);

- B ®CT2K Poccmun B cooTBETCTBMM C TpeboBaHUSAMU AOKYMEHTOB «TpeboBaHus
K cpeactBaM poBepeHHon 3arpy3kum» (OCTOK Poccum, 2013), «TpeboBaHus no
6esonacHoCTM wWHGOpMauun, ycCTaHaBAMBaKWLWME YPOBHU [A0Bepus K cCpeacrtBam
TEXHMYECKON 3awuTbl WMHPopMaumm u cpeactBaM obecnedeHns 6e30macHOCTH
MHPOPMaUMOHHBIX TexHonornm» (O®CTIK Poccun, 2018) mn «lMpodunb 3awmThl
cpeacTBa [AOBEpPEHHOM 3arpy3km YpOBHS MaTbl paclMpeHns BTOPOro Kracca
3awmTbl. UT.CO3.MP2.M3» (®COK Poccun, 2013) npu BbINOAHEHUM OrpaHUYEHUn,
yKasaHHbIX B TY 26.20.40.140-079-37222406-2019.

MAK C31NM HCO «Akkopa-AM[3» obecneymBaeT HEUTpanNM3auuio Cleayrowmnx
OCHOBHbIX Yrpo3 6e30nacHOCTM MHpopMaLmK:

e HECAaHKUMOHMPOBAHHbIA AOCTYN K WHPOpMAUMM 3@ CYET 3arpys3Kwu
HewTaTHOM onepaumoHHon cuctembl (OC) n obxoaa npaBuN pasrpaHUYeHns AOCTyna
wtatHonM OC mn (unn) apyrux cpeacts 3awwuTbl MHGopMaumu, paboTawowmnx B cpeae
wTtaTtHon OC;

e HapyLeHMe UeNoCTHOCTU MPOrpaMMHOMN cpeabl CPeaCTB BblYUCAUTENLHOMN
TEXHUKM WU (MIK) cocTaBa KOMMOHEHTOB annapaTtHoro obecneyeHns CpeacTs
BbIYNCNINTENBHON TEXHUKU B MHHOPMALMOHHOW CUCTEME;

e HapylweHue LLeNIOCTHOCTH nporpaMMHOro  obecneyeHus cpeAacTBa
AOBEPEHHOW 3arpy3Kku;

e HECaHKUMOHWPOBAHHOE W3MEHeHMe KOHdUrypaumm (nNnapamMeTpoB) CpeacTs
AOBEPEHHOW 3arpy3Kku;

e rnpeogoneHne wmnum obxoa dyHKuUMM 6e30MacHOCTU CpeacTB AOBEPEHHOW
3arpy3Ku.
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KoMnnekc HaunmHaeT paboTy cpa3y nocne BblINOAHEeHUs Koda cucreMHoro BIOS
KOMMNblOTEpa — A0 3arpy3ku onepaunmoHHOM CUCTeMbl, U1 obecneuynBaeT AOBEPEHHYIO
3arpy3ky! ans OC, noaaepxuBaolwmnx daiinoBble CUCTEMbI:

- FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, MINIX, Ext4, ReiserFS (TY 4012-038-11443195-2011);

- FAT12, FAT16, FAT32, NTFS, HPFS, Ext2, Ext3, FreeBSD UFS/UFS2, Solaris
UFS, QNX4, MINIX, Ext4, ReiserFS (TY 4012-054-11443195-2013);

- FAT12, FAT16, FAT32, NTFS, Ext2, Ext3 Ext4, FreeBSD UFS/UFS2, QNX4,
QNX6, XFS (TY 26.20.40.140-079-37222406-2019).

Komnnekc C3U HCA gna N3BM (PC) «Akkopa-AM3» obecneymnBaert:

e 3awmnty pecypcos NM3BM (PC) oT nuu, He aonylweHHbIX K paboTe Ha HeEN, Ha
OCHOBe wuaeHTudpukaumm nonb3osatenen [MI3BM (PC) no nepcoHanbHbIM
naeHTndUKaTopam A0 3arpy3ku onepaumoHHon cuctembl (OC);

e ayTeHTUdUKaumo nonb3osatenen MN2BM (PC) no naponto gnvHom go 12
CMMBO/0OB, BBOAMMOMY C KNaBuaTypbl, C 3alUMTOM OT pacKpbiTMs napons — Ao
3arpys3ku onepaunoHHomn cucrtembl (OC);

e ONOKMPOBKY 3arpy3km C oT4dyxaaemblx Hocutenenm (FDD, CD/DVD-ROM,
ZIP, USB-HakonuTtenenm v ap.);

e KOHTPO/Ib UENOCTHOCTU TEXHUYECKUX, MPOrpaMMHbIX CpeacTs, YC/IOBHO
nocTtossHHoM nHdopmaumm MNIBM (PC) apo 3arpy3ku OC, ¢ peanm3aumen nowarosoro
anropmuTMa KOHTpOns;

e KOHTPO/JIb LENOCTHOCTM 06bekToB anoBbiX CUCTEM, pa3MeLleHHbIX Ha
AVNHAMUYEeCKNX ANCKax;

e [OBEpPEHHYIO 3arpy3Ky CMCTEMHOro u npuknagHoro NO npu ogHOBpPEMEHHOM
yCTaHOBKE Ha JAuCKax WIn B JormMyeckux pasgenax gucka [M2BM  (PC)
Heckonbkux OC;

e perncTtpaumto Ha NM3BM (PC) oo 126 nonb3oBatenen (ans moaenen Ha b6ase
cneumanmampoBaHHbIX KOHTponnepoB «Akkopa-5.5(e)») n go 1022 nonb3oBaTtenemn
Ha ogHon [12BM (ana mopenen Ha 6asze cneunmanmanMpoBaHHbIX KOHTPOIEPOB
cemencrtea «Akkopa-LE/GX»);

e pPErucTpaumi  KOHTPONMPYEMbIX COBbITUA B  CUCTEMHOM  XXYpHare,
pa3MeLleHHOM B SHEepProHe3aBMCUMON NaMSATU KOHTPOIepa;

e BO3MOXHOCTb  (M3MYECKOM  KOMMyTauuum  ynpaBAslOWMX  CUMHaNOB
nepudepunHbIX YCTPOWMCTB, B 3aBUCUMOCTM OT YPOBHS MOSIHOMOYMM MOSb30BaTens
Mo3BONISIIOWEN yNpaBnsaATb BBOAOM/BbIBOAOM MHMOPMaUMM HA OTYyXAAEMble
dunsmueckne Hocutenn u ycrtpomcrtea o0bpaboTkm paHHbIX (ANs mMoaenen Ha 6ase
cneumanmampoBaHHbIX KOHTponnepoB «Akkopa-5.5(e)»);

e AAMUHUCTPUpPOBaAHME  BCTpoeHHoro 1O  koMnnekca (permnctpauunto
nonb3oBaTenen W NepcoHasbHbIX MAEHTUHUKATOPOB, Ha3HayvyeHue dannos AN
KOHTPOMIA LENOCTHOCTM, KOHTPOJb annapaTtHonm 4actm [2BM (PC), npocmoTp
CUCTEMHOrO XYypHana);

b noxlpo6Hee CM. pa3aci (<HpI/IHHTBIe TCPMUHEI, 0003HAYECHUS U COKpalICHUA» HACTOAIICTO JOKYMECHTA
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e peructpauuto, cbop, xXpaHeHMe U BblAayy [AaHHbIX O cobbITUSAX,
npouncxoasawmx B NMN3BM (PC) B yacTu cucTeMbl 3alinTbl OT HECAHKLMOHMPOBAHHOIO
AocTtyna.

NaoeHTndukaumsa m ayteHTUdUKaums nonb3oBaTtesien, KOHTPOSb LeSIOCTHOCTH
TEXHMYECKNX W nporpaMmHbix cpeacts M3BM (PC) BbINOAHAKTCA KOHTPOJI/IEPOM
KOMMjeKca A0 3arpy3ku onepaumoHHON CUCTEeMbI, YcTaHoBneHHon B M2BM (PC).

Mpu moandukaumm cuctemHoro MO 3aMeHa KoHTponnepa He TpebyeTcs. Npu
3TOM obecneumBaeTcs MoAAepXXKa chneupexumma nporpamMMmMpoOBaHMa KOHTpoepa
6e3 CHMXXeHNs YPOBHS 3aLUNUTBI.

Komnnekc obecneymBaeT BbIMOSIHEHME OCHOBHbIX (YHKUWMA 3awmTtbl oT HCA
KaKk B cocTaBe nokanbHonm [2BM, Tak n Ha paboumx crtaHumax JIBC B cocrtaBe
KOMMNEKCHON cucTteMbl 3awmtbl ot HCO JIBC, B TOM uucne HaCTPOWKY, KOHTPO/b
dYHKLUNOHUPOBAHUSA N YNpaBNeHNe KOMMIEKCOM.

1.2. CocTtaB KOMMNJIEeKca

Komnnekc C3N HC «Akkopa-AM/[]3» BbiNyCKaeTcs B NporpaMMHO-annapaTHOM
WUCMO/THEHNN N BKJIKOYAET:

e ChneumannsnpoBaHHbIN KOHTposnep (Aanee no TeKCTy — KOHTposiep);

e (QYyHKUMOHANbHOE nporpamMMmHoe obecneyeHue (Aanee no TekcTty - Or0O),
pa3MellaemMoe B  JHeproHesaBucuMonm  pnaw-namMaTyv  cneymanm3anpoBaHHOro
KOHTposinepa.

Moandukaumsa  KoHTposislepa  onpeaensietcd  pasMepoM M LUWHHbBIM
MHTepdencom.

®rNO sasnserTca sS4pOM  3alUMTbl M peannsyeT KOMMNEeKC Mep Mo 3awute
nHdopmaumm ot HCA.

B coctaB nporpamMmMHbix cpeacts (PMO), pa3MeLlleHHbIX B SHEProHE3aBUCMMOM
namMsaTn KOHTpoOSiIepa KOMMNieKca, BXOAAT cneayowme pyHKLMOHANbHbIE MOAY N

e CpeacTBa MaeHTMdMKaunUn Nonb3oBaTenemn;

e CpeacTBa ayTeHTUdUKaLUM NONb30BaTENEN;

e CpeacCTBa KOHTPOMS LENOCTHOCTM TexHuyecknx cpeacts MN3BM (PC);

e CpeacTBa KOHTPOS LENOCTHOCTU CUCTEMHbIX 06/1acTeN XKECTKOro ANCKa;
e CpeacTBa KOHTPOAS LENOCTHOCTU NMPOrpaMMHbIX CPeacTB;

e CpeacTBa KOHTPOSSA LENIOCTHOCTM OTAENbHbIX BeTBel peectpa (ana OC
cemencrtaa Windows);

e cpeacTtBa ayauTta (paboTa c )XXypHanoM perncrpaunm cobbitun);
e CpeacTBa aAMMHUCTPUPOBaAHUA KoMMiekca (cpeaa aaMUHUCTPUPOBAHUSA).

Joctyn K cpeacrtsBaM  aAMMHUCTPUPOBAHMA WM ayauTa  KOMMJiekca
npenocTaBNAeTCsa TONbKO aaMmHUcTpaTopy C3U.

Cpena aaMMHUCTPUPOBAHUSA ABSETCA 4YacTblo KoMrnekca «Akkopa-AMA3» wm
He TpebyeT ycTaHOBKM Kakoro-nnbo pgononHutenbHoro [MO. C noMmowbi Hee
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agMuHuctpatop C3W MoxeT pobaBnsTb M yAansTb Nonb3oBaTtesiell, Ha3HauaTb
NoNb30BaTENSM MAEHTUMUKATOPbI U MAPOAN, KOHTPOSIMPOBATb amnnapaTHYK 4acTb
N3BM, npuknaaHble N CUCTEMHblE dalnbl, MNOJYYAET AOCTYN K CUCTEMHOMY XYpHasny
KOHTposnepa.

Moandukaumsa KOHTpoa/siepa OroBapmMBaeTcs MNpu MNOCTaBKe KOMMJeKca W
ykasbiBaetca B @opmynspe (11443195.4012.038 30, 11443195.4012.054 @O,
37222406.26.20.40.140.079 30). MNoapobHee o koHTponnepax «Akkopa-AMA3», a
Takxe 06 ycrtponcTteax, ¢ kotopbiMn C3U HCLO «Akkopa-AMIA3» nopaepxueaeT
paboTy, CcM. «PyKOBOACTBO MO YCTaHOBKE», BXoAsllee B KOMMNAEKT MNOCTaBKU
KoMraekca.

1.3. YcnoBua npuMeHeHU KOMIJIeKca

Ona  ycTtaHOBKM KoMnnekca «Akkopa-AMA3»  Tpebyetca cnepyrowmin
MUHUMAbHbIM COCTAB TEXHUYECKUX U MPOrpaMMHbIX CpeacTB:

o MN3BM Ttuna IBM PC, cepBep nnun paboyas ctaHuUus, oCHOBaHHas Ha
npoueccope ¢ apxutektypon x86 (IA-32) win x86-64 (AMD64),
dyHKUMOHUpPYIOLWas noa ynpaBJieHnem onepaunoHHOM CUCTEMBI,

noaaepxusawwen nwbyro un3  GannioBbiXx  CUCTEM, NPUBEAEHHbLIX B
nogpasgene 1.1 HacToswero PykoBoACTBa;

. Hannume Ha MatepuHckonm nnaTte [M9BM cBoboaHoro cnota PCI/
PCI-X/ PCI-Express/ miniPCI-Express/ M2 - B COOTBETCTBUM C TUIMNOM
cneumnanm3mpoBaHHOro KOHTpoiepa.

TexHuyeckne cpeacrea 3awmwaemon MIBM (PC) He A0MKHbI coaepXaTb
annapaTtHO-NpoOrpaMMHbIX MeXaHW3MOB, OPUEHTUPOBAHHbLIX Ha LeneHanpaBieHHoe
HapyLweHue NpaBuIbHOCTU PYHKLMOHNPOBAHUS KOMMIEKCa.

B cocrtase M2BM (PC), B koTopoM ycTtaHoBneH komnnekc C3W HCA, A0MXKHbI
OTCYTCTBOBaTb CpeAacTBa, MO3BOMASAKOWME 3@ CYET BO3AENCTBUS CO CTOPOHDI
nonb3oBaTesnien Ha WTaTHble opraHbl ynpasneHus M3BM (PC) BocnpensTCcTBOBaTb
nepeaaye ynpaBneHUss KOMNAEKCyY ctaHaapTHoM npoueaypon ROM Scan.

1.4. OpraH1M3auMOHHbIEe Mepbl, HeobxoanMbie AN NPUMEHEeHUs
KOMMJIeKca

Ansa 3dpdEeKTUBHOIro NpMMEHeHMs CpeacTB 3alnTbl KOMMJIEKCa U noaaepXaHus
Heobxoanmoro yposHs 3awmuweHHocTn N2BM (AC) n MHOPMaLMOHHBLIX pecypcoB
TpebyeTca:

e HanuMume aaMMHUCTpaTopa 6e3onacHoCcTM WHdopmaumn (cynepsunsopa;
Aanee no TekCTy - AaMuHuctpatop BU) — npuBunermpoBaHHOro nosib3oBaTens,
nMerwero ocobbin cratyc u  abCcontoTHble MosIHOMoYns. AaMuHUcTpatop BU
naaHuMpyeT 3awuTty MHopmaumm Ha npeanpusatmn (ydpexaeHun, duvpme mn T.4.),
onpenenseTr npasa AOCTymna nMNOJSib30BaTeNIiM B COOTBETCTBUU C YTBEPXAEHHbLIM
MnaHoOM 3awWwmTbl, OpraHn3yeT yctaHoBKYy komnnekca B CBT(PC), akcnnyaTtauuto wu
KOHTPO/SIb MNpaBuNbHOCTU wucnonb3oBaHns CBT(PC) ¢ BHeApeHHbIM KOMMIEKCOM
«AKKOpA», B TOM 4ucre ydyeT BblAaHHbIX WAEHTUHOUKATOPOB, OCYLUECTBASET
nepmogmnmyeckoe TeCTMpoBaHne CpeacTB 3alluTbl KOMMIEKCa;
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e pa3paboTka M BeaeHMe y4YeTHOM N 06beKTOBOM AOKYMeHTaumun (MHCTpYyKUUS
aAMUHNCTpPATOpa, UHCTPYKUUA MOMb30BaTENEN, XYPHaN yyeTa UAEHTUPUKATOPOB U
OTUYy>XAaeMbliX HOCUTeNnem nonb3oBatenen u Ap.). Bce paspaboTaHHble y4YeTHbie U
06beKTOBble AOKYMEHTbl A0/XKHbI ObITb COrNlacoBaHbl, YTBEPXAEHbI Y PyKOBOACTBA U
AOBeAEeHbl A0 COTpyaHMKOB (nonb3oBaTenen). T0 HeobxoaMMO AN TOro, 4Ttobbl
MnaH 3awmTbl opraHusaumu (nNpeanpuatus, dupmbl U T.4.) U gencreusa CbBU
(AaMuHucTpaTtopa bW) nonyuynnu ropnamyecKkyto oCHOBY;

e du3nyeckas oxpaHa CBT (AC) u ee cpeacrts, B TOM 4ucne npoBeaeHue
MEepOonpuAaTUM NO HEAONYLLEHUIO N3bATUSA KOHTponnepa KoMnnekca;

e ucnonb3oBaHne B CBT (AC) TexHMYECKMX U NporpaMMHbIX CpeacTs,
cepTudmnumpoBaHHbix Kak B Cucteme NOCT P, Tak n B [ocyaapCTBEHHOM cuUcTeMe
3awmTbl nHpopmaummn (FC3N);

e [MepmoamnyeckKoe TeCtmpoBaHme CpeacTtB 3allUTbl KOMMJIEKCA.
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2. YCTaHOBKA M HAaCTpPOMKa KOMIJIeKca

Mepea ycTtaHOBKOWM M aKcnnyaTtauuen komnnekca C3UM HCO «Akkopa-AM3»
AaMunHucTpatop B cocTaBnsieT opraHusauuMoOHHO-pacnopsanTEeNbHbIN AOKYMEHT O
BBOAE KOMMJIeKCa B 3KCryatTauuio M BHOCUT cBeaeHUS O HeM B pa3gen dopmynsapa
«CBefeHusa 0 BBOAE B 3KCrjlyaTaumio U 3aKpersjieHMn KoMnaekca».

YcTtaHoBKa n HacTpoWKa KOMMJiekca C31n HCA «Akkopa-AMIO3»
OCYLLECTBMSAETCA aAMUHUCTpaTOpoM 6e30nacHOCTU nHdOopMaLUmn 1 BKIOYaET B cebs:

1)YctaHoBKY nnaTtbl KOHTponsepa B cBoboaHbi cnot [29BM -  cMm.
«PykoBoacTBO no ycrtaHoBke» (11443195.4012.006 98 / 11443195.4012.038 98 /
11443195.4012.054 98 / 37222406.26.20.40.140.079 98);

2)YcTaHoBKY naponsa Ha Bxog B BIOS;

3)YcTaHOBKY NapaMeTpoB yyeTHOW 3anucu «In. AAMMHUCTpATOP» U HACTPOWNKY
KOMMNjieKca B COOTBETCTBUM C KOHUrypaumem TexHn4Yecknx cpeacts [19BM
(nogpobHee cM. «PyKOBOACTBO MO YCTaHOBKE» M nogpasgen 3.2 HacToswero
PykoBoacTea);

4)Pernctpaunio nonb3oBaTesieM U HACTPOMKY 3alUMTHbIX CPeaCTB KOMMJeKca

(nogpobHee cM. cooTBeTCTBYKWOLWME NoApasfenbl pasjena 3  HacToswero
PykoBoacTtsa).
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3. PaboTta c KOMMJIEKCOM

3.1. Hayano pa6oTtbl

Ecnn B KOMMbIOTEP YyCTaHaBMMBAETCS HOBbIM KOHTponnep <«Akkopa-AMA3»,
npu 3arpy3ke BbINONHAETCS WHUUManm3aunus wu  dGopMaTUpoBaHME BHYTPEHHEWN

namatu. lNMocne 3aBeplweHns 3TOWM onepauMu Ha 3KpaH BbIBOAWTCS r/1AaBHOE OKHO
cpeabl aAMUHUCTPUPOBAHUSA (PUCYHOK 1, pUCYHOK 2).

JoBaENTE NOABIDEATENS YOANUT b NONL30BATENF

LoBaBUTE rpyrny ¥Yoanute rpynny

MpUMEHWTE  BbiXog

* AOMWUHWCTPATOPbI
L CNAOMUHUCTPATOPR
- OBbluHbIE

HacTpokk K rpynnbl: AIMUHWCTPATOPLI

MapameTpel naponsa

MUHAMANEHaA gnuHa: 8 |=| cumBONOE
Bpema nefcTema: 30 E: AHEeR
MonLITOK ANA CMEHL 3 B
i .“u
/:-—-i KT0 MOXET MEHATE NAPONL
a ) Toneko agMUHWCTPaTop
SN ® [lofb30BaTeNL M 3AMUHWCTPATOD
[ -
Andaewt napona
| Y
I=| MNpoBepka Ha NpocTaTY
—l Toneko reHepUpoBaTh
CreywansHele cumeons! [ 1@#$%A&= )+ <>/7"-_=~]
T 3arnaBHble naTuHekue Bykebl (A - 7)
! -1'7:{% Lindpsl (1-9)
m

CTpoYHLEIE NaTHHCKKE BykEbl (3 - Z)
Bpema genrcreuna

Mata Hauana paboTel 16.06.19

KINER

Mata kKoHua paboTel 19.06.19

Pesyneratel MA

A nauriarhiswaran

PucyHok 1 - NnaBHOe OKHO cpeAbl agMUMHUCTpUpoBaHusa (Ana mopgenen Akkopa-AMA3>»
TY 4012-038-11443195-2011 n TY 26.20.40.140-079-37222406-2019)
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PUMEHNTE  Bhixop

L|\ " AOMUHACTRATOPKL J HacTpofku rpynne: AQMUHUCTPaTOPEl
IMD.. OBbiHHbIe

nﬁpaMETphl ABTOPMIaUMM

BEfOKMpOBATE 38NKCh NOAL30BATENA
LaHHble ayTeHTUhUKaLKUK
Jara Havana cpoka nedcTeua AWMM_AHMN: 17.11.17

o JlaTa oKOHYAHWA CPOKa NercTBrA AWM AHM: 17.11.18

[aTa Hauana cpoka AeACTEMA Napons: 17.11.17

KEF KU KRG ER

JaTa OKOH4aHWA CpoKa AeRCTBMA Napona: 17.11.18

KonuyecTeo HeyAaqHbIX NONLITOK AOETYNa: 8 =

2/
ObLee KONMYECTBO BCEX MONBITOK AOCTYNA: 500 1_1_1

—
= NapaMmeTphl Napons
e §

| = | CUMEONOE

MuHUMansHas onuHa: 8

Akl [an

Bpems meAcTBMA: 30 =] AHedt

MonbITok ANA CMEeHBI: 3

[a3]

KTO MOMET MEHATE naponb

@ ToNbKo aAMUHUETPATOR

@ © Monb3a0BaTEN 1 BAMUHUCTPATOR
WHdo
—

Andasut napons

PucyHok 2 - FnaBHoe OKHO cpeabl agMMHUCTPpUpOBaHusa (Ans moaenein Akkopa-AMA3»
TY 4012-054-11443195-2013)

CnaBHOE OKHO cpeAbl aAMUHUCTPUPOBAHNSA COCTOUT U3 creayowmx obnacrei:

e MeHl Bblbopa 06bLEKTOB aAMUHUCTPUPOBaHUSA (/1eBas BepTUKasbHas
naHenb);

e aHenb ynpasnieHUs BblbpaHHbIM 06bEKTOM aAMUHUCTPUPOBAHUSA:
- NaHeNb MHCTPYMEHTOB (BEpPXHSS NaHesnb);
- paboyee none.

MeHto Bblbopa 06BEKTOB aAMUHUCTPUPOBAHMSA  MO3BONASIET MNpPOBOAUTb
ornepaumm aaAMUHUCTPUPOBAHUS CeayoLWNX 06BbEKTOB:

e <[lonb3oBatenun> - pabota Co CNMCKOM MNoJsib30BaTenen v rpynn;

e <XXypHan> - paboTa C BHYTPEHHUM XYpPHaNOM perncrpaunmn cobbiTmii;

e <AnnapaTypa> - KOHTPOJIb LENOCTHOCTM annapaTHON YacTu KOMNbIOTEPa;
e <[INCKMU> - KOHTPOJIb LE/IOCTHOCTU CUCTEMHBbIX 06/1acTeN XKECTKUX AUCKOB;
e <®annbl> - KOHTPO/b LENOCTHOCTUN (halNIOB Ha XECTKUX AUCKaX;

e <PeeCTp> - KOHTPONb LENOCTHOCTM OTAeNbHbIX BeTBen peectpa (ana OC
cemencrtaa Windows);

e <HacTponkun> - obwme HaCTPOMKMN KOMMNEKca;

e <WNHDO> - nHDopMaumsa 0 BEPCUM MPOLLUMBKM KOHTPOISIEpa U KOHTPO/bHbIE
CYMMbl siipa 3aWuThl;

e <ba3a paHHbIX> — BbIMOJIHEHNE MNpOoLEAYpP 3KCropTa/uMnopTa 3/1IEMEHTOB
6a3bl AaHHbIX;

16



11443195.4012.038 90

11443195.4012.054 90
37222406.26.20.40.140.079 90

e <PernameHTbI> - 3aMycK NpoLEeCcCcoB CaMOTECTMPOBAHMS KOMMJIEKca.

B Hauvane nepBoro ceaHca paboTbl MNOMMMO [/IABHOFO OKHa cpeabl
aAMUHUCTPUPOBAHMNSA Ha 3KpaH TakKxXe BblIBOAUTCA coobuweHne c TpeboBaHueM
BbINOJIHUTb npoueaypy HaCTPOWNKMN napamMeTpoB y4yeTHOM 3anmcum
«n.ApMuHucTpatop» (pucyHok 3), 6e3 BbiNOSIHEHUS KOTOPOW HEeAOCTYMHbl HUKaKne
PyHKUMN «Akkopa-AMO3».

YHF]EEJ"IEHI.-‘JE' YHETHBIMIA 3dMACAHMIA

S OnA BOIMOMHOCTH agMUHWUCTpUpoBaHWA AM3 HeobxoaWMO HABCTROWTE
- napameTpel FNagHoro AgMUHUCTpaTopa.
Kak MUHUMYM cnenyeT 3a0aTe WaeHTUWhWKATOR W YCTAHOBUTE Naponb.

ST

PucyHok 3 - CoobueHune c Tpe6oBaHMeM HaCTPOUTb NapaMeTpbl YYETHOW 3anucu
«In. AAMMHUCTpaTop»

Mocne BbINOAHEHUS npouenypbl YCTAHOBKWM MapaMeTpoB YYETHOW 3anmcu
«n. ADMUHUCTpaTop», ONUCaHHOM B noApa3sgene 3.2 HacTosuwero PykoBoacTBa,
dyHKkunoHan  «Akkopa-AMI3»  CTaAHOBMUTCA  AOCTYNHbIM  ANs  Nosib3oBaTens
«In. AAMUHUCTpaTop>.

[anee cnepyeTt 3aperncTtpmpoBaTtb HeobxoaAMMoOe KOMMYecTBO MNOJSib30oBaTesnen
(vnn rpynn nonb3oBaTesie), HAaCTPOUTb NapaMeTpbl UX YUYETHbIX 3anncen, a Takxe
CMMUCKM KOHTPOS LEeNOoCTHOCTM annapaTypbl, Cy>XebHbix obnacten XeCcTKnx ANCKOB,
dannoB, peectpa (noapobHee CM. COOTBETCTBYHOLWME Mnoapasaenbl HaCcTosWwero
PykoBoacTtsa).

3.2. YCTaHOBKa napaMeTpoB YYeTHOM 3anucm
«'n.AgMUHuMCTpaTop»

3.2.1. O6bwme cBeaeHunn

Mpn MHMUMANU3aunMm KOHTposinepa B 6a3e AaHHbIX CO34aEeTCs YYETHas 3anucb
«'n. AoMUHUCTpaTop»! — nonb3oBaTens, UMEKLEero ocobblii CTaTyC U abConoTHbIE
nosIHOMOYMA B cCpeae — KOTOpoMy OyayT MOJIHOCTbK AOCTYMHbI BCe DYHKUUMU
aAMUHUCTpUpoBaHuUsa «Akkopa-AMA3».

Mpwn 3TOM AN AAHHOrO MoOJib30BaTeNss HE YCTaHOB/IEHblI MapaMeTpbl YUYETHOWM
3anucu.

D B IIO «Axkopa-AM]I3» MMeHa yYeTHBIX 3alMCel, CO3JAHHBIX 110 YMOITYAHHIO, OTOOPAYKAIOTCA HA PYCCKOM SA3BIKE.
HeobxomumMo TOMHUTB, 4YTO i1 WMEHH «[J1.ADMuHHCTpaTOp» Takke 3apesepBupoBano ums «SUPERVISOR»
(cienmoBaTenbHO, HEBO3MOXKHO CO3/[aTh HOBOTO IIOJb30BATENsl C TaKMM HMEHEM); IUIS TPyNn «AIMUHHCTPATOph» |
«OO0bIuHBIe» Takke 3apezepBupoBansl UMeHa «ADMINS» u «kEVERYONE» cooTBeTCTBEHHO (ClleOBaTENBbHO, HEBO3ZMOXKHO
CO37]aTh HOBBIE TPYIIIBI C TAKUMHU UMEHAMH).
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BHUMAHME! TIpu nepBOM cTapTe KOHTpoOJJiepa npexae Bcero
Heo6xoauMo YCTaHOBUTb napamMeTpbl Yy4YeTHOM 3anucu
«n. AAMMHUCTpaATOpP>» WM TOJIbKO MNOCNe 3TOoro nepeutTM K npoueaype
perucrpaumm Bcex OCTaJibHbIX NOJib30BaTesien.

[ns yCTaHOBKM NapaMeTpoB YYETHOM 3anucCu HYXHO B CNMUCKe MNosb30BaTenen
OTMETUTb MbIWbIO NMonb3oBaTens «FN.AAMUHUCTpaATOpP>» (PUCYHOK 1).

B nosiBuBweMcs paboyeM nose peaakTUpoBaHMS NapaMeTpoB YYETHOM 3anucu
«'n. AODMUHUCTpaTOp» MpeaBapuUTENbHO MOXHO BbIMNO/IHUTb HACTPOMKKW CAeayLWwmX
napameTpoB:

e napameTpsbl napons (cM. nogpasaen 3.3.2.4);
e aTpubyTbl goctyna (cM. nogpasaen 3.3.4.7);
e pe3ynbTathl NA (cM. noapasaen 3.3.2.6).

HacTponka paHHbIX NapaMeTpoB He sBnseTcs o06s3aTtenbHOM M MOXET 6biTb
BblMOSIHEHA B N060M MOMEHT noc/fe 3aBeplleHuss npoueaypbl  HaACTPOMKM
obsi3aTeNbHbIX NapaMeTpoB YYETHOM 3anuncu.

Mocne BbINOMHEHMS YKa3aHHbIX HACTpOeK cneayet nepenTn K HacTpounke
obs3aTenbHbIX ANs YYETHOM 3annucu napameTpoB:

e [aHHble ayTeHTUdUKaunm (Tonbko Ana moaenem «Akkopa-AMA3» TY 4012-
054-11443195-2013 - nogpasaen 3.2.2);

e nepcoHanbHbIM naeHTndunkaTop (noapasaen 3.2.3);
e naponb (noapasnen 3.2.4).

Onsa mopmenen «Akkopa-AMA3», TY 4012-054-11443195-2013, Ha3HayeHwue
nepcoHanbHOro unaeHTudukKaTopa M yCTaHOBKa Napons BbIMOJHAKTCA B paMKax
OAHOW onepauunu.

3.2.2. HacTponka fAaHHbIX ayTeHTucmkaumm

BHUMAHME! [laHHbIXN NYHKT pacnpoCcTpaHseTcss TOSIbKO Ha Moaenu <«AKKopa-
AMA3» TY 4012-054-11443195-2013.

MNepen BbINOMHEHWEM Mpoueaypbl Ha3HaAYeHUS MAeHTUdUKATOPa U YCTAaHOBKMU
napons Heo6xoaMMo BbIMOJHUTL Npoueaypy HaAaCTPOMKM AaHHbIX ayTeHTUdDMKaLUN.

[ns aToro B rpynne aneMeHToB «[aHHble ayTeHTudunKaumm» OKHa HACTPOMKMU
napamMeTpoB y4yeTHOM 3anucn «In. AAMUHUCTpATOp» cnefyeT HacTpouTb cneaytoume
napameTpbl (PUCYHOK 2):

e «[laTa Hayana cpoka agencrena AUM_AHI» - aaTta Hayana CpokKa AENCTBUS
ayTeHTuduumpyrowen unHdopMmaumm, XpaHsLWencs Ha ayTeHTUdUUMpPYOLWeEM
HOCUTeNne nonb3oBaTtens;

e «[laTa oKoHYaHusA cpoka aenctema AUTM_AHI» - gata OKOHYaHWA CpoKa
AENCTBUS ayTeHTudunumpytoLiemn MHpopMaumu, XpaHsLencs Ha
ayTEHTUMUUMPYIOLWEM HOCUTENE NONb30BaTeENS;

e «[laTa Ha4dana cpoka AENCTBUS Mapons» — gaTa Hadana Cpoka AencTBus
napons nonb3oBaTens;
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e «[laTa OKOHYaHWA CpoKa AENCTBUA Naponss» — pnaTa OKOHYaHUS Cpoka
AeCcTBMS Napons Nonb3oBaTens;

e «KonunuectBo HeyaauyHbIX MOMbLITOK AOCTYMa» — KOJIMYECTBO HeyAauHbIX
noapsa Maywmx nonbITOK AOCTYyNa Nofib30BaTeNs, Mo NpeBbILEHUN KOTOporo paboTta
nonb3oBaTens 6nokupyeTcs;

e «Ob6lwee KONMYECTBO BCEX MOMbITOK AOCTyrna» — obliee KOMMYECTBO BCeEX
NMOMNbITOK AOCTyMa rMoJsib30BaTess, Mo MpeBbileHNM KOToporo paborta nonb3oBaTens
6nokunpyeTcs.

MpuMeyaHue: JlaHHble ayTeHTugukaumm, YCTaHOBJ/IEHHbIE ans
ayTeHTUGUUUPYIOLEr0O  HOCUTE/ISS  MO0/1b30BaTtesisi B [pPoLecce  MepBUYHOM
pervncrpaunm, 6yayT TakXe yuYuTblBaTbCs rpu paboTe AaHHOro roJsib30BaTesis Ha
Bcex paboyuynx CTaHUMsIX, Ha KOTOPbIX OH BIOC/AEACTBUN OyAET 3aperncTpupoBaH C
MPUMEHEHNEM OAHOIMrO0 U TOr0 XE€ ayTEHTUDUUNPYIOLErO HOCUTE/NS — A0 TEX Oop,
rnoka npoueaypa  HacTpouku  AaHHbIX  ayTeHTugukaumn A7  AaHHOIo
ayTeHTUGOUUMNPYIOLIErO HOCUTESI HE BYAET BbINO/IHEHA 3aHOBO.

BHUMAHME! T[lpn npubnamxeHnn MakKCMManbHOM rpaHuubl 0o nwbomy U3
napamMeTpoB NMoTpebyeTcs BbIMOSIHUTbL FeHEPALMIO AaHHbIX ayTeHTUdmnKaumm 3aHOBO.
B pe3ynbTate maeHtundukatop b6yaer AeNCTBUTENEH TONbKO Ha TOM KOHTponnepe
«Akkopa-AM3», Ha KOTOPOM BbINOJIHEHA FreHepauus.

Ona  npeaynpexaeHus BO3MOXHbIX TpyaHocten B pabote «Akkopa-AMA3»,
CBA3a@HHbLIX C YKas3aHHbIMW Bblle YCI0OBUAMU, PpeEKOMeHAYeTCa ANa KaxXaoro
KOHTponnepa «Akkopa-AMI3» perncrpypoBatb MMHUMYM ABYX aAMWUHUCTPATOPOB,
TakK, 4Tobbl OKOH4YaHWe cpoka paencrtema AWUM_AHI y ogHoro m3 HUX Bceraa
HacTynano no3)Xe, OCTaB/Ad BO3MOXHOCTb BXOAa B cCpeay aAMUHUCTPUPOBAHUA
«Akkopa-AMIO3» C Lenbto obHoBNEHUA UcTekLuemn AN _AHT BTOPOro
agMUHUCTpaTopa.

Hdanee cneayeTr nepentm K  BbIMOJIHEHMIO  Npoueayp  Ha3HAYeHUS
nepcoHanbHOro naeHTUdUKaTopa 1 napons.

3.2.3. HazHauyeHMne nepcoHanbHOro naeHTndumkartopa

BHUMAHME! CneaoyeT NOMHWUTb, 4YTO €CNM HA KOMMbKOTEpe C YCTAHOBJ/IEHHLIM
«Akkopa-AMI3» MUCNONb3YKTCA K/IHOYEBblE HOCUTENWU U3 4YucCna NnoanepXMBaeMblX
«Akkopa-AMA3» (nogpobHee cM. «PykoBOACTBO MO YCTaHOBKEe»), MX Heobxoammo
OTKNOYNTb A0 NOsABMEHUS 3anpoca uaeHtTudukaTopa. [anee cneayer npeabsiBUTb
naeHTMduUKaATop M BBeCTM naponb B <«Akkopa-AM[3», a 3areM noAKI4YUTb
K/1l04EBOMN HOCUTENDb 3aHOBO.

Ona  peructpaummn unaeHTMduUKaTopa Ha nMNpaBoOM MaHenM B CTpoOKe
«NaeHTndUKaTop» HYXHO HaxaTb KHOMNKY <CMeHUTb>. Ha 3KpaH BbIBOAUTCS OKHO,
B KOTOpOM TpebyeTcs yKasaTb, KakOW CEKPETHbIN KN4 byaeT ncnonb3oBaTtbcsa. Mpu
3TOM MOXHO OCTaBWUTb CYLWECTBYIOLWMN CEKPETHbIA K4, eCcnn wunaeHTudukatop
MCNOMb30BaNICA paHee U CEeKPEeTHbIM K4 yxe Obll  creHepuMpoBaH, WK
cCreHepmpoBaTb HOBbIN.

CeKkpeTHbIN K4 YHUKANEeH ANS KaXAaoro rnosib3oBaTens M 3anucbiBaeTcs BO
BHYTPEHHIOK NaMATb PEerncTpupyeMoro naeHtudukatopa. ITOT CEeKpPEeTHbIN KoY
MCnonb3yeTcss B MOHMUTOpEe npaBun pasrpaHmyeHms poctyna ACRUN, KoTopbin
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MO3BONISIET Ka)XAOMYy MOJSib30BaTENO CO3A4aTb M30/IMPOBAHHYIO MPOrpaMMHyto cpeany
(UMNC) » nepcoHanbHbIN Habop darnoB, KOHTPONMPYEMbIX Ha LENOCTHOCTb. Kpome
TOro, 3TOT MapaMeTp MNO3BONSAET HaAeXHO 3aluuwaTtb AaHHble O NONb30BaTene B
SHEepProHe3aBMCUMOM NaMATU KOHTpoOsNepa, T.K. B KayeCcTBe YHMKaNbHOro npusHaka
MCNONb3yeTcs pe3ynbTupytowas xew-dyHKUMS oT HoMmepa naeHTudukaTopa, napons
N CEKPETHOro KJtua.

BHUMAHME! eHepnpoBaTb CEKPETHbLIA KIKOY cneayeT TONIbKO NMpr nepBoM
pernucrpayvm, T.K. Npn Kaxaon reHepaumm nepesanmncbiBaeTcs NpeabiayLmin Koy,
M naeHtTudukaTop nepecrtaHeTr AencreoBatb Ha Tex [19BM, rae 6bin
3aperncTpmpoBaH paHee.

Mpu pa6ore ¢ oAHMM N TeM XK€ NAEHTU(PMKATOPOM Ha HECKOJIbKMUX
KOMMJIeKcax «AKKOpA>» B Mpouecce KaAou nocsieayroLllen permcrpauum
naeHTudukarTtopa cneayet MCnoJsib30BaTb CYLWECTBYHOLMNA CEKPETHbIA KoY
(creHepupoBaHHbIN B NpoLecce NepBon peruncrpaumm maeHtndukaropa).

Cnepyet caenatb BblbOp M HaxaTb KHOMNKY </lanee> (PUCYHOK 4).

CMeHa noeHTHMKaTopa

CekpeTHbIA K4y

® WMcnone3oeaTh CYLLECTEYIOWWA

[} TeHepupoBaTh

[ Oanee ] [ OrmMmeda ]

PucyHok 4 - OKHO Bbi6opa cekpeTHOro kjakou4a

Ha »3KkpaHe nosiIBUTCA OKHO C 3anpocoM uaeHTudukKatopa ANl CMEHbI

(pucyHok 5).

MpensAenTe WOSHTUdUKaTOR

WMoeHTUdMKaTOR:

CekpeTHbIA KoYy

& VMcnonb208aTh CYLUECTEYHILLIWA
() FeHepupoBaTE

[ COpocKTh ] [ OTMeHa ]

PuUcyHok 5 — OKHO € 3anpocoM naeHTudmkaTopa AsiIg CMEHbI
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Ecnn naeHTudukaTop ewe He npeabssnieH, none «MaeHtudukatop» nycroe.
Heobxoanmo npeabsiBuTb MAEHTUMUKATOP M A0XKAATLCA MOMEHTa, NoKa B MoJjie He
NOSIBUTCS CEPUNHBIN HOMEpP naeHTudukatopa (pMCyHoOK 6).

CMEHE WAeHTHdWKaToORpa

MpeasasuTe WABHTADUKATOR.
MaenTudukaTop: 08 0000011A62CD 3E

CekpeTHBIN KNk

() Mcnonb30BaTh CYLIECTRYOLLAA
& TEHEpMPOBATE
Ok ] [ CHPOCHTE ] [ OTrMexa ]

PucyHok 6 — OKHO cMeHbl ngeHTudunkKaTopa

Heobxoanmo noaTBEpANTb 3aBepLUeHME onepaunmn HaxatmeM KHonNku <OK>.

BHMMAHME! [na mogenen «Akkopa-AMA3» TY 4012-054-11443195-2013 cpasy
Mo 3aBeplieHun npoueaypbl Ha3HAYeHUS NepCcOoHanbHOro uaeHTUdUKaTopa
aBTOMaTMYeCKM Ha4YMHaAEeTCs BbINOJIHEHWE nMpoueaypbl Ha3HadeHuMss  napons
(cM. 3.2.4).

Mocne KOPPEKTHOro BbINOSHEHUS OMUCAHHOWM MOCeAoBaTENIbHOCTU AENCTBUN
HOMep wuaeHTUdUKaTopa nosiBnsgetrca B none «MNaeHTUdukatop» rnaBHOro OKHA
cpeabl aaMmnHuUcTpupoBanusa (ans moaenen Akkopa-AMA3» TY 4012-038-11443195-
2011 n TY 26.20.40.140-079-37222406-2019 - pucyHok 7).
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Mpumenuts  Bbixon

‘ | ¥ Agmmnmcrpampm Hactponku nonszosarens: MAgMUHICTpaTOp
I8 “ OBkluHele MepeoHanHbIe napaMerpsl
g [
MgeHTudukatop:  0C000000355064 AA | cuewnme J
—h Mapont: He YETaHOBNEH CHeHHTh...
= Mapamerpel napons
_—
MUHRMAnEHaR 4auHa 8 _:\ CMMBONIOB
=T Bpema feiicteun: 0 '_:‘ nHed
—l ManbiTok Anf CMEHbI: 3 i
KT0 MOKET MEHATL NAPOAL
—h () Toneko agMuHucT parop
® Monb3oBatens U agMuHUCTpatop
Andasut napons
' TMposepka Ha npocroty
"\, : ;,'. TONBKO FeHEPHPOEATE
R 3y Creumanbhbie cumaons (i@#5% & )+ =2/ =)
3arnabHbie natuHckne Bykeb (A - 7)

PucyHok 7 - UpeHTucMKaTop y4eTHOM 3anucu «Fn. ABMUHUCTpaTop>» yCTaHOBJEH (Anna
moaenei Akkopa-AMA3» TY 4012-038-11443195-2011 n TY 26.20.40.140-079-
37222406-2019)

[Nanee HeobxoaAMMO nMepenTn K npoueaype HaszHadeHus napons (cm. 3.2.4).

BHUMMAHME! CneayerT NMOMHMTb, YTO AJIS KOPPEKTHOro 3aBepLueHMSA
npoueaypbl YCTAaHOBKM oOb6s3aTesibHbIX MapaMeTpoB Y4YeTHOM 3anucum

Heo6xo0AMMO BbINOJ/IHUTb KaK npoueaypy YCTaHOBKM maeHTudukartopa, Tak
M npoueaypy YCTaHOBKM napons.

B NpOTMBHOM cCJlyyae MNpu Ha>XaTum KHONKU <MpuMMeHuUTb> B rNaBHOM
OKHe cpeabl aAMUHUCTPUPOBaAHUA HA 3KpaH BbIBOAUTCA npeaynpexaeHuve o
TOM, uYTO naeHTudukarop (M)Mam naposib NOJib30oBaTesNIA HE YCTAaHOBJIEHbI
(pncyHok 8), M nporpaMMa oOXuaaet OT aAMMHUCTpPaATOpa 3aBeplueHus
npoueaypbl HACTPOMKU NapaMeTpoB aBTOpU3aL MM NoJsib3oBaTens.
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HEBEpHEIE NapaMeTpEl NonL208aTENH

& He ycTaHoeneHsl noeHTUGUKATOP U{KMNK) Napons NoNbL3cEaTEnA.

T

PucyHok 8 - Coob6wieHmne o ToM, YTO naeHTudUuKaTop Uamn naposib Nosb3oBaTens He
YCTaHOB/EHbI

B HeKOoTOopbIX Cyyasax npu perucrtpaunm naeHtudukatopa cineayeTt yumTbiBaTb
psa HoaHcoB. Onuwem Ha npuMmepe ycTponcTea ruToken-S.

[o Hayana perncTpauum yCTpomcTBO AO/IKHO BbITb MHULMANTN3NPOBAHO.

Ecnn ruToken-S nonyyeH B cocTaBe KOMMAeKTa MNocTaBku «Akkopa-AM3»
Hanpsamyo ot OKB CAIP, To oH HnumanmsnpoBsaH n nmeet NNH-koa No ymonyaHuio
12345678.

B npoTMBHOM c/yyae YCTPOMCTBO Heo6X0AMMO MpPOUHULMANN3NPOBaTb B
COOTBETCTBUUN C MHCTPYKLMEN NPON3BOAUTENS.

Hanee npu pervcrpauum naeHTudukaTopa notpebyetcs BBO
BbllweynoMsaHyToro NNH-koaa (pucyHok 9).
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- ]u: '_.'& ﬁ _‘E- f;1-=|—.,<|'.-a.‘|:1-.’.: poBaTh A

OobaesuTe none3oeatens YoanuTe nons3oeatens  dobasuTe rpynny YoanuTe rpynny rpynmy n MpuMeHWTe  Bhbixon
nonsL3osaTensi

| 7 [+ AamunucTpatophl | HacTpoiku nonb3ogatens: FA.AAMWHUCTPATOP
tﬁt

‘. OBLIYHbIE MepcoHankHbie NapameTpel
MNone3oBaTen
E MOEHTUDUKATOP:  He YCTAHOBNEH If
5 Maponb: He yCTaHoBneH

MNapaMeTphl aETOPWU3ALIMN

= X A i
e CMeHa WoeHTUdUKaTOPa _ L
& .
I 3anpoc NWH-Kopa
FE
B - -
BEAWTE MNAH-KOO CMapT-KapThl — TETET j
— i ] AHI: 31.12.36 x|
I=]| 0K OTmeHa .
=] [ ] [ J ons: 06.11.18 ~|
|=
! bona: 31.12.36  ~|
[ CHpocuTh ] [ OrMeHa ] Fyna: 65530 E:
=l

UBLEE KONAYECTED BLEX NONBITOK OOC ryna: 65530 |w

MapameTpel napons

\NZ
‘& MUHMManLHas ANuHa: 8 \=| cumeonos
- el =
Bpema nedAcTeuMA: 30 L= OHeR

@ MonbIToK ANs CMeHbl: 3 E

KTo MOMET MEHATE Naponk
WHdo P

PucyHok 9 - 3anpoc NMNH-koaa npu perncrpaumm maeHtTugpumkaropa

Ecnu MNMNH-koa BBEAEH HEBEPHO, 3anNnUCb MAEHTUMUKATOPA HE NPOMN3BOAUTCSH, A
Ha 3KpaH BbIBOAUTCS cooblieHne o6 3ToMm.

CnegyeTr NOMHWUTb, YTO YCTPOMUCTBA MOAOOHOro Tuna, SABASACb MO CYLECTBY
CMapT-KapToun, npeanonaratoT HeobxoanmocTb BBoda NMMNH-koga nonb3oBatens npu
perncTtpauum v B AanbHeENWeEM Npu Kaxaom ayteHtudukauymm, n atot NMNH-kog - He
naponb nonb3oBatens B <«Akkopa-AMA3», a AOMOAHUTENbHbLIA KOA, KOTOPbIN
nonb3osatenb (B TOM yucne AAMMHUCTpaTop) 6yaeT BBOAUTb KaXAbl pa3 MoMMMO
napons.

Ecnn 310 npeactaBnsaercs m3bbITOYHbIM, BO BK1agke <«HaCTpomku» MOXHO
yCcTaHoBUTb nar «ABTomatmyeckun BBoa [MMNH-koma» wn BBectn [MMNH-koa no
yMon4yaHuio (pucyHok 10).
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&
{

E

HameHnTe AMC  [1pHMEHNTE Bbixog

|

HacTpoiiku komnnekca
KypHan

g HaHHble KoHbUrypauum

Annapatypa CTpaHuua naeHTudmkatopa ] | [0-255]

lan| e

TaimayT ana uaeHTudUkaTopa 20 | [0-80] cex.

TalmayT ana napons 20 | [5-60] cek.

lan| [an]

HeyaauHbix NOrMHoE 3 | [1-8]
ABTOMATHYECKOE BblKNOYeHHE IBM
ABTOMATMYECKDE NPoAoHEeHHe 3arpyakn OC

Meakrusuposars CO3

MpoBepka BpeMeHW SeRCTEMA YUETHOM 3aNMCKH NONEI0BATENA R
3arpyaka OC Ge3 naeHTUOHKILMA NONLE30BEaTENA

CneunancHbIR pexum arpyskn OC GNU/Linux
Pesxim 3anycka ACRUN

He zanyckars ACRUN

Cropoxesoi TalMep

Taimayt 0 I:_ [0-255] cex.

HacTpoiku naeHTpuKaTtopos

Basa faHHbIx

¥ AsTomatiueckui Beoa NAH-kon
Beegnre MMH-kog = sseeeee

PernameHTol

PucyHok 10 - YcTtaHOBKa aBToMaTuveckoro ssoaa NMNH-kopa

DTOT Cnocob6 MOXHO MCNONb30BaTb TOJLKO B TOM Cllyyae, ecnm y BceX
ycTponcts (B AaHHOM npuMepe ruToken-S) yctaHoBneH oanH 1 ToT xe NMNH-kog nnu
ucnonbsyetcqa NMH-kKoa No yMon4aHuio.

3.2.4. HazHauyeHue naponsn

NMepen BbIMNOMHEHMEM Mpoueaypbl Ha3HA4YeHWUst Napofas Ha NpaBOW MaHeNu
rMaBHOro0 OKHa cpeabl aAMUHUCTPUPOBaAHUS (PUCYHOK 1) HYXHO YCTaHOBUTb
HeobxoauMble NnapameTpbl napons (nogpobHee cm. 3.3.2.4).

BbinonHeHne npoueaypbl Ha3HaYeHUs Napons:

e aNna mogenen «Akkopa-AMA3» TY 4012-054-11443195-2013 HauumHaeTcs
aBTOMATUYECKM NOC/AE Ha3HAYEeHMS NePCOHaNbHOro UAEHTUPUKATOPA;

e aNna wmoaenenm Akkopa-AMA3» TY 4012-038-11443195-2011 wn TY
26.20.40.140-079-37222406-2019 HaumHaeTCcsa MNOCPEeACTBOM HaXaTuUss KHOMKU
<CMeHUTb> B CcTpoke <«[laponb» TrfaBHOro0 OKHa cpeabl aAMWUHUCTPUPOBAHUSA
(pucyHoK 7).

Ha akpaH BbIBOAMTCS OKHO BBOAa Napons (pucyHok 11). Mpun nepBoHa4vaibHOM
perncrtpauumn napamMeTpoB nonb3oBaTens cTpoka «CTrapbli naposib» HenoCTyrHa.
HeobxoanmMo BBeCTU HOBbIWM Naponb U NOATBEPAUTb BBOA Napossl BO BTOPOM CTPOKe.

Maponb MOXeT cocTtosaTb M3 6ykB, umdp W cneuuanbHblIX CUMBOMOB (B
3aBMCUMOCTM OT  YCTaAHOBJ/IEHHbIX AAMWHWUCTPATOPOM MNapaMeTpoB Napons -
c™m. 3.3.2.4). BBoaguMMbie CUMBO/bLI Ha 23KpaHe oOTobpa)xakTca To4dykamu. [lpu
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HecoBnaAeHUN BBEAEHHbIX MOC/eAoBaTENIbHOCTEN BbIBOAUTCA coobleHne 06
owmnbke. B 3TOM cnyyae onepaumio NnpuaeTcs noBToputb. CMMBObI MOIyT BBOAUTbLCS
KakK B BEPXHEM, TaK U B HMXXHEM peructpe. CneayeT yumTbiBaTb, YTO ASIMHA Napons
AO/KHA OblTb HE MeHblle napaMeTpa, YCTAaHOBJIEHHONO B CTpoke <«MWHMManbHas
ANnHa» B pasaene «lMapaMeTpbl napons». Ecnu aonvHa BBEAEHHOro Naposis MEHbLUE,
BbIBOAUTCSA coobuieHne o6 owwmnbke.

BeeniTe HOBLIA Naponk:

U l

MoaTEepAnTE Naponk:

[ [EeHepupoBaTh ]

=)o)

PucyHok 11 - OkHO BBOAa napons

BHUMAHME! Ecnu nonb3oBaTesil0 He Ha3Ha4vyaeTcsa napoJsib, TO MNpu
peaakTMpOBaHUM NapaMeTpoB MNapons B CTpoke MuHuMManbHas AJIMHA B
paspene «IlMapaMmeTrpbl naponsa>» cneayer yCTaHOBUTb ANMHY naponsa O,
MHaA4Ye npu 3anucuM AaHHbIX O MNoJib30BaTesie BbiBOAMTCA coobuweHune 06
ownbke (pucyHok 8).

NMeeTcss BO3MOXHOCTb BbibOpa npoueaypbl reHepaunm naponst CnydamHbIM
obpa3oM (KHonka <leHepupoBaTb>). B 3TOM cnyyae naponb reHepupyeTtcs Takum
obpa3oM, 4yTobbl B HeM o06s3aTeNbHO MpucyTCTBOBanA XOTs 6bl 0AMH CUMMBON U3
Habopa, 3agaHHoro B napametpe «Andasut napons». [locne reHepaunun HOBbIN
naposib BbIBOAMTCS B CTpOKe «BBeauTe HOBbIM Naponb», M Monb3oBaTesb AOJIKEH
ero BBeCTu C KfiaBmaTypbl B none «logrsepanTte naponb>».

Mocne ycnewHoOro BbINOAHEHUS npoueaypbl YCTAaHOBKM (MM reHepaumn)
HOBOIO Maposis B FM1AaBHOM OKHe cpeabl aAMUHUCTPMPOBAHMS 3Ha4YeHMe NnapaMeTpa B
none «Maponb» MeHSEeTCs Ha «YCTaHOBNEH» (PUCYHOK 12).
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Bpema gedctena

PucyHok 12 - NMaponb yuyeTHoM 3anucu «M. AAMUHUCTpaTOp>» yCTaHOBJIeH (ANa Moaenemn
Axkxkopa-AMA3» TY 4012-038-11443195-2011 n TY 26.20.40.140-079-37222406-2019)

Ana coxpaHeHUs napaMeTpoB noJsb3oBaTtena <«In.AgMUHUCTpaTOp>
HY>XHO Ha)xaTb KHONKy <[puMMeHUTb> Ha naHeAn WHCTPYMEHTOB BBEpPXY
rNaBHOro okHa (puUCyHoK 12).

Mocne KOPPEKTHOro BbIMNOSIHEHUS ONMUCAHHOW MOCeA0oBaTENIbHOCTU AENCTBUN
Ha D3KpaH BbIBOAUTCA coobLleHne O COXpPaHEHUU BHECEHHbIX W3MEHEHUMN

(pucyHok 13).

YyeTHBIe 2annci

s i Bce M3MeHEHWA BbiNK CoxXpaHeHhl.
HoBble NapaMeTpel Napons BCTYNAT B CUNY NOCNE Ero U3MEHEHUS.

—T—

PucyHok 13 - Coo6ueHme o coxpaHeHUN BHECEHHbIX U3MEHEeHUN

Nocne coxpaHeHWs MapaMeTpoB nosb3oBaTens «N.AAMUHUCTpATOP» MMeeTcs
BO3MOXHOCTb B Nto6oe BpeMsi NONYyUYnUTb AOCTYN K NMpoueaype aaMMHUCTPUPOBAHMS.
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BHUMMAHME! B cnydae paboThbl C KOMIMJ1EKCOM «Akkopa-AM3»,
dYHKUNOHUPYOWMM HA 6a3e KoOHTponnepoB Akkopa-5.5(e), nocne BbINONHEHUS
OMNMCaHHOM B HaCTOSAWEM TMyHKTe npoueaypbl YCTaHOBKWM MapaMeTpoB Y4YeTHOW
3anucn <M. AOMUHUCTpaTop»  HeobxoAMMO  BbINOSHUTL  BbIXOA4 U3 cpenbl
AAMUHUCTPUPOBAHUSA U Nepe3arpy3mTb KOMMNbIOTEP.

[JanbHenwmne HaCTpOMKM KOMMNEKCa MOXHO BbIMOJIHATb TOIbKO MOC/e nepesarpysku
KoMmnbtloTepa!

3.3. HacTpoika napaMeTpoB rpynn M yyeTHbiX 3anmceun
nonb3oBaTesien

3.3.1. Cnucok nosb30BaTesniem

Mpy MHUUMANKM3AUMKM KOHTpOMNepa CO34alTCs [ABe 3ape3epBMPOBaHHbIE
rpynnbl  nonb3oBaTtenem — <«AaMmumHuctpatopbl» («ADMINS») w©n  «O6blyHbIE»
(«<EVERYONE»)!. 3Tn aBe rpynnbl HE/b351 HA NePEeUMEeHOoBaTh, HN yaanuThb.

Ons Kaxaon w3 rpynn MOXHO 3aaaTh obwiue napaMeTpbl, KOTopble 6yayT
yCTaHaBMBATbLCA NO YMOJSIYAHMIO NMPU CO34aHUN NONb30BATENS B rpynne.

[ns Kaxnoro 3aperncTtpupoBaHHOrO MNOAb30BaTeNId MOXHO M3MEHUTb AaHHble
napameTpbl Npn MHAMBUAYANIbHON HACTpPOMNKe.

Takue xe npasunia 6yayT BbINOAHATLCA M Ana Awbon rpynnbl, CO34aHHOW
aAMUHUCTPATOPOM.

Ons pepakTnpoBaHusa obwmx napamMeTpoB rpynnbl Nonb3oBaTesien Heob6xoammMo
B r1aBHOM OKHe cpeabl agMWUHUCTPUPOBAHUSA Bbi6paTb M3 CMKUCKA HYXHYK rpynny
nonb3oBaTesnien, MbllWblD YCTAaHOBMB KypCOp Ha CTpoKe 3arosioBka rpynmnbl
(pucyHok 1).

3.3.2. O6wme napaMeTpbl rpynnbl «AAMUHUCTPATOPbI>»
3.3.2.1. 06ymne cBegeHus

Onsa rpynnbl «<AAMUHUCTPATOPbLI» YCTAHOBJ/IEHbI cneayowme obune napameTpbl
(pncyHok 14, pucyHok 15):

e napameTpbl aBTopusauun (cm. 3.3.2.2);

e [JaHHble ayTeHTUdukaumm (ans mogenenm «Akkopa-AMA3» TY 4012-054-
11443195-2013 - cMm. 3.3.2.3);

e napameTpbl napons (cMm. 3.3.2.4);

D B 1O «Axkopa-AM/I3» uMeHa yJeTHBIX 3alucel, CO3JaHHBIX N0 YMOIYAHHIO, 0TOOPAKAIOTCA Ha PYCCKOM S3BIKE.
HeoOxomumo mnoMHHTH, uTO misi uMeHH «[J1. AqmuHucTpatop» Takke 3apesepBupoBaHo uMs «SUPERVISOR»
(ciemoBaTenbHO, HEBO3MOXKHO CO37[aTh HOBOTO IIOJIb30BATENsl C TaKMM HMEHEM); UIS TPyNH «AIMUHHCTPATOpBD» |
«O0b1uHBIe» Takke 3apezepBrupoBanbl UMeHa «ADMINS» u «kEVERYONE» cooTBeTCTBEHHO (ClieoBaTeNbHO, HEBO3ZMOXKHO
€03/1aTh HOBBIE TPYIIIBI C TAKUMH UMEHAMH).
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e BpeMmsa aencrtsna (cMm. 3.3.2.5);

e pe3y/bTaThbl NA (naeHTudmnkaunmmn/ayteHTudmnKaumm

(cM. 3.3.2.6).

nonb3oBaTtens)

€ - ® n 4
X
1 CHHXPOHM3NPOBaTE 2
JNobaBnTte Nonb3oBatTens  YoanuTe noab3osatens  foBasure rpynny  Yaanute rpynny YNy i Mprmennte  Boixog
nonek3oBatenein
HaCTPOIKM rpyNNbi: AQMUHICTPATOPbI
o [nAgmuHncTpatop
i OBbIuHEIE Mapametpel napons
Monb3osarenn
. M=l
DL MHHUMaNLHas onuHa: 8 = | CMMBONOE
Bpema neiRcTBMA: 30 EI AHeit
Hypran MoneIToK 4N8 CMEeHbI: 3 EI
E KTO MOMET MEHATL N3P0k
Annapatypa
() Tonbko agMUHKCTpaTop R
@ ® MMonk30Batent M agMMHWCTPaTop
Auckn 1 AndasuT naponsa
&
MpoBEpKa Ha NPOCTOTY
TONBKO reHe pHpoBaTh
Dainb CneynansHeie cimeons [ M@#S %A (+| [N =.2/7-_==)
3arnagHele NatuHckwe Bykeel (A - Z)
@ L
CrpoyHbie narnHckne Bykeel (a- z)
Peectp
2{ Bpema geAcrana
HacTpoitkin Mara Havana paboTel 19.06.19 j
@ Dara koHua pabotsi 19.06.19 j
Pesyneratol MA
@ . Mnauriackhuvaran

PucyHok 14 - O6wme napamMeTpbl rpynnbl «AgMUHUCTpaTOpbI» (ANa Mopaenei AKkopa-
AMA3>» TY 4012-038-11443195-2011 n TY 26.20.40.140-079-37222406-2019)
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PucyHok 15 - O6wue napaMmeTpbl rpynnbl «AgMUHUCTpaTOpbI>» (ANs moaenei AKkopa-
AMA3>» TY 4012-054-11443195-2013)

3.3.2.2. NapamMeTpbl aBTOpU3aLNM

Ons  rpynnbl  «AAMUHUCTPATOPbI» YCTAaHOBNEHblI C/leaylolWmne napameTpbl
aBTOpU3auUMn:

e pexum 610KNPOBKM.

Mpn ycTaHoBKe ¢nara «bnokupoBaTb 3annCb MOMb30BaTENS» B COCTOSHME
«[a» Bce napaMeTpbl NONb30OBaTenen, BXOAAWMX B rpynny <«AAMMHUCTPATOPbI»,
coxpaHsatTcs B 6a3e AaHHbIX, HO BXOA B cucTteMy M paboTa AaHHbIX NMONb30BaTeENEN
6yayt 3anpeweHbl. [daHHbIK dniar MOXHO MWCMOMAb30BaTb AN BPEMEHHOW
610KMpPOBKU rpynnbl nosb3oBaTenen. Mocne  TOro Kak  obnagatowunm
COOTBETCTBYHOLWMMU MPUBUNErMAMN AAMUHUCTPATOpP CHuUMeT 610KMpoBKY, paboTa
nonb3oBaTtenem BO30OHOBUTCA CO BCEMU YCTAHOBJIEHHbIMW HACTpoOWMKaMu. IBMeHUTb
COCTOSIHME AaHHOro giara MOXHO LWENYKOM MbILUMW.
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3.3.2.3. lJaHHbIe ayTeHTupnkayummn

BHUMAHME! [laHHbIXN NYHKT pacnpoCTpaHseTcss TOSIbKO Ha Moaenun <«AKKopa-
AMA3» TY 4012-054-11443195-2013.

Ona rpynnbl  «AOMWUHUCTPATOPbI» WMEEeTCsT BO3MOXHOCTb 3a4aTb [AaHHble
ayTeHTudukaumn. lpoueaypa HACTPOWMKW AaHHbIX ayTeHTudukaumum Ansa rpynnb
«AOMUHUCTPATOpPbI» (BbIMNO/HAETCS TONbKO Ana moaenen «Akkopa-AMA3» TY 4012-
054-11443195-2013) aHanorn4yHa npoueanype HaCTPOMKM AaHHbIX ayTEHTUDUKaLNUK
ANs yyeTHou 3anucn «Fn. AgMuHuctpatop» (nogpobHee cm. 3.2.2).

3.3.2.4. NapameTpbl napons

[ns ynpaBneHUss naposibHOW MOJIMTUKON MOXHO peryaumpoBaTb chnegytoume
napameTpbl Naposs Ha NpaBoOn BepTUKaANbHOW naHenn (PUCyHoK 14):

e «MWHMManbHas ANWHA» - NapaMeTp onpeaensieT KOINMYecTBO CUMBOJIOB,
KOHTpPO/IMpyeMoe MNpu CO3A4aHUN U CMeHe napons. Henb3s BBECTU Maposib MEHbLUEN
AnNvHbl. Ecnn  ana aBTOpM3auMu nosb30BaTeNs MpeanosiaraeTcs WCnonb30BaTb
TONIbKO WAEHTUMUKATOP, 3TOT MapaMeTp HYXHO YCTaHOBUTb paBHbiM 0 (nmaposnb
3aflaBaTb HeobsizaTenibHO). Mo yMOMYaHWIO ANIMHA Maposs YyCTaHOB/IEHA paBHON 8
CMMBOJ1aM, MaKCMMasibHOE A0MNYyCTUMOE 3HaueHue - 12 CUMBOJOB.

e «Bpemsa gencrBuss» - BpeMs OENCTBUS NApons A0 CMEHbl B KaneHAapHbIX
AHax: oT 0 (cMeHbl naponsa He TpebyeTtcs) Ao 366 AHeN.

e «[oONbITOK ANA CMEHbI» - KOJIMYECTBO MOMbITOK CMeHbl napons: oTr 0 (He
OrpaHuyeHo) Ao 5. 3ToT napaMeTp onpeaenseT A0MYyCTUMOE YUC/O0 MOMbITOK CMEHbI
napons, €ecnu nosb30BaTeNlo paspeLleHO0 CaMOMY BbIMOMHATb TaKyl oOrnepauumio.
Ecnu 3a oTBeAEHHOE UYMCNIO MOMbITOK Maposib HE CMEHEH KOPPEKTHO, BbIMOJIHAETCA
nepesarpyska KoMnbloTepa.

e «KTO MOXET MeHsATb Mapofib» - YCTaHOBKA 3TOro napaMeTpa no3BofseT
3a4aTb  MOJIMTUKY B OTHOWEHMW CMeHbl Napons: nonb3oBaTeslb  MOXeT
CaMOCTOSAATENIbHO MeHATb naposb (N0 WUCTEeYEHUM BpPEMEeHU [encTBus Wanm B
MPOM3BOJIbHbIA MOMEHT BpEMEHM Mo CBOEN WHULUMATUBE), WM CMeHy napons
OCYLLECTB/ISET TOSIbKO aAMUHMNCTPATOP.

e «AndasuT naponsa» - onpegensietT Habop CMMBONOB, KOTOpble 06593aTenibHO
AO/MKHbI MCMONb30BaTbCSA NMpu BBOAE Napons. Hanpumep, ecnu B andasute 3aaaHbl
undpbl n 6ykKBbl, TO HeNb3s BBECTWM MNaposfib, COCTOSAWMNA U3 OoAHMX uudp. MNpu
yCTaHoBKe nara <«Tonbko reHepupoBaTb» naposb 6O6yaeTr reHepupoBaTbCs
cny4yamHbiIM o06pa3oM M3 CMMBOJIOB 3adaHHoro andaBuTta MpuM CMeHe napons
nonb3osatensa. ®nar «lpoBepka Ha MpPOCTOTY» 3arnyckaeT MpOBEpKY MNapons Ha
COOTBETCTBUE ClieayOLLNM KPUTEPUSIM:

- HeagonyCTMMOCTb WMCNONb30BaHMA 6Gonee Tpex OAMHAKOBbIX CUMBOJIOB
noapsaa;
- HegonyCcTMMOCTb MCNONb30BaHMs 6Gonee Tpex noapsa CUMBOJOB,
PacCrofiOXXEeHHbIX pSAOM Ha knasmaType (Kak B NpsiMOM, Tak U B obpaTHOM
nopsiake);
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- HeaonyCTUMMOCTb UCMofnib3oBaHusa 6onee Tpex noapsia CUMBOJIOB,
pacrnonoXeHHbiX psgom B Tabnuue ASCII (kak B NpssMOM, Tak U B 06paTHOM
nopsiake);

- HeaonyCTUMOCTb MCMNO/b30BaHMA B MNaposie CTaporo naposs Wanm ero
4acTn, a Takxe naeHTndmkaTopa Uam ero 4acTu.

BHUMAHME! Ecnu naponb Yy)>e 3aAaH, U3MEHeHUsa ero napaMeTpoB
BCTYNAT B CUJ1y TOJIbKO NP CMEHe napons.

3.3.2.5. Bpems gencrBusa

B pasnene «BpeMmsa oencTBMS» MOXHO HacTpOUTb Cneayolme napaMeTpsbl:

e «[laTa Hauyana paboTbi» — onpeaensieT AaTy, C HAcTyMJeHMEM KOTOpOW
paboTa AN Nonb30BaTeNeN, BXOAAWMX B rpynny «AAMUHUCTPATOPLI», pa3pellaeTcs
Ha TEKYLLEM KOMMNbIOTEPE;

e «[laTa KOHUA paboTbl» — onpeaenseTr Aaty, C HACTyMNJeHUeM KOTOpOW
paboTa 4515 NoNb30BaTeNeN, BXOAAWMX B rpynny «AAMUHUCTPATOPbI», 3anpeLlaeTcs
Ha TEKYLLEM KOMMbIOTEPE.

MapameTpbl «BpeMs AenCTBUSA» yuMTbIBAKOTCA B npouecce paboTbl KOMMAekca
TONbKO B TOM ciy4yae, ecnum B pasjene «[aHHble KOoHurypaumm» Ha BKNaake
«Hactponku» (cm. n. 3.12.1) aAMMHUCTPATOPOM YCTaHOB/IeHa ranodyka «[llpoBepka
BpeMEHN AEeNCTBUS YUYETHOM 3anncu nosb3oBaTens».

3.3.2.6. Pe3sysnbrarbl A

B pasgene «Pe3ynbtatbl WMA» ycTaHaBAMBaeTCsd, Kakas MWHopMauusa o
nonb3osaTtene, nosy4vyeHHas B pesynbTaTe npouecca
naeHTndukaumn/ayteHtndpukaumm, 6O6yaet nepenaBaTtbCad M3 KOHTpossiepa B
NMpOrpaMMHyt0 NOACUCTEMY pasrpaHuyeHmns goctyna (ecnu TakosBas yCTaHOB/EHA Ha
KOMMbIOTEPE) C UENbl CUHXPOHM3auUMM 6a3bl [aHHbIX Monb3oBaTenen. [Ans
nepegayn B MNpPOrpaMMHy0 MOACUCTEMY pasrpaHMyeHms [ocTtyna AOCTYMHbI
cneaywoume napameTpbl:

e naeHTUdUKaATOP;

e CEeKpeTHbIN KoY CTaHuuu;

e CeKpeTHbIM KoY Nonb3oBaTens;
e KMS Mosib30BaTenNs;

e Mnaposb;

e narm OC;

e HOMep nonb3oBaTens;

e YpOBEHb A0OCTYyMNa nofb3oBaTens.
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HekoTopble 13 3TUX NapaMeTpoB HEOOXOoAMMbI ANS YCMELWHOro BbIMNOJHEHUS B
nporpaMMHON MOACUCTEME pa3rpaHUYeHmMs AOCTymna npoueaypbl «ABTOMAaTUYECKUN
norvH B OC», kKkorga nosb30BaTeslb aBTOPM3YyeTCss Ha annapaTHOM YpoBHe, a
nporpaMMHasl 4aCTb aBTOMaTUYECKM NOArpy>XaeT ero npodunb AOCTyna.

Mpn 3TOM BXOA B CUCTEMY MOXET OCYLLECTBNSATLCA ABYMS cnocobamu:

e KOHTpoOsiep kKoMmnnekca <«Akkopa-AM[3» nepepaeT noacmcrtemMe A[ocTyna
MMA nosb3oBatensa. B stom cnydae npu normHe B OC TpebyeTtcsa BBeCcTU C
KfaBuaTypbl MNaposb MNoNb30BaTensd, UMA Mosb30BaTensd WM3MEeHWUTb Henb3d. [On4
HacTpOMKKn paboTbl B TaKOM pexumme cneayeTr B pasgene «Pesynbtatel NA»
napamMeTpoB NOJib30BaTe s YCTaHOBMTbL NepBble YyeTbipe dnara.

e KOHTpoO/Iep KoMmnnekca <«Akkopa-AM[3» nepepaet noacucreMe p[octyna
MMSA M NapoJib nonb3oBaTensa. B aTom cnyyae npu nornHe B OC BBOAA naposig He
Tpebyetca. [Ona HacTtporkm paboTbl B TaKOM pexume cneayetr B pasgene
«Pe3ynbtaTtbl NA» napamMeTpoB NoJib30BaTesls YCTAHOBUTbL NepBble NAaTb ¢aros.

YCTAaHOBKM MO YMOSYaHMIO, MNpU KOTOPbIX HEe BKJKYEH HW oauH dnar,
npeanosiaratdoT  MUCMONb30BaHWE TONbKO KOHTposnepa <«Akkopa-AMA3»  (6e3
NnoACUCTEMbI pa3rpaHMYeHns 4ocTyna).

3.3.3. O6wme napameTpbl rpynnbl «06biyHbIe» (Nonb3oBaTenmn)

Ons rpynnbl «O6blyHble» (NONb30BaTeNM) yCTaHOBNEHbI cneaytowue obuwme
napameTpbl (PUCYHOK 16, pUcyHoK 17):

e MapameTpbl aBTopusaummn (pexnm 610KMpoBKK);

e [OaHHble ayTeHTudukauum (ana mopenen «Akkopa-AMA3» TY 4012-054-
11443195-2013 cm. 3.2.2).

e MapaMmeTpbl Napons;
e pe3synbTatbl A (naeHTudpunkaumm/ayteHTndmKaumm nonb3osartens);
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PucyHok 17 - O6wme napamMeTpbl rpynnbl «O6biuHbIe» (Ana mopaenein Akkopa-AMA3»
TY 4012-054-11443195-2013)
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HacTtponku napameTpoB napons n pe3ynbTaToB
naeHTnduKaumn/ayTeHTMdUKaUmMmM aHanorMyHbl HaCTPOMKaM  COOTBETCTBYHOLMX
obwmx napamMeTpoB An5 rpynnbl «AAMUHUCTPATOPbI».

BHUMAHME! MNpu pa6bore c¢ «Akkopa-AMA3>» TY 4012-054-11443195-
2013 ycraHoBka napaMeTpa <«KTo MoOxeT MeHATb naposib» AnfA
nosnb3oBaTenen m3 rpynnbl «O6blYHbIE>» HEQOCTYNHAa, MEHATb Naposib ANSA
noJsib30BaTesiIa MOXEeT TOJIbKO aAMUHUCTpAaTOp.

3.3.4. MNapameTpbl Nnosib30BaTenen B rpynne «AAMMHUCTPATOPbI»
3.3.4.1. 06yne cBegeHus

Ons nonb3oBatenenm rpynnbl «AAMWUHUCTPATOPbI» YCTaHOB/EHbI Ccrneayolune
napameTpbl (pUMCYHOK 18, pucyHok 19):

e epcoHanbHble NapamMeTpbl;
e nMapameTpbl aBTopusaummn (pexnmm 610KMpoBKK);

e [OaHHble ayTeHTudukauum (ana mopenen «Akkopa-AMA3» TY 4012-054-
11443195-2013 cm. 3.2.2)

e MapaMmeTpbl Napons;

e BpeMs OENCTBUS;

e aTpubyTbl AOCTYNa;

e pe3synbTatbl A (naeHTudpmnkaumm/ayteHTudmkaumm nonb3osartens).
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| Cacrpoid Hatstiit

Wrdo Bpema geRcTena

PucyHok 18 - MNapameTpbl nonb3oBaTeneun B rpynne « AgMUMHUCTpaTopbl>» (ANA Mopenen
Axkopa-AMA3>» TY 4012-038-11443195-2011 n TY 26.20.40.140-079-37222406-2019)
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PucyHok 19 - NMapamMeTpbl NoJsib30oBaTesiei B rpynne « AgMUHUCTpaTopbl>» (Ana mopenen
Axkopa-AMA3» TY 4012-054-11443195-2013)

3.3.4.2. [lepcoHasnbHbIe NnapaMeTpbi

Kaxxablh nonb3oBaTeNb rpynnbl «AAMUHUCTPATOPbLI» 06/1a4aeT NepcoHaibHbIMU
napamMeTpaMun, KOTOpble BK/OYAtOT B cebs:

e unaeHTUdUKaTOP;
e Mapofb.

3HayeHus AaHHbIX MapaMeTpoB oTobpa)katoTcs Ha npaBon naHenu pabodero
MoNns rNaBHOrO OKHa cpeAbl aAMUHUCTPUPOBAHUSA (CM. pUCYHOK 18).

B none <«WpeHTudmkatop» oTobpaxaeTca wWecTHaAUaTU3HAYHbIN HOoMep
YCTaHOBJ/IEHHOIO ans AaHHOro nonb3oBaTens naeHTndukaTopa. Ecnn
naeHTUdUKATOp AN Mosib30BaTeNs euwe He yCTaHOB/EH, TO Nnose CoAepXUT dpasy
«He YycTaHoBneH». WaeHTudukatop MOXeT OblTb YCTAaHOBMEH WM CMEHEeH
nocpeacTBOM BbIMNOJIHEHUS Oonepaumii, ONMCaHHbIX B nogpasgene 3.2.3.

Mone «Maponb» coaepXUT MHMOPMaLMIO O HaMUYMN YCTAHOBJIEHHOrO Mapons
NoNb30BaTENS U MOXET MMETb TO/IbKO OAHO M3 ABYX 3HAUYEHWUI: «yCTAaHOBNEH» WU
«He YycCTaHoBneH». [Maposib MNonb30BaTeNss MOXET OblTb YCTAaHOB/IEH WM CMEHEH
NOCpeACTBOM BbIMOSIHEHMS ONepaumin, onucaHHbIX B noapasaene 3.2.4.
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3.3.4.3. lNapameTpbl aBTOpU3aLNN

Mpn ycTaHoBKe dnara «bnokupoBaTb 3anMCb MOMb30BaATENS» B COCTOSHME
«[a» BcCe napaMeTpbl MNOSb30BaTeNs, BXOAAWEro B rpynny <«AAMMHUCTPATOPbI»,
coxpaHstTcs B 6a3e AaHHbIX, HO BX04 B cucTeMy M paboTa AaHHOro nosb3oBaTens
6yayt 3anpeweHbl. [daHHbIKW dniar MOXHO MWCMOoMb30BaTb AN BPEMEHHOW
6nokMpoBkM nonb3oBaTtens. [locne Toro kKak ob6nagatownMin COOTBETCTBYHOLWMMMU
npMBUNErMAMN  aAMUHUCTPATOp CHUMET 6n10knpoBKy, pabota nonb3oBaTens
BO30OHOBUTCA CO BCEMM YCTAHOB/IEHHbIMWU HACTpOMKaMu. WM3MEHUTb COCTOSIHME
AaHHOro dnara MOXHO LENYKOM MbILUN.

3.3.4.4. JaHHbIe ayTeHTupnkayummn

BHUMAHME! [laHHbIXN NYHKT pacnpoCcTpaHseTcss TOSIbKO Ha Moaenun <«AKKopa-
AMA3» TY 4012-054-11443195-2013.

Mpoueaypa HACTPOMKWM AaHHbIX ayTeHTUPUKaUMKM AON9 YYeTHbIX 3anucen
nosnb3oBaTenen n3 rpynnbl «XAAMUHUCTPATOPbI» :

e gaBnsieTca obsaszatensHon (ansa mogenen <«Akkopa-AMA3» TY 4012-054-
11443195-2013) n MoxeT 6biTb BbIMONHEHA MO0 Ha 3Tane HaACcTpPoOWKM 06LWmx
napameTpoB rpynnbl (cMm. 3.3.2.3), nnbo Ha 3Tane HACTPOMKM KaXAOMN YUYETHOM
3anucu (B paMKax HacTosilero NnyHKTa PykoBoACTBa);

e QaHaNoOrM4yHa npoueaype HacTporKe AaHHbIX ayTeHTUuduKaumm ansa y4yeTHom
3anucu «n. AgMuHuctpaTtop» (cm. 3.2.2).

3.3.4.5. NapametTpbl napons

HacTtpoinku napameTpoB napons ansi nosib30oBaTenen rpynnol
«AOAMUHUCTPATOPbI» aHaNOrMNYHbI COOTBETCTBYHOWNM HacTpoMnKam obwmnx
rnapaMeTpoB napons ans rpynnbl «KAQMUHNCTPATOPbI».

3.3.4.6. Bpems gencrBusa

HacTponkn napaMeTpoB BpPEMEHU AEUCTBUSA AN MOoSb30oBaTenem rpynnbl
«AOAMUHUCTPATOPbI» aHaNOrMNYHbI COOTBETCTBYHOLWNM HacTpoMnKam obwmnx
rnapaMeTpoB BpeEMEHU AENCTBUS ANS rpynnbl «KAQMUHUCTPATOPbI».

3.3.4.7. ATpnbyTbI gOoCcTyna

B paspgene «ATpubyTbl AOCTyna» yCTaHaB/MBAKOTCSA NepCoHasibHble HAaCTPOMKMU
dYHKUMA peaakTMpoOBaHMSA W yrnpaB/ieHus, KoTopble 6yayT AOCTYMHblI 418 AAHHOro
nonb3oBaTtensa M3 rpynnbl «AAMUHUCTPATOPbI» (PUCYHOK 20). M3MeHATb HACTPOMKM
aTpubyTtoB goctyna MoxeT nAwbon agmumHucTtpatop, obnagatowmi  npaBoM
pefakTupoBaHus nosfb3oBaTtenen (T.e. BXoAAWMK B rpynny <AAMWHUCTPATOPbI»
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nonb3oBaTeNlb, MPU HACTPOMKE YYETHOM 3anmMcu KOTOpOoro B aTpmbyTax Aoctyna
ycTaHoBneH dnar «PegakTnpoBaHmne nosb3oBaTenem»).
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CTpOuYHEIE NAaTMHCKKE BYKBL (3 - Z)

Bpema geAcTEMA
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v ¥npagnexwe xypHanom
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¥ Penaktuposanue kouTponA
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it WMmsa nonbaosarens
Mapons
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MHdo ¥POBEHE 4OCTYNA NONL30BATENA

=N

PucyHok 20 — ATpubyTbl fOoCTyna AsA NoNb30BaTeNnen U3 rpynnbl <«AAMUHUCTPaTOPbI>»

B nmaHHOM paspgene ans  BblbpaHHOro  nonb3oBaTens W3 rpynnbl
«AOAMWUHUCTPATOpPbI®» aAMUHUCTpaTop, oO6nagalWwun MNpaBoM  peAakTUpoOBaHUS
Nosb30BaTENIEN, MOXET YCTAaHOBUTb UM CHATb cleaytowune dnaru:

e PepakTupoBaHume HacTpoek. [lpu ycTaHOBKe AaHHOro dnara BblbpaHHbIN
nonb3oBaTeNlb MOXET U3MeHATb o0bwme HacTpomku Komnnekca (noapobHee

cM. 3.12). Mpu CcHATMKM gaHHoro ¢nara ans BblbpaHHOro nonb3oBaTens QYyHKUUK
M3MEHEHNSI HAaCTPOEK HeAOCTYMHbI.

e YnpaBneHue xypHanom. [lpn ycTtaHoBKe pAaHHoro ddnara BbibpaHHbIN
nosb3oBaTeNlb MOXET NpocMaTpuBaTbh M OuYMWATb CUCTEMHbLIN XypHan (nogpobHee
c™m. 3.11). Mpu cHATUM AdaHHOro dnara ans BbibpaHHOro nonb3oBaTens QyHKUMSA
OYULLEHUNS XYpPHaNna HeaoCTynHa.

e PepakTupoBaHme nonb3oBatenen. [lpn ycCTaHOBKe pAaHHoro dnara
BblbpaHHbIM  NONb30BaTe/lb  MOXET  BbINOAHATb  peAakTUpoBaHME  CNMCKOB
nonb3oBatenen (noapobHee cm. nogpasaensl 3.3.2, 3.3.3, 3.3.4, 3.3.5, 3.5, 3.6,

3.7, 3.8). Mpu cHATMM pgaHHoro dnara agns BblbpaHHOro nonb3oBaTens QyHKUUK
pefaKTMpOBaHUS CNMCKOB MoJsib30BaTeNnem HeLOCTY MHbI.
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e PepakTnpoBaHume KOHTponsd. [pu ycTaHoBKe AaHHOro dara BbiGpaHHbIN
nosib3oBaTeNlb MOXET BbINOAHATb peAakTUPOBAHME CMUCKOB KOHTPONS LENOCTHOCTMU
annapatypbl U peecTpa, cnyxebHbix obnactem »XeCcTKMX AUCKOoB, dannos
(nogpobHee cM. 3.10). Mpwn cHATMM AaHHOro gnara Ang BbibpaHHOro NMosb3oBaTens
dYHKUNN peaakTUpOBaHUA CMMCKOB KOHTPONS LENOCTHOCTU HEeAOCTYMHbI.

CHaTMe Bcex (naros Ansg BblbpaHHOro nosfb3oBaTess U3 rpynnbl
«AOMUHUCTPATOpPbI» He nuMwaeT ero BO3MOXHOCTU BbINOAHATb 3arpy3ky OC co
CbeMHbIX HocuTenen (Hanpumep, AN CO34aHUS pe3epBHbIX KOMWUA AWUCKOB WU
BoccTtaHoBneHna OC nocne cb6os (noapobHee cMm. [lpunoxeHne 18)) 6e3
npuUB/IEeYEHN CYynepBu30pa; AaHHbIA Monb3oBaTenb He 6yaeT MMeTb A0CTyna K
HacTpoMKaM KoMMjeKkca <«AKKOpA» 3a MCKIYEHMEM BO3MOXHOCTM 3KCrnopTa 6a3
AAHHbIX.

3.3.4.8. Pe3ynbrarbl A

HacTponkn napameTpoB B pa3gene «Pe3ynbTtatel MA» ans nonb3oBaTenen
rpynnbl  «AAMMHUCTPATOPbLI» aHaNOrMyHbl COOTBETCTBYIOLIMM HACTpPOMKaM o06Lwmx
rnapaMeTpoB Ans rpynnbl «KAAMUHUCTPATOPbI».

3.3.5. MapameTpbl nonb3oBaTeneun B rpynne «0O6bluHbIE>»

Ons  nonb3oBatenen rpynnbl  «O6blYHbIE»  YCTAHOBNEHbLI cAeaylowune
napameTpbl (PUCYHOK 21, pUCYHOK 22):

e TepCoHasibHblE NapaMeTpbl;
e TapaMeTpbl aBTOpM3aLNM;

e [OaHHble ayTeHTudukauum (ana mopenen «Akkopa-AMA3» TY 4012-054-
11443195-2013 cm. 3.2.2)

e MapaMmeTpbl Napons;
e BpeMs OENCTBUS;
e pe3ynbTatbl MA (naeHTudunkaumm/ayteHTudmkaumm nonb3osartens).
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PucyHok 21 - MNapameTpbl Nnonb3oBaTeneun B rpynne «06biuHblie» (Ana moaeneun AKkopa-

AMA3» TY 4012-038-11443195-2011 n TY 26.20.40.140-079-37222406-2019)
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PucyHok 22 - NapameTpbl NoJsib3oBaTenen B rpynne «06bluHble>» (ana moaenen AKkopa-
AMAO3>» TY 4012-054-11443195-2013)

3.3.5.1. lNepcoHanbHbIe NnapaMeTpbi

HacTponkn nepcoHanbHbIX MapamMeTpoB nonb3oBaTesnier rpynnbl «O6blYHbIE»
aHaNOrNYHbI HacTponkam COOTBETCTBYHOLLMX nepCcoHanbHbIX napamMeTpoB
nosib3oBaTenen rpynnbl «AAMUHUCTPATOPbLI».

3.3.5.2. NapameTpbl aBTOpU3aLNM

Ons  nonb3oBaTtenei rpynnbl  «O6bluHble»  YCTAHOB/MIEHbl  cleaylolmne
napameTpbl aBTOpU3aLmn:

e pexum 6N10KMPOBKU;
e BpPEMEHHbIE OrPaHNYEHMS.

3.3.5.2.1. Pexxum 6710KNpOBKM

HacTponkn napameTpoB aBTopu3auuu nosb3oBaTtesnier rpynnbl «O6blYHbIE» B
4acTn pexmnma 6/10KMPOBKN aHANMOMM4YHbl HACTPOMKAM COOTBETCTBYHOLLMX NapaMeTpoB
aBTopu3aumu nonb3oBaTtesnien rpynnbl «KAOMUHUCTPATOPbI>».
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3.3.5.2.2. BpeMeHHbIe orpaHn4yeHus

ALMWUHUCTPATOP MOXET yCTaHaBnMBaTb ANA MNONb30BaTeNst OrpaHUYEeHUs Ha
BX04, B CUCTEMY C TOYHOCTbIO A0 30 MMHYT B N060MN AeHb Heaenu. [Ans 3Toro Hy>Ho
HaXaTb KHOMKY <W3MeHUTb> B CTpoke «BpeMeHHble orpaHuyeHus». Ha 3KpaH
BbIBOAUTCSA OKHO peAakTUpoBaHMs NapaMeTpoB «BpeMeHHblie orpaHuyeHus»
(pucyHok 23).

OrpaHU4eHMA Ha Bxon no EREMEHIA

BpemeHHule orpaHiuyeHina

2 10 12 14 16 18 20 2 24

PaboTa pazpelieHa [

ok [ omea |

E] PaboTa 3anpelleHa

PUCyHOK 23 - BpeMeHHble OrpaHMYEHUs Ha 3arpy3Ky KoMnbloTepa

B cTpokax oTtobpaxatTca AHM Hegdenu, B ctonbuax — BpeMs C TOYHOCTbK A0
30 MUHYT. MbIWbIO MOXHO OTMETUTb OTAEJIbHYIO A4YENKYy WM cpasy uenyt obnacTb.
KHonka <OK> noareepxaaeT rnpousBefieHHble U3MEHEHUS.

3.3.5.3. JlaHHbIe ayTeHTugnkayummn

BHUMAHME! [laHHbLIXN NYHKT pacnpoCTpaHseTcss TONbKO Ha Moaenun <«AKKopa-
AMO3» TY 4012-054-11443195-2013.

Mpoueaypa HACTPOMKWM [AaHHbIX ayTeHTUUKAUMM AON9 YYeTHbIX 3anucemn
nonb3osatenen u3 rpynnbl «O6bIYHbIE> :

e aABnsetca obssatenbHon (Ana mMopenen <«Akkopa-AMA3» TY 4012-054-
11443195-2013) u MoxeT O6bITb BbiNosIHEHA NM60 Ha 3Tane HacTporku obwmx
napameTpoB rpynnbl «O6blyHble», NM6O Ha 3Tane HACTPOMKM KaXKAOW YUYEeTHOW
3anucum (B paMKax HacTosiwero nyHkTa PykosoacTsa);

e aHanormMyHa npouenype HacTpomKke AAaHHbIX ayTeHTUdUKAUMKM AN YYETHOW
3anucm «In. AgMuHuctpatop» (cm. 3.2.2).

3.3.5.4. Napamerpbl naposns

HacTponkn napaMeTpoB napons Ansa nonb3oBatenen rpynnbl «O6blYHbIE»
aHaNOrM4Hbl COOTBETCTBYIOWMM HacTporikam o06Wwnux napamMeTpoB Mapons Ans
rpynnbl «O6bIYHbIE>».
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3.3.5.5. Bpems gencrBusa

HacTponkn napaMeTpoB BpPEMEHU AEUCTBUSA AN MNOoSb30oBaTenem rpynnbl
«0O6bl4YHbIE» AHANOrMYyHbl COOTBETCTBYKLLUMM HaCcTpomMkaMm o06lWux napaMeTpos
BpeMeHun aenctens ans rpynnbl «O6blYHbIe>.

3.3.5.6. Pe3sysnbrarbl A

HacTponkn napameTpoB B pa3gene «Pe3ynbTtatel MA» ans nonb3oBaTenen
rpynnbl  «O6blYHbIE»  @HANOMM4YHbI  COOTBETCTBYKLUMM  HACTpoWkaM  obLux
napameTpoB ans rpynnbl «O6blYHbIE>.

3.4. Perncrtpauus HOBOro agMMHucCTparTopa

Ana  BbINONHEHMA  npoueanypbl  perucrpaumm  HOBOro  agMUHUCTpaTopa
HeobXxoAMMO YCTAaHOBUTbL B  CNMCKe NOJib30BaTesien Kypcop Ha rpynne
«AgmmnHuctpatopbl» («ADMINS») n HaxaTb KHonky <[lobaBuTb Nonb3oBaTens> Ha
naHennm NHCTPYMEHTOB.

Ha »3KpaH BbIBOAWTCS OKHO BBOAA WMEHW TMOSb30BaTeNsi, B KOTOPOM
HeobxoAMMO 3agaTb MMS HOBOro Mosib3oBaTens B rpynne <«AAMMHUCTPATOPbI».
AOMUHUCTPATOP AO/IKEH MPUCBOUTb KaXXAO0My MOSb30BaTeNto YHUKANbHOE B AAaHHOM
BblUMCINTENbHON cpeae (OTAeNbHbIA KOMMbKOTEP WMAM JfOKanbHas ceTb) uMms. B
KayecTBe TaKOro YHWKaNbHOr0 WMMEHW pPEeKOMEeHAYeTCs WCNOSb30BaTb (aMuinto
nonb3oBaTens.

[Nanee Heob6x0AMMO BbIMOMHUTL Npouefypy YCTaHOBKM MapaMeTpoB Y4YeTHOW
3annucuM  CO34aHHOro  agMuUHUCTpaTopa. [aHHaa  npoueanypa  aHaNoOrnMyHa
COOTBETCTBYHOLIMM npoueaypaM, BbIMNOSIHAEMbIM MpPM  HACTPOWMKe MapaMeTpoB
y4dyeTHon 3annucu <. AaMmHucTpaTtop» (cm. 3.2).

Npwn BBOAE HOBOro MoJib30BaTeNs 06wMe napaMeTpbl, YCTaHOBJIEHHble A1
rpynnbl, MNpUCBamBalTCAd €My NO YMONYaHWKO, HO B naHenn «HacTpoiku
NONb30BaTENSA» UX MOXHO U3MEHUTb.

3.5. Perncrpauus HOBOro noJsib3oBartesns

[ns BbINOMHEHNS Npoueaypbl perncTpaunum HOBOro Nnosb3oBaTtesnss Heobxoanmo
YyCTaHOBUTb B CMNMCKe nofb3oBaTenien Kypcop Ha rpynne «O6blyHble»
(«kEVERYONE») wu HaxaTb KHonky </[lobaBuTb nonb3oBaTens> Ha NaHenu
WHCTPYMEHTOB.

Ha 32KpaH BbIBOAWTCS OKHO BBOAA WMEHW TMOMb30BaTeNsi, B KOTOPOM
HeobXxoaAMMO 3a4aTb MMS HOBOMO NMosib3oBaTens. AAMUHUCTPATOP AO/IXKEH NMPUCBOUTb
Ka>kZOMy Mo/sib30BaTeNto YHMKaNbHOE B AAHHOM BblUMCAUTENbHOW cpeae (OTAeNbHbIN
KOMMNbIOTEP WM NlIOKasbHas ceTb) MMs. B KayecTBe TakKOro YHMKanbHOro WMMEHWU
peKkoMeHAyeTCsa UCnosib3oBaTbh aMUano Nosb3oBaTens.

44



11443195.4012.038 90

11443195.4012.054 90

37222406.26.20.40.140.079 90

[Nanee Heob6x0AMMO BbIMOMHUTL Npouefypy YCTaHOBKM MapaMeTpoB Y4YeTHOW
3anucum CO34aHHOrro nonb3oBaTesns. [NaHHas npoueaypa aHanormyHa
COOTBETCTBYHOLIMM npoueaypaM, BbIMNOSIHAEMbIM MpW  HACTPOWKe MapamMeTpoB
y4dyeTHon 3annucu <. AaMmHucTpaTtop» (cm. 3.2).

Npwn BBOAE HOBOro MoJib30BaTeNs o0bwmMe napaMeTpbl, YCTaHOBJIEHHble A5
rpynnbl, MNpUCBamBalTCAd €My NO YMONYaHWKO, HO B naHenn «HacTpoiiku
NoNb30BaTENSA» UX MOXHO U3MEHUT.

3.6. YaaneHue nonb3oBaTens U3 cCnmcka

[Ons BbINOSIHEHUS Npoueaypbl yaaneHus nonb3oBaTens M3 cnucka (pMcyHok 1)
HeobxoamMMo Bbl6paTb W MNOMETUTbL MMS MONb30BaTens, npeAHa3HaAuYeHHOro Ans
yaaneHumsa. [lanee Hy>XHO Ha)aTb KHOMKY <YAanuTb MNOSb30BATENSA> Ha MaHenu
WHCTPYMEHTOB M NOATBEPAUTL YAaNEHME.

Monb3oBaTtensa «MN.AAMUHUCTPATOP>» HEeNb34a yaaUTb U3 CNUCKA.
3.7. Co3gaHue HOBOM rpynnbl NOJib30BaTeNen

Ons  BbINOMHEHWS NpoUeAypbl CO3A4aHUA HOBOW Trpynnbl MOJib30OBaTeNEN
HeobxoaMMO B T[JlaBHOM OKHe cpedbl aAMUMHUCTPUPOBAHMSA HaXaTb KHOMKY
<[o6aBuTb rpynny> Ha NaHeIn UHCTPYMEHTOB.

Ha 3KkpaH BbIBOAMTCS OKHO BBOAA WMEHU rpynnbl, B KOTOPOM Heobxoammo
3a4aTb MMSA HOBOW rpynnbl. AAMMHUCTPATOP AO/HDKEH MNPUCBOUTb Kaxkaow rpynne
YHUKaNbHOE B AAHHOW BbIYUCUTENbHOW cpeae umsa. [pu BBOAE HOBOW rpynnbl
nonb3oBaTenen obuime napamMeTpbl MPUCBAaNBAOTCA €M Mo YMOAYaHUIo, HO UX BCeraa
MOXHO M3MEHWUTb MYTEM BbINOJIHEHUSA OMepauuii, onNUCaHHbIX B noapasaenax 3.3.2
n 3.3.3.

3.8. YaaneHue rpynnbl Nosib3oBaTeNnemn

[Ons BbINOSIHEHUS Npoueaypbl yAaneHUs rpynnbl Nonb3oBaTenen Heob6xoammo
B rM1aBHOM OKHe Cpeflbl aAMUHUCTPUPOBAHUSA Ha)aTb KHOMKY <YAanuTb rpynny> Ha
NaHenu MHCTPYMEHTOB U B MOSIBMBLLUEMCS Aasiee OKHe KHonkoih <OK> noaTBepAUTb
yaaneHuwe rpynmsbl.

Mpynnbl «AAMUHUCTPATOPbI» N «OB6bIYHbIE» HENb3S YAANUTb U3 CNMCKA.

3.9. CMHXpOHM3aLMA NapaMeTpoB rpynn m noJsib3oBartesien

CMHXPOHM3aUNS MOXET NOoHaZobUTbLCA NpU U3MEHEHUWN MapaMeTpPoB Ipynnbl U
nocreayoweMm MNpPUCBOEHUM 3TUX MNApaMEeTpPoOB BCEM MOJSIb30BaTENsM, BXOASWMM B
AAHHY0 rpynny.

NS BbIMONHEHUS CUHXPOHM3aUMK NapaMeTpoB CNeayeT B IJITaBHOM OKHE cpeabl
aAMWHUCTPUPOBaHMSA BbiIbpaTb W3 Ccnucka rpynny rnofsib30oBaTeNie, napameTpsbl
KOTOpO Heo6x0AMMO MPUCBOUTbL BCEM MOJIb30BATENAM BHYTPU Fpynmnbl, U HaXaTb
KHONKY <CWMHXPOHM3MpPOBaTb rpynny v Nosb3oBaTesien> Ha NMaHenu UHCTPYMEHTOB
(pucyHok 1).
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JOoCTynHa CUHXpPOHM3auMsa Bcex obwux napaMeTpoB rpynmnbl, KpoMe
rnapaMeTpoB W3 rpynnbl 3/eMEHTOB «[aHHble ayTeHTudukauumm» (ans moaenewn
«Akkopa-AMIO3» TY 4012-054-11443195-2013, noapobHee o] OAHHbIX
ayTeHTudukaumm cm. 3.2.2).

3.10.KOHTpPONb LENOCTHOCTH

B oToM pexume agMUHUCTPATOP KOHTPOAMPYET COCTaB U MnapaMeTpbl
annapaTtHon 4yactu MNM3BM, uenoCTHOCTb CUCTEMHbIX obnacTten n annoB Ha XKECTKOM
aucke.

[na BbINO/IHEHUS COOTBETCTBYHOLWMX onepau,MVl MO KOHTPOJIKO UENOCTHOCTU B
MEHIO Bbl60pa obbekToB AdAMUHUNCTPUPOBaAHNA WMMEETCA BO3MOXHOCTb MNPOBOANTb
onepaunn agMMHUCTPUPOBaAHNA Ccineayrownx 06BbEKTOB:

e <AnnapaTtypa>;
o <[lNcKku>;
e <Odannbi>;
e <PeecTp>.

3.10.1. KoHTposab annapaTtypbl

MAK  «Akkopa-AMA3» no3BONSAET BbIMNOJIHATbD  KOHTPOJSIb  LENOCTHOCTU
cneaytwouwero obopynoBaHus:

1)npoueccopbl 9BM (noapasaen CPU);
2)BIOS;
3)03Y (noapa3aen MEMORY);

4)XecTkne AUCKW, NpuBOAbl OMNTUYECKUX U TMBKMUX AuckoB (noapasaen
MEDIA);

5)ycTtponcTtea wuHbl PCI;
6)ycTtponcrtea USB;
7)MOHUTOPBI.

ONs HAaCTPOMKWU CMUCKOB KOHTPONS LENOCTHOCTM annapaTypbl B raBHOM OKHEe
cpeabl  aAMUHUCTPUPOBAHUS  HYXHO  BblbpaTb 06BbEKT aAMUHUCTPUPOBAHMUS
<Annapatypa> u HaxaTb <Enter>. Ha 3KkpaH BbIBOAUTCA OKHO KOHTpONs
annapaTtypbl (pUCYHOK 24).
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- v = 1 5
MoCTaBUTH/CHATE BCE FPYNNbl  KOHTPOAMPOBATE BbIASAEHHGIE FPYNNbl  COXPaHUTs CnUcok obopynosadma lepecyuTaTh cnucok obopynosadua  Buixop
CPU
I
Nonb3osaTenu KoHTponuposaTs rpynny
| PeaynbTat YeTpoAcTBO HaumeHoBaHUe YacToTa
[ = — Intel(R) =
.OK _| CPU-D | Core(TM™} i3-43... 3500 MHz
KypHan
E BIOS
=
KOHTPONMPOBATE FPynny
tAnnapartypa; = = = =
PeayneTat YCTpoORCTBO Mpouv3asocguTens Bepcua Oata
@ T — American — —
.OK _| System bios = Megatrends Inc. | 1103 _| 05/14/2015
Nuckin BIOS HASH
| PeayneTaTt McxonHoe 3HadeHre Tekyllee 3HaveHue
= oK O {f,5f...55} {r1, 5f ... 55}
- oK ] {Bc,56.. T} {8c, 56 ... 7}
Pannsl —
0K Ll {37, 4c..17} {37, 4¢c ... 17}
oK | {d8, 13..66}  {d8, 13 .. 66} %3
oK [] {d7,e7..37} {d7, e7 ... 37}
- oK ] {a2,f8 .04} {a2, 8 ... 04}
eecT
7[3 Ok L] {ed, Of..22} {ed, Of ... 22}
& oK ] {df, 22 ... d2} {df, 22 ... d2}
oK ] {42,97 ..e6} {42, 97 ... e6}
H . OK | {6f 14 ... ad} {6f, 14 ... ad}
it oK. ] 43b.ac..02}  f3b.ac..02}
@ MEMORY
WHdo
e KOHTPONMPOBATE rpynny
@ PeayneTat YCTpoACTBO Obwem
| 10K [ BANK 0 {Chan... [ | 4096 Mb

AMDZ v.0.4.11.13

PUcyHoOk 24 - OKHO KOHTPOJIfl annapaTHOM YacTu KoMnbloTepa

B naHHOM OKHe BbIBOAUTCS CMWUCOK K/AacCOB KOHTPOJIMPYEMbIX YCTPOWCTB,
coepykallnii oTAeNbHble YCTPOMUCTBA M UX NapaMeTpbl.

YCTaHOBKOW COOTBETCTBYKOLWIEro dsiara MOXHO BKIOYUTL/UCKIOUYUTL B
npoueaypy KoHTpons nobon Knacc nnm yCTpomcTBo.

NMeeTcsi BO3MOXHOCTb, 3a)XaB NIeBYK KHOMKY MbllW, BblA€NUTb HECKO/bKO
obbekTOB (B TOM 4MCAe W3 pasHbliX rPynn) M YCTaHOBUTb WMX HA KOHTPOJb
NnoCpeacTBOM HaXaTus KHOMKM <KOHTpONMpoBaTb BblAeNEHHbIE FPYNMbl> Ha NaHeNu
WHCTPYMEHTOB WAM MNpPU MOMOLUM COOTBETCTBYHOWENO0 MYHKTAa KOHTEKCTHOrO MEHIo,
BbI3bIBAEMOI0 LLENYKOM NPaBON KHOMKOW MbILWMN.

BHeceHHble W3MeHEeHUs MOATBEPXAATCA HaXaTUeM KHomnku <CoxpaHUTb
cnMcok obopyaoBaHUA> Ha MaHeAn UHCTPYMEHTOB.

BHUMAHME! YcTtaHOBKa Ha KOHTPOJIb copaep>XuMoro paspaena «BIOS
HASH>» npepanonaraetr ob6sizatesibHYyl0 YCTaHOBKY Ha KOHTpPOJib pa3aena
«System BIOS».

B cnyyae HapylweHUs UEeNOCTHOCTM MMEETC BO3MOXHOCTb MepecunTaTb
KOHTPO/IbHbl€ CYMMbl 060pYZIOBaHUSI B COXPAHEHHOM CMUCKE, HaXaB Ha KHOMKY
<MepecunTtaTb CNNUCOK 060pyAOBaHUSA>.

Mocne perunctpaunmn B C3UN «Akkopa-AM3» xoTd 6bl 04HOro nosib3oBaTens
KOHTpPOJIb annapaTypbl MPOU3BOAUTCHA MPU KaXKAOM 3arpys3ke KoMMbkTepa nocne
naeHTnduKaumn/aytTeHTMduKaumm nosib3oBaTesns. Ecnu obHapyxunBaeTcs
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HecoBnageHne napameTpoB KOHMUrypaumu, 3anncaHHbIX B NaMaTU KOHTponnepa, u
TEKYLIMX MapaMeTpoB CUCTEMbI, TO BblaaeTcs coobueHne «KOHTpOSib HE MPONAEH>,
M 3arpyska KoMmnbtoTepa 6nokupyetcs — Ansa 06blYHOrO Monb3oBaTens, Wan
BbIBOAUTCSA  3anpoc Ha  aAMUHUCTPUPOBAHME, ecnu naeHTMdnumMpoBaH
aAMUHUCTpaTOP.

MogknioyeHne USB-yctponcte ¢ VID «17e4», «072» He cuuTaeTcs
HapyLlweHueM KoOHdUrypaumm obopynoBaHus.

MoXeT BCTpe4daTbCA CuUTyauusd, Korga nocne nepesarpy3knm C3UN «AkkopAa-
AM/13» coobLiaeT, 4TO ecTb owmnbKn B KOHTposibHOM cymMe BIOS u gon. BIOS, xoTs
HUKaKMX U3MEeHeHUN B HacTpomkax BIOS He BbiNoMHANOCL. B npoueaype KOHTpons
annapaTypbl BUAHblI OWNOKU, KOHTPOJSIbHbIE CYyMMbl He coBnaaalT. AOMUHUCTPATOP
obHOBNSET AaHHble, HO NOoCne nepesarpy3ku noBTopsieTcs coobuweHne o6 owmnbke
KOHTpPONSA annapaTtypbl. JDTO O3Ha4dYaeT, 4YTO B KOMMNbKTEpe YCTAaHOBMEHA
«UHTENNeKTyaslbHasg» MaTepuHCKas nfnata WaM  YCTPOMCTBO C  pacClUMPEHHbIM
cobcTBeHHbIM BIOS. lMpu Kaxaon nepesarpyske Wan BbIKHOYEHUN OHWU 3anucbiBatoT
nHdopMmaumio B onpegeneHHole obnactm ceoux BIOS. TloCKONbKY KaxAablh pa3
rMnepecymTbiBaTb KOHTPOJIbHblE CYMMbl TOro, 4YTO MEHSIETCA Npu nepesarpys3ke, He
MMeeT CMbIC/1a, HYXHO WCK/YUTL MEeHdWmMecs napaMeTpbl W3  CNUCKa
KOHTPO/IMpYEMbIX 06bEKTOB M HaXkaTb KHOMKY <CoOXpaHWUTb CNMCOK 060pynoBaHmsa>.

3.10.2. KOHTpPONb LLeNIOCTHOCTU CJY>KEe6HbIX 06/1aCcTen XKEeCTKUX
AVNCKOB

Mocne Bblbopa o06bekTa agMUHUCTPUPOBaHUSA <OUCKM> B NEBOM MNaHenu
rNaBHOro OKHa cpeabl aAMMHUCTPUPOBAHUS HA 3KpaH BbIBOAUTCS OKHO KOHTPONS
cny>xebHbix obnacrten AMckoB (pUCYHOK 25). B paMKax KOHTPOSS MOAAEPXMBAKOTCS
dannoBble cuUCTeEMbl, CMUCOK KOTOPbLIX MNpuBeaeH B nogpasgene 1.1 Hactoswero
PykoBoacTBa.

B okHe KOHTpONS BbIBOAUTCS AEPEBO BCEX ANCKOB, YCTAHOBMIEHHbIX HA AAHHOM
KOMMbIOTEPE, C YKasaHuMeM anioBOM CUCTEMbI KaXXAoro Aucka. Ans BKAOYEHUS
obnactn gmcka B CNMCOK KOHTPONMpPYEMbIX 06BHEKTOB HEOOXOANMMO MbIWbO OTMETUTL
KOHTPO/IMpYEMbIN NapaMeTp. NS CHATUSA OTMETKM TakKXe MCMNOSb3yeTCs Mbilb. B
CMMNCOK KOHTPOMPYEMbIX MOXHO BHOCUTb ciyXebHble obnactm ¢ nwbbix AWMCKOB,
YCTaQHOBJ/IEHHbIX B KOMMbIOTEPE, HE3ABUCMMO OT (pan0BOM CUCTEMBbI. NS 3anmncu B
namsaTb KOHTpossiepa X3Ww-pyHKUMA KOHTponmMpyeMbix obnactem ucnosb3yeTcs
KHomnka <CoxpaHuTb CNMCOK 06opyaoBaHMsA>.
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B 2 vy

COXpaHWTL CMMCOK AUCKOE  [EpecHMTaTh AEpeso AMCKOB  BuibpaTs BCE  Bbixod

Pazgen 3HadeHue PesynsTar

=

¥ [ BRADOYHTL/BLIKNKOYMTE KOHTPONL AUCKOB

¥ [] 00000000000000000001

[[] NMoruveckmi pazpen 1

Monb3oBaTenw ¥ [ Paznen 1
P -] HaqansHeIiA cekTop 2048
-] Anuna 32086016
- Tun LINUX
-] 3arpy304HbIR 128
MMypHan --[_| PBR x3w D2D7F58510F6D6B275B726280A1089E0EBFB2473...
- [] ¥3w 1-62 cekTopa DACCFC63A7T0BADBBD381362458816ADC31E83F3...
w [] Paanen 2
-] HavaneHelll cektop 32090110
] Anuna 1462274
Annapatypa -] Tan DOS_EXT
b i | -] 3arpyzodHeiin (4]
g [_] PBR x3w 8CI9B49E372B9178B45E028369F1AF1B368D55BAE. ..
- [[] X3 1-62 cekTopa 830C26EEB360AEF38523500A447F2132239AF0ES...
-

g +[[] HauanbHsiil cexTop 32090112
| AnnHa 1462272
0 | Tun LINUX_SWaAP
| 3arpy3oyHbiia [¢]
#| | PBR %310 D2D7F58510F6D6B275B726280A1089E0EBFB2473...
@ainel o[ ] X3w 1-62 cekTopa 62CC5E4756B25F48C8FFO5D049593D43120D3E1E...
* [] 01000000000000000001
¥ [ Pasgen 1
-] HaqaneHelld cekTop 2048
] Anuna 604160
PeecTp -] Tun FAT32
= | -] 3arpy3oqHbIi (4]
[_] PBR x3w 493CC0D5200DA0AB313907D97A91 2DDEEBASEBC. ..
-] Xaw 1-62 cekTopa BEC3DAD26A2FADBIAF32CD8455BFF295989112FB...
¥ [ | Paznen 2
HacTpoiki [l HasaneHwIA cexkTop 606208
-] fnuHa 5562368
=[] Tun NTFS
[] 3arpy3o04Hbii i}
--[] PBR %311 E7FBF4384D4D7122787B1C69A79892A2AFB28ESD...
WHdbo [ ] ¥aw 1-62 cekTopa 8A87DB6E2D3FAB448E96CT3365FF2FDOB3DF2226...
QY ¥ [] Pazgen 3
] HadansHeIl cektop 6168576
=[] fnunHa 2502656

3.10.3.

PucyHok 25 - OKHO KOHTpoJif cny>kebHbix o6sacTtei Aaucka

KoHTponb yenocrHoctu ¢pannios

Mocne Bblbopa obbekTa aaAMMHUCTpUpoOBaHUS <dannbi> B /IeBOW MNaHenn Ha

3KpaH BbIBOAUTCS OKHO KOHTponsa dannos (pucyHok 26). C3U «Akkopa-AMA3»
obecneumBaeT KOHTPO/b LESIOCTHOCTU NpOorpamMM M AaHHbIX 4o 3arpy3kum OC, 3awmty
OT BHeApeHMs1 pas3pyllalowmx MNporpaMMHbIX BO3AENCTBMI. B paMkax KOHTpoOns
nogaepxmusarTcss  (annoBble  CUCTEMbI, CMUCOK  KOTOpPbIX  MpuvBeAeH B
nogpasgene 1.1 HacToswero PykosBoacTBa.

B okHe KOHTponsa ¢annoB BbIBOAUTCS CMUCOK BCEX AMCKOB, YCTAHOB/IEHHbIX B
CUCTEME, C YKa3aHmeM (panioBon CUCTEMbI KaXXa0ro Ancka.
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Mogkniounts

=

OTKIouMTE

Boixog

B

Peectp

¥

HacTpoitkn

©

WHbo

:

B npaBoin yacTtu aKpaHa MOXHO BblbpaTb KOHKpPETHbIe dhanbl UM KaTanoru.

€ OMCKA Ha OWMCK W3 daina BHPTYANbHBIA UCK  BMPTYANbHEIR QACK
¥ Duanueckne AnckA Wma 4 | Pasmep Tun ata u3mMeHeHusa
¥ WD-WCC2E4JZNCK2 :
lﬁﬁ Paspen 1 (extd) [ .cache Manka 241218 18:25
‘.- Pazgen 2 (swap) » B bin Manka 18.01.19 13:38
Monb3oBaTenn ~ 6PT21BRL b [ boot Manka 18.01.1913:39
- Pasgen 1 (extd) » B dev Manka 24.12.18 18:18
- Pazgen 2 (swap) b B9 etc Nanka 01.02.19 17:46
- S1AIGYDGTOIVGE b = home Manka 241218 18:28
- BUPTYankHbIe AMCKH b B lib Nanka 24.12.18 18:29
KypHan o LVM b [ libsa Manka 28.12.18 13:09
. - MD 9 lost+Found Manka 24.12.18 18:18
b 5 media Nanka 26.12.18 14:43
o[ mnt Manka 10.11.18 14156
b [ my_disk Manka 24.12.18 18:58
Annapatypa w9 opt Manka 10.11.18 14:56
) [ proc Manka 20.10.18 13:40
@ (1 b B9 root Marika 28.01.19 16:16
run Nanka 24.12.1B 18:30
b B9 sbin Nanka 18.01.19 13:38
LAuckm [ srv Manka 10.11.18 14156
- = =
Wmsa Xaw Conepxumoe ATprbyTbI PekypcusHo Pesynebrat

PUCYHOK 26 - OKHO KOHTPOJISi LLe/IOCTHOCTH haiinioB

[Jo6aBuUTb KaTtanor B CMUCOK KOHTPONS LUENOCTHOCTM MOXHO OAHMM U3
cnepyrouwmx cnocobos:

KHonKy <Jlo6aBuTb B CKLI> (pucyHOK 26);

BbI6paTb NYHKT «[]06aBUTb» B OTKPbIBLUEMCSH KOHTEKCTHOM MEHIHO.

B cnyuyae ecnu ansa nob6aBneHns B CMUCOK KOHTPONS LEeNoCTHOCTU 6bin BbiGpaH
KaTanor, Ha 3KpaH BbIBOAUTCA OKHO, B KOTOPOM HeobxoauMMO Bbi6paTb HYXHble
aTpmbyTbl fobaBneHns Katanora (pUCyHok 27).

BblbpaTb NeBOM KHOMKOM MbIWWN HYXHbIA KaTanor unm dann nm HaxaTtb

KNMKHYTb MpPaBOM KHOMKOW MbIlWK MO HYXHOMY ddanny wanm kKaTtanory u
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BHumMaHue!

BuibepuTe aTprbyTel gobaeneHua daina/katanora

| KOHTPONWPOBaThL Ka bl hain oTAeNsHO; |
KoHTponupoBaTe conepmumoe hainoe
KoHTponupoBaTe aTpubyTel daiinoe u katanoros
KoHTpoNUpoBaTh NOAKATANOMA

Macku dainos (Hanpumep:*.exe, *.doc)

(o ) omem )

PucyHok 27 — OkHoO Bbl6opa aTpnbyToB fo6aBneHMa Katanora

Mo kHonke <OK> BblbpaHHbIN KaTanor 6yaer gobaBneH B CMUCOK KOHTPONS

LLeNOCTHOCTKN (pUCYHOK 28).
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@ E] H e @ = o

Mepemecturs CKL,  3arpyante CKL Mogrniounte OTKNOUATE

dloban .8 B FIVbpaTi-ie CK Lo par B Tl pacit STy € OWMCKa Ha gWCK w3 daina BMPTYANbHEIA OUCK  BUPTYANbHLIA AWCK BEEe
¥ Duznueckue AuCkH Wmn 4 | Pasmep Tun Jlata usmeHeHua
w WD-WCC2E4JZNCK2 ;

Pasnen 1 (extd) i[9 .cache Manka 2412.18 18:25

- Pasgen 2 (swap) b B bin Manka 18.01.19 13:38

Mons3ogatenu * BPT21BRL » [ boot Manka 18.01.19 13:39

-~ Paanen 1 (extd) ) = dev Marka 2412.18 18:18

i pasgen 2 (swap) b B etc Nanka 01.02.19 17:46

- S1AI6YDGT01VGC w [ home Manka 24.12.18 18:28

BupTyansHele gucku ¥ = konstantin Manka 01.02.1917:43

KypHan T b 5 .cache Manka 241218 18:35

il b B9 .config Nanka 28.12.18 13:11

b B .gnupg Manka 241218 18:33

b [ local Marika 241218 18:32

» B mozilla Manka 2412.18 18:35

Annapatypa b B9 ssh Nanka 2812181312

| b 9 amdz-ng-gui MNanka 28.12.18 13:07

@ b B ic-libs Manka 281218 13:00

b 5 libamdz Marika 28.12.18 13:07

> o test Nanka 18.01.19 15:30

ek L) [ Bugeo Manka 24.12.18 18:32

= K g ]
Hma X3w Cogepsumoe ATpubyThel PekypcreHo

Pesynsrat
~ WD-WCC2E4JZNCK2
* Pasgen 265
i [homefkonsta... ®aiinki No OTABNLHOCTH O O (3] Rl

PucyHok 28 — CriMCOK KOHTPOJISi LIe/IOCTHOCTU € Ao6aB/ieHHbIM B HErO KaTasioromM

B cnyuyae ecnu ansa gob6aBneHns B CMUCOK KOHTPONS LEeNOCTHOCTMU 6bin BblibpaH
dann, Ha sKpaH BbIBOAUTCA OKHO, B KOTOPOM HeobxoaAuMMO BbIGpaTb HYXHble
aTpmbyTbl gobasneHusa danna (pncyHok 29).

EBoibepuTe aTprbyTel aobasneHna dannalkatanora

| ¥ KouTponupoeaTe copepumMoe hannos; |

v KonTponuposate aTpubyTel hailnos v KaTanoros

(o ) ((omen )

PucyHok 29 — OkHo Bbl6opa aTtpubyTtoB nobaBneHua cdanna

Mo kHonke <OK> Bbi6paHHbIN dann byaer pobasneH B CAMUCOK KOHTPOAs
uenocTtHoctn (pmcyHok 30).
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JobaeuTe 8 CKL,

(v . 5
= B 2 & = = 5
Mepemectute CKL,  3arpyawte CKL, MogrnounTE OTKOUNTE
1 bpatEE CRHEE COx DAL IR Tle DR CHIiTath € AWCKA HA AWCK W3 draina BMPTYANEHBIA AHCK  BUPTYANEHEIR SUCK ELR0D

| ¥ Duanueckue guckn Mma | pasmep Tvn Mata uameHeHns
v WD-WCC2E4JZNCK2
" Pa3gen 1 (extd) ; b [ .gnupg Manka 241218 18:33
‘- Pasgen 2 (swap) b 9 .local Manka 24.12.18 18:32
MonkaoaaTen ~ 6PT21BRL b [ .mozilla Manka 24.12.1818:35
T i Paspen 1 (extd) » E ssh Manka 2812181312

=

- Paspen 2 (swap) b [ amdz-ng-qui MNanka 28.12.18 13:07

- §1Al6YDGTO1VGC b B ic-libs Manka 28.12.18 13:00

- BUPTYankHsle guckn b 5 libamdz Manka 28.12.18 13:07
KypHan - LVM ¥ [ test Manka 18.01.19 15:30
- MD » [ database Manka 18.01.19 14:41
» [ lib fanka 18.01.19 14:46

Manka 26.06.18 13:23

14,8 M6 ®aiin 16.12.18 14:03
14 K6 so @aiin 18.01.19 14:56
12 K6 so @aitn 18.01.19 14:53
MNanka 24.12.18 18:32

L]

Annapatypa

B fokymentsi Manka 24.12.18 18:32
>E 3arpy3ku Manka 24.12.18 18:32
[ WMaobpaxe... Manka 24.12.18 18:32

HMma X3 Cofepxrmoe ATpubYTHI PekyptUBHO Pesynerar

* WD-WCCZE4JZNCK2
~ Pasgen 265
J/home/konsta. @ainel N0 OTABNEHOCTH B {8 3 OK
i fhome/konsta... 1AFECGCSFED1COFCIBB... [X] OK

PucyHok 30 — CNMCOK KOHTPOJIA LeIOCTHOCTU C A06aBNEHHbIM B HEero aisiom

Mocne pobaBneHUss B CNMCOK KOHTposnpyembix ¢ansioB BCexX HeobXoanMbIX
dannoB u katanoroe no KHonke <CoOXpaHWUTb> [AaHHble 3aHOCATCA B MaMATb
KOHTposnepa.

Mpn HEObXOAMMOCTM MOXHO ybpaTb OTAENbHbIA KaTanor uan dann nu3 cnucka
KOHTPO/IMpYEMbIX, BbibpaB B CNMCKE KOHTPOSSA LEeNOCTHOCTU HYXHbIA KaTanor uam
dann n HaxaB KHoMNKy <Y6paTb n3 CKL,>.

B cnyyae HapyweHMa UENOCTHOCTUM UMMeeTCsa BO3MOXHOCTb MNepecyuTaTb
KOHTpPOJIbHble CyMMbl (anioB W KaTanoroB B COXPaHEHHOM CMWUCKe, HaXaB Ha
KHOMKYy <[llepecyntaTtb>.

Xaw-pyHKUMSA KOHTpONMpyembiX ¢annoB MnepecuynuTbiBaeTCsa MNpu  Kaxaomn
3arpy3ke KOMMblTepa C YCTAHOBJIEHHbIM KOHTposiiepoM «Akkopa-AMA3» wu
CpaBHMBAETCS C 3TA/IOHHbIM 3HAYEHMEM, 3aNMCaHHbIM B NaMATU KOHTpoanepa. Ecnum
obHapyxunBaeTcs HecoBnageHue, BblaaeTcs coobuleHmne «HapylweHa LenoCTHOCTb» C
yKasaHneMm, Ha KakoM anne BbigBNeHa owunbka, M 3arpyska KomnbiloTepa
6nokupyetcsa ans obblYHOrO Mosib3oBaTens, WIN BbIBOAUTCS CTAapTOBOE MEHI0, ecnu
naeHTuduunpoBaH aAMUHNCTpPATOP. AOMUHUCTpPATOP, 3anycTums cpeay
AAMUHNCTPUPOBAHNA, MOXET BbINOMHUTbL OMepaumio NpoBepkn B pasagene <dannbi>
N BbISSBUTb U3MEHEHHblE dannbl.

BHUMAHME! Ecin Tpebyerca BHECTM WU3MEHEHUS B CAMUCKE KOHTPOSs
uenocTtHoctn damnos (Hanpumep, AobasuTb nnun yaanutb dannbsl/katanorn B CKL),
B KOTOpPOM paHee 6blin 0bHapyXeHbl HapylleHus, creayeT CHa4vasia BbINOJIHUTb
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nepecyer KC B «crapoM» cnucke (noCcpeacTBOM  HaXaTuUs  KHOMKW
<[llepecunTatb>), 3aTEM BbINONHUTb HEOOXOAMMbIE M3MEHEHUS WU HaXaTb KHOMKY
<CoxpaHuTtb>.

MpuMeyaHue: Koim4yecrtBo @hansioB, KOTOPOE MOXHO yCTaHOBUTb Ha
KOHTPOJIb, 3aBUCUT OT OMNepaLnoHHON CUCTEMbI U OT AJIMHbI MNyTW K Kartasory, rge
HaxoasTcs avinbl. CpegHee KoamyecTtBo cocrtasrser 1200-1500 gavino. Crincku
¢dannos pasindHoix OC cemenctBa Windows, pekomeHAyeMbIX 4711 KOHTPOJis
Le/IOCTHOCTHU Ha arnapatHoM ypoBHe (C rnoMoLubo BCTpoeHHoro [10 <«AKKopA-
AM/A3»), npuBeneHsbl B NpnioxeHnsix 3 - 9 K HacTosiLyemy PyKoBoACTBY.

B C3UN «Akkopa-AM[3» peanusoBaHa BO3MOXHOCTb YCTaHOBKM ansioB Ha
KOHTPO/SIb C WUCnosb3oBaHMeMm wabnoHoB. [lonb3oBaTenb MoXeT BbibpaTtb
CTaHAAPTHbIN WabfioH C peKOMeHAYEMbIM CMMCKOM KOHTPONSA LENOCTHOCTU dannios
WM NUCMonb30BaTb COBCTBEHHbIM WabnoH, NnponucaB B HEM HeobxoauMble dansibl U
0603HaumMB dnarn KoHTpons. CNUCKM KOHTPONMpyeMbiX ¢annoB, BXOASAWMX B
CTaHAapTHble WabnoHbl, @ TakKXe peKkoMeHAauun Mo COo34aHUK HOBbIX WabnoHoB
onuncanHbl B lNpunoxeHnsax 10 — 17 K HacTosweMy PykoBoACTBY.

Mpn HeobXxoAMMOCTM WCMOMb30BaHUA LWAbNOHa AN COCTaBfieHUs Crucka
KOHTPOMIA UesiocTHOCTKM dannoB cneayeTt HaxaTb KHoOMKy <3arpy3umtb CKL um3
danna>. B nosiBuBweMCs OkHe Bbibopa BepxHee none BbibpaTb dann packpbiBaeT
CMUCOK CTaHAaapTHbIX wabnoHoB (pucyHok 31). Heobxoanmbin WwabnoH 3arpyxaeTcs
no KHomke <Bblbpatb d¢dann>. HuxHee none no3sonsgeT BbibpaTb WaboH,
COo34aHHbIN nonb3oBaTeneMm. pu Haxatum KHonkm <OK> wabnoH pobasnsercs B
CKL, (pucyHok 30).

% MainWindow. %
; .= s A
RI0YATE QTKNOYITE
= 5 Beixog
bHBIA QMK BUPTYaNLHBIR AHCK
Bbibpatt daitn s Bribpars ain
1
P DUIMIECKUE SUCKI R
- BUpTYanbHbie AHCKH
- IVM
PekypcuaHo Pesynbrat

Daitne!

B2

Peectp

p<

HacTpoitkn

©

WHdo

PucyHok 31 - Bbi6op wabnoHa Nnpu Ha)xaTum KHonku <3arpysutb CKL u3 ¢daiina>
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3.10.4. KoHTponb uenocrtHocTtu peecrpa Windows

JaHHasa dYHKUKMS MO3BOSSIET KOHTPONMPOBATb LIE/IOCTHOCTb pa3fesioB peectpa
Windows 95/98/ NT/ 2000/ XP/ Vista/ 2008/ 2008 R2/ 7/ 8/ 8.1/ 2012/ 2012 R2.

Mocne Bblibopa ob6bekTa aAMMHUCTPUPOBAHUSA <PeeCTp> B /IeBOW MNaHenn Ha
3KpaH BbIBOAUTCS OKHO CO CMWUCKOM KOHTPOJIMPpYEMbIX peecTpoB. B HauvanbHbIM
MOMEHT CMWUCOK NycT. [Ansa gobasneHns 3anmcen B CNUCOK CrieayeT HaXkaTb KHOMKY
<0630p> M B MOsAABUBLUEMCSA Jajlee OKHe CO CMWUCKOM JIOrM4yecKmnx pasnenos
XKeCTKOro AMCKa AaHHOro KoMnbloTepa BbibpaTb TOT pa3aesi, B KOTOPOM yCTaHOB/IEHa
OC. B okHe KOHTpOAS UEenoCTHOCTM peecTpa MNOSIBUTCS AepeBO KaTasloroB AaHHOMo
pa3aena (pucyHok 32).

B i Y @

Coxpannte KU peectpa  Ouactwre KU peectpa  [lepecunrare KU peecips Boixog

1t

Monb3oBatenu

BuibpanHeii kaTanor ¢ peectpom Windows:  01000000000000000001/dev/sdb2/Windows OBop

Ha3ssaHue

S
¥ LI HKEY CLASSES ROOT

[

MypHan

323
386
.aca
.acf
.acs
.acw
.al
.aif
.alfc
.aiff
.anl

| .application
| .apprefms
.aps
.asa
.ascx
.asf
.asm
.asmx
.asp
.aspx
.asx
.au

| AudioCD
.avi
bat
bfc
.bin
bkf
.blg
bmp
bsc
c

| cah

AnnapaTypa

" " " " " "W W W W F VT VTV VNNV TTTY

PucyHok 32 - - UHdopmMaumsa 0 COCTOSSHUU peecTpa

Ona pobaBneHns BETKM peecTpa B CMUCOK KOHTPOSIMPYEMbIX KOMMIEKCOM
o0bbeKkTOB criegyeT BblbpaTb e€e M3 Crnucka, YCTaHOBWUTb HamMpOTUB Hee rasiouky WU
HaxaTb KHOMKy <CoxpaHuTb KLl peecTtpa> (pucyHoK 33).
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H i 2 @
CoxpaHuTe KL| peectpa  OuwcTuTe KLU peectpa  [epecuprark KL peecrps Beixog
M F— |
m I
BrifpaqHuii kaTanor ¢ peectpem Windows:  01000000000000000001/dev/sdb2/Windows O630p
Mons3osaTenia

HazsaHue

gl

»- [ HKEY_CLASSES_ROOT
[] HKEY_CURRENT_CONFIG
¥ [] HKEY_LOCAL_MACHINE
»- [ 5AM

[] SECURITY

Gemplus
Microsoft
ODEC
Palicies
Program Groups
Schlumberger
Secure
ThinPrint
VMware, Inc.
[[] Windows 3.1 Migration Status

b [ | SYSTEM
» [ HKEY USERS

feesin »- ] REGISTRY

vww..

PucyHok 33 - NocTaHOBKa BETBU peecTpa Ha KOHTPOJ1b LIe/IOCTHOCTHU

B cnydyae HapylweHus LenoCTHOCTM KaKoW-IMbo BETKM peecTpa Ha BKaake
«PeecTp» BCe HapyLLUEHUS BbIAENSAKOTCS LBETOM.

Ona nepepacyeta KOHTPOJIbHbIX CYMM CMUCKA KOHTPOJIMPYEMbIX BETOK
CUCTEMHOIO peecTpa crieayeTt HaXkaTb KHonky <[llepecuutaTtb KL, peecTtpa>.

Mocne nepepacyeta KL HeobxoanMMO BbINOAHUTb COXpaHeHue HoBbix KC,
HaxxaB Ha KHonky <CoxpaHuTb KL peecTtpa>.

3.11.CUCTEMHDbIN XXYpHan

B 3sHeproHesaBucMMOM nMaMaTuM  KoHTponnepa <«Akkopa-AMA3» Bepetcs
CUCTEMHbIM XYypHan. B >XypHan 3aHocutcs uHpopMaumsa O ceaHcax paboThl
nonb3oBaTenen C YKasaHuMeM HoMmepa wuaeHTudumkatopa M BCex NonbITKax
HEeCaHKLUMOHMPOBAHHOIO AOCTyNa K KOMMbIOTEpPY.

Pasmep 3HeproHe3aBMCMMOM MaMATU, B KOTOPOM pa3MellaeTcsd CUCTEMHbIN
XXypHan, coctaBnsger 256 Kbant. Takon ob6beM namsaTu MNO3BONASIET BMECTUTb B
XypHane He MmeHee 1010 3anucen. MNpu wTtaTtHOM paboTte «Akkopa-AMA3» (Korga B
CUCTEME OTCYTCTBYIOT CEPUMHbIE HAPYLUEHUS LENOCTHOCTU danno/peectpa U He
Ncnonb3yeTcs Yype3MepHo rnybokas BNOXEHHOCTb alfioB B KaTanorax) KoONmM4ecTBo
3anuncen B XypHasne MoXeT 6bITb 60Nblle 3TOro 3Ha4YeHUs B AECATKN UM COTHU pas.
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Ans npocMoTpa XypHana cneayeT B r1aBHOM OKHe cpeAbl aAMUHUCTPUPOBAHUS
BblbpaTb 06bEKT aAMUHUCTPUPOBaHMA <XXypHan>. Ha 3KpaH BbIBOAUTCA OKHO
CUCTEMHOro XypHana (pucyHok 34). TloapobHee 06 OCHOBHbIX MapaMeTpax,
dUKCMpyeMbIX B XypHane, n nx obosHavyeHnsax cm. MNMpunoxenue 1.

E

OumcTTe ®ypHan  Beixog
a | NaTa cobbiTus

’1& Homep 3anucu
m bl 00-00-0 00:00:00

v 2 00-00-0 00:00:00

—

Tun cobeiTra PezyneTat

W3meHeHue atpubyToB nons3osaTens oK
Co3naHKe Nob30BaTens OK

Mone3zoeatenu

[

HypHan

i

Annapatypa

[&

-+ Mons3osatens: USERL

18-02-2016 15:34:22
18-02-2016 15:34:32
18-02-2016 15:34:37

- MinenTudMkaTep nonbaceatens: 0C 9F78B72A8504 FD

18-02-2016 15:34:56
18-02-2016 15:36:28
18-02-2016 15:36:28

-~ MineHTudMkaTep nonb3osatens: 0C 13000000EEQE 11

18-02-2016 15:37:18
18-02-2016 16:21:14
18-02-2016 16:21:15
18-02-2016 16:21:44
19-02-2016 15:12:48
19-02-2016 15:12:48

KoHel ceccuun
Hadano ceccuun
JNorvH Nons3o0BaTens

Konel ceccum
Ha4ano ceccun
JoruH nonb3osaTens

KoHewy ceccum
Ha4ano ceccun
JNoruH nonb2oBaTens
KoHel ceccui
Hauano ceccuan
JlorvH nonb3osatens

OK
OK
OK

OK
OK
OK

OK
OK
OK
OK
OK
OK

=
=
(5]
7| &
=

o H

o
o
]
5]
)

o

#

HacTpoikia

e

=
i
£
1

0%

.

PucyHok 34 - CUCTEMHbIN >XYPHaN KOHTpoJssiepa

Ecnn 3anonHeHue xypHana npesBbiwaetr 85%, npu 3arpy3ke KoMmMbkoTeEpa
BblAAeTCs npeaynpexaeHme, HO 3arpyska npoagosikaetcsa. Ecnu 3anonHeHue
XXypHana npesBblwaetr 95%, TO 3arpy3ka Aans nosb3oBatens 6nokupyeTcs, U
TpebyeTcsa BMewaTenbCTBO agMUHMUCTpaTopa.

NS OYNCTKK XKXypHana CNy>XuT KHoNkKa <O4YnCTUTb XypHan> (pUCyHok 34).
3.12.06wme HaCTPOMKM KOMIJIEKCA

PepakTnpoBaHme obLLUMX HACTpPOEK KOMMEKCa BbINOHAETCS aAMUHUCTPATOPOM
KoMnnekca, obnagarowimM npaBamMuM Ha U3MEHEHWe HACTpPOoeK KoMriekca «AKKOpA-
AMI3» (cm. n. 3.3.4.7).

Ons mn3aMeHeHus o06WKMX HACTpOEeK KoMnnekca HeobxoaAMMO HaxaTb KHOMKY
<HacTponkn> B MeHI0 Bbibopa 06bEKTOB aAMMHUCTPUPOBaHMSA. Ha 3KpaH BbIBOAUTCS
OKHO C HacTponkamm Kkomnnekca (pucyHok 35, pmcyHok 36).

B HacTpoikax KOMMneKca yCTaHOBJIEHbI CeayolWne pasaensi:
e [laHHble KOHpUrypauum;

e pexwum 3anycka ACRUN;
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) )
e CTOPOXEeBOW TalMep.
[
s =
MamernTe AMC  [lprmMednTe  Beixog
JE—y
HacTpoitkn komnnekca
HypHan
g JaHHble koHdurypawrn
Annapatypa Crpanuua uaeHTudmkatopa 0 E{ [0-255]
@ TaitmayT ans uoeHTUdMKaTopa 20 E{ [0-60] cek.
TalmayT ana napons 20 EI [5-60] cek.
Aced HeyaauHblx NOrMHOB 3 @ [1-B]
ABTOMATUYECKOE BhIKNOYeHWE IBM
ABTOMaTHYECKOE NPOAOAKEHWE 3arpyakn OC
‘Dalinel
HeakTrenposare CA3
@ i MNpoBepka BPeMEHN 8 ACTEMA YHETHOM 33NMCH NONbLI0BaTENA
3arpyaka OC Bes uaeHTudKaLWKn nonb3osatens
Peectp CheumnansHbii peskinm sarpyaki OC GHU/Linux
X Pexum 3anycka ACRUN
‘Hactpoiikn
‘ He sanyckate ACRUN ‘
CTopoxesoi Talmep
Wrdpo
= =1
@ TaimayT 0 = [0-255] cex.
HacTponkn naeHTMGHKATOPOE
Ba3a faHHbIxX
' AsTOMaTHuECKHi1 esog MNH-kog
Beegure NMWH-Kkog 0000 seessess
PernameHThbl

PucyHok 35 - O6wme HacTpoiikn komriekca (ana mopenen «Akkopa-AMA3 TY 4012-038-

11443195-2011 n TY 26.20.40.140-079-37222406-2019)
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S » H
e
M3mMeHnTe knoY cTadumu  [puMeHnTs Boixon
HypHan HacTpolikK KoMnnexkca

i

JaHHble KOHDUrypauKum

AnnapaTypa
CTpaHuua noeHTUdUKaTopa 0 1= [0-255]

s

| [0-60] cex.

[45]

TanmayT ana uaeHTugukartopa 20

TanmayT ana napons 20 z [5-60] cek.
HeynaqHblix NoruHos 3 '_:_ [1-8]

=1
=
(2]
7 =
=

dannsl ABTOMETUYECKOE BhiKnYeHne 3BM

ABTOMaTUYECKDE NpOAONAEeHne 3arpy3ku OC
Mpoeepka BpeMeH ASACTBMA YHETHOR 3anucu NoNL30BaATENA

CrneunansHelid pexium 3arpysku OC GNU/Linux
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v AeTomaTuueckuit son MUH-kon
BeeawnTte NWH-kon LTI LT

PernamenThl

PucyHok 36 - O6wwme HacTpoitku komnnekca (ana mopenein «Akkopa-AMA3 TY 4012-054-
11443195-2013)

3.12.1. AaHHble KOHPUrypaumm

[ns HacTpoeK AaHHbIX KOHMUIrypaunm yCTaHOBMEHLI Cneayoline napaMmeTpsbl:
e CTpaHuua naeHTudukaTopa;

e TaMMayT ANs naeHTudukaTopa;

e TaMMayT AN Napons;

e KOIMYECTBO HeyaauHbIX JIOTMHOB;

e aBTOMaTM4yeckoe Bblk4veHne DBM;

e aBTOMaTM4yeckoe npoaosmkeHme 3arpyskmn OC;

e TMpOBepKa BpeEMEHU AENCTBUS YYETHOM 3anmcu Nosb3oBaTens;

e pgeakTmeBmpoBaTb Akkopa-AMA3 (ana mogenen «Akkopa-AMA3 TY 4012-
038-11443195-2011 n TY 26.20.40.140-079-37222406-2019);

e 3arpy3ka OC 6e3 unaeHTMdUKaunm nonb3osatens (Ans moaenenm «AKkKopa-
AM3 TY 4012-038-11443195-2011 n TY 26.20.40.140-079-37222406-2019);

e cneumanbHbi pexum 3arpyskm OC GNU/Linux (ana mopgenen TY 4012-038-
11443195-2011 wn TY 26.20.40.140-079-37222406-2019 HauuMHaa C Bepcuu

0.3.11.x, ana mopenen «Akkopa-AMA3 TY 4012-054-11443195-2013 HauumHasa c
Bepcun 0.4.11.x).
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«CTpaHuua naeHtudukaTopa» — onpeaensieT, C Kakom CTpaHuuUbl BHYTPEHHEN
naMaTM NepCcoHanbHOro maeHTudunkKaTopa pacnosaraercs cnyxebHas nHdopMaums
C3UN «Akkopa-AMA3». [aHHbIA NMapaMeTp U3MEeHSTb He pekoMeHayeTcs. M3MeHeHune
aonyckaetcs, ecnm wucnonesyetrca MO agpyrux npousBoauTenen, KoOTopoe
OCYLLEeCTBASET 3anncb/uYTeHne B uaeHTudukatop mmeHHo B 0-1 CTpaHuuy namsaTu.
HoMep cTpaHuubl A0XKEH ObITb YETHbIM.

BHMMAHME! Mocne uaMeHeHMs 3TOro napamerpa obsizatresibHO HY>XHO
nepepernctpmpoBaTtb BCe MaeHTU(PUKaATOpbl NOJib30OBaTe/Ien C reHepauyuven
HOBOr0o CEKpPeTHOro KJou4a.

«TanmayT ana wuaeHtundukatopa» u <«TanvMmayT A8 napons» onpenensor
WHTEepBasl BpPEMEHMW, OTBEAEHHbIM ANs npoueayp HadvanbHOW WMAEHTUGUKAUUN W
ayTeHTUUKAUMN COOTBETCTBEHHO. [lpn BbICTaBneHUM napameTpa «TamMmayT AN
naeHTudunkKaTopa» B 3HavyeHue «0» Tanmep urHopupyercsl.

MNapameTp «HeyaauHbIX NOrMHOB» MO3BOJSISIET OMNpPeAensTb MaKCUMasbHOe
KOSIMYECTBO MOMbITOK BXO0Aa B CUCTEMY, 3aKaHuMBawLWMXCS Heypaden. [pu
NpeBbIWEHNN AONYCTUMOr0O NMMUTA Ha 3KpaH BbiBOAUTCS coobuieHne «WcuepnaH
NTMMUT TMOMNbITOK BBOAA Mapons wWnn wuaeHtTudukaTopa» U 3arpy3ka CTaHOBUTCS
HEBO3MOXHOW. B TakoM cnyyae Heob6xoaMMo nepesarpy3uTb KOMMbIOTEP WU 3aHOBO
NOBTOPUTb OMepauunto BXxoda B CUCTEMY.

Ecnn B HacTporKkax KOHdUrypauuum yCTaHOB/IEH NapaMmeTp «ABToMaTMyeckoe
BbIK/lOYUeHNe DBM», TO ecnm NO WUCTEYEHUM 3a4aHHOro WHTepBana BpeMeHu (3a
AaHHbIA MHTEpBan BPEMEHM OTBeYaeT napaMeTp «TammayT ansgd naeHtndumkaTopa»)
naeHTudukaTop nonb3oBatens He 6bin nNpeabsaABAEH, KOMMbKOTEP aBTOMATUYECKMU
BbIK/TIOYaETCS?,

YcTaHOBKa napaMeTpa <«ABTOMatuyeckoe npoAos/iXeHue 3arpy3km OC»
No3BOJISET aBTOMAaTUUYECKM NPOAO/IKAaTh 3arpy3Ky KoMMbloTepa 63 HaXaTus KHOMKM
<MpoAo/IXNTb 3arpysky> B TOM C/lydae, eciim B NpoLecce BbIMOJHEHUS Mpoueaypbl
KOHTPO/ISI LLE/TOCTHOCTU He 6bI/10 BbIIBIEHO HAPYLUEHUN.

YctaHoBKa napameTpa «[eaktuBumpoBaTb Akkopa-AMA3» (ana Mogenewn
«Akkopa-AM3 TY 4012-038-11443195-2011 n TY 26.20.40.140-079-37222406-
2019) no3BonseT AeaKTMBMPOBATb KOMMAEKC 6e3 MexaHU4Yeckux ornepauunm
BCKPbITUS W YCTAHOBKW/M3BMIeYeHU KOMMoHeHToB. [logpobHee o cnocobax
nporpaMmMHomn akTmeauunun/ageaktneaumm C3N HCO «Akkopa-AMA3» cMm. pasaen 5.

YcTtaHoBKa nmnapameTpa «[lpoBepka BpeEMEHU AENCTBUSA YUYETHOM 3anucum
nonb3oBaTensa» MNo3BONASET Y4YUTbiBaTb HACTPOWMKWM NapaMeTpa «Bpemsa pencrems»
ONS YYeTHbIX 3annucen nonb3oBaTtenen (noapobHee o HacTponke napameTpa «Bpems
aencrems» cm. 3.3.2.5).

Ecnn B HacTponkax KoHdurypaumm yctaHoBneH napameTp «3arpy3ka OC 6e3
naeHTudukaumm nonb3oatena» (ana moaenenm <«Akkopa-AMA3 TY 4012-038-

D Ilns moneneit «Akkopa-AMJI3» ¢ ®ITO sepcun 0.3.9.11 (0.4.9.11) u BbIme — Ha 6a3e BceX KOHTPOILIEPOB

2 Jlna mozeneit «Axkopa-AMJI3», paspaboranssix mo TY 4012-054-11443195-2013, B 5TOM clIydae BBITOIHAETCS
3aBepmenre pabotel 110 «Axkopa-AMJI3» (Bce cepuchl M ciyxObl «Akkopa-AMJI3» ocraHaBiIMBaloOTCs, IpadBepbl
3aBepHIaT pabory), padora ¢ OC koMIbIOTEpa HEBO3MOXKHA. OHAKO JJIS TIOJIHOTO BBIKITFOUCHHUS KOMITBIOTEpa (BBIKITIOUCHHUS
MTUTaHKs1) HEOOXOAMMO HaXKaTh Ha CUCTEMHOM OJIOKE KHOTIKY «Bpikimoduenue» («Powery)
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11443195-2011 n TY 26.20.40.140-079-37222406-2019), TO B npouecce 3arpysku
KOMMNbOTEPA C YCTAHOBJ/IEHHbLIM KOMMJeKcoM <«Akkopa-AM/[3»  BbINOSIHEHME
npoueayp wumaeHtudumkaumm u ayteHTudukaumm nonb3oBaTens He TpebyeTcs, HO
3arpy3ka OC ocyLlecTBASeTCad TOJIbKO MocC/e YCMewHOro 3aBeplieHuss Bcex
KOHTPOJIbHbIX npoueayp (yCTaHOB/MIEHHbIX B paMKkax noapasgena 3.10).

MapameTp «CneuuanbHbin pexunMm 3arpydkm OC GNU/Linux» no3ssonseT
aKTUBMPOBATb CrieunanbHbln pexum 3arpyskm OC.

3.12.2. YcTraHOBKa cneymanbHOro pexxuma 3arpyskum OC GNU/Linux

B «Akkopa-AMA3» (TY 4012-054-11443195-2013 HaumHaa C Bepcumn
0.4.11.x, TY 4012-038-11443195-2011 u TY 26.20.40.140-079-37222406-2019
HaumHasa ¢ Bepcum 0.3.11.X) MMeeTcss BO3MOXHOCTb YCTAHOBKM CReumanbHOro
pexunma 3arpyskm OC GNU/Linux.

B naHHOM moaxoae 3arpy3ka nepenaeTcs He 3arpy34ynKy Ha AUCK, a HanpsiMyto
aapy OC Linux. 2To no3BonsieT, B YaCTHOCTU, MOBbICUTb 3alUMLLIEHHOCTb MNpouecca
3arpy3km 3a CYeT MUHUMMU3AUMM  KOJMYECTBa MPOMEXYTOYHbIX 3BEHbLEB,
6e30nacHOCTb KOTOpPbIX HeEObX0aMMO obecneynTsb.

ECcnn gaHHbI peXuM BKJKOYEH, TO Mocie yCrnewHOW MNpOBEPKU LESTOCTHOCTU
cpeabl BbINOSHAETCS MpoBepka UuUenocTtHoctn sdaapa, RAM-gucka w  danna
KoHpurypaumm, panee «Akkopa-AM[3» nepepaeT ynpasneHue BbiOGpaHHOMY S4py
OC, MMHYS nepefavy ynpasJieHUs JUCKaMMW.

Ona aBTomatnyeckon 3arpy3km GNU Linux cuctemsbl nocne npoueayp KOHTpOs
LesiocTHoCcTn  «Akkopa-AM/3» HeobxoaMMO  BbIMNOSHUTL  NpeaBapUTENbHYIO
HaCTPOWKY KoHdUrypaumoHHoro ¢damna ACBOOT.

BHUMAHME! Hactpouka pAoJ/kKHa 6biTb npou3BeaeHa A0 YCTAaHOBKM
KOHTpoJsuiepa «Akkopa-AMA3»!

Ons akTMBaLUWWM AAHHOIO peXxuMma cneayer:

1. Co3paTb WMAM CKOMMpOBaTb 3apaHee NoAroTOBAEHHbIN (ann KOHDUrypaunm
c nmeHeM ACBOOT B KOpHEBOW KaTanor 3arpy3o4Horo pasaena (pa3aen XecTkoro
ANCKa, Ha KOTOpoM Haxoautcsa sapo OC m wTaTHbIM 3arpy3unk). B obuwem cnydae
nepexoa B Hero BbIMNOSHSAETCA KoMaHaon “cd /” B KOHCONM onepaunmoOHHON CUCTEMBI.
Mpu ncnonbzoBaHun LVM cdann Heobxoanmo co3aaTb B KaTanore /boot).

[JaHHbIn dann pekoMeHAYeTCs YyCTaHaB/AMBATb Ha KOHTPOAb B <«AKKOpA-
AM[13». B danne HeobxoanMo nponucaTb cleayrowme napameTpbl:

e B MepBoOK CTpoke — uMa aapa linux (nonHeIM NyTb K hanny B pasgene);
e BO BTOpOW CTpoKe — uMs initrd (NonHbIM NyTb K anny B pasgene);
e B TpeTbeW CTPOKe — napaMeTpbl f4pa, nepejatoinmecs npu s3arpyske.

B cnyyae ucnonb3oBaHusa 3arpy3ymka grub2, 4to BepHO Ans 60/blUMHCTBA
ancTtpubyTmeoB, HeO6X0AMMbIE 3HAYEHMUS MOXXHO HanUTU B amne menu.list.

[MpuMep HACTPOUKMU:
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®ann menu.list:

default=0

timeout=5

splashimage=(hd0,0) /grub/splash.xpm.gz
hiddenmenu

title Atlix-grsec (2.6.54.44-4.atl13.x86_ 64.grsec)
root (hd0,0)

kernel /vmlinuz-2.6.54.44-4.atl3.x86_64.grsec ro root=/dev/mapper/VolGroup-1lv_root
LANG=ru RU.UTF-8 rd NO LUKS rd NO MD rd LVM LV=VolGroup/lv_swap rd LVM LV=VolGroup/lv_root
KEYBOARDTYPE=pc KEYTABLE=ru rd_NO_DM

initrd /initramfs-2.6.54.44-4.atl3.x86_ 64.grsec.img

B atoM cny4ae cdann ACBOOT b6yaet uMeTb cneaytoulee cogepxaHume:
/vmlinuz-2.6.54.44-4.at13.x86 64.grsec
/initramfs-2.6.54.44-4.at13.x86_ 64.grsec.img

ro root=/dev/mapper/VolGroup-1lv_root LANG=ru_RU.UTF-8 rd NO_LUKS rd NO_MD
rd LVM LV=VolGroup/lv_swap rd LVM LV=VolGroup/lv_root KEYBOARDTYPE=pc KEYTABLE=ru rd NO_DM

(TPeTblO CTPOKY MEHSTb HE HYXHO)

[lepBbii criocob

Ona co3paHusa danna HeobxoamMmo nepenTu B AnMpekToputo grub /boot/grub m
OTKPbITb B HEM C NOMOLLbIO TEKCTOBOro peaaktopa dann grub.cfg.
nano /boot/grub/grub.cfg

Mocne 3Toro Heo6X0AMMO HaAWTWU CTPOYKY, MO KOTOPOW OCyLlecTBsIacb
3arpy3ka. B Hawem cnyyae 310 'AstraLinuxSE GNU/Linux, with Linux 4.2.0-23-
generic'. B dpanne gaHHbIM 6/10K B HaWeEM cfiyyae BbIrnsaanT cnegyowmm obpasom:

menuentry 'AstralinuxSE GNU/Linux, with Linux 4.2.0-23-generic' --class astralinuxse --
class gnu-linux --class gnu --class os --unr$

load video

insmod gzio

if [ x$grub_platform = xxen J]; then insmod xzio; insmod lzopio; fi
insmod part msdos

insmod ext2

set root='hd0,msdosl’

if [ x$feature platform search hint = xy ]; then

search --no-floppy --fs-uuid --set=root 67ddae89-517a-49£f4-b527-ace540889505
else

search --no-floppy --fs-uuid --set=root 67ddae89-517a-49f4-b527-ace540889505
fi
echo 'Loading Linux 4.2.0-23-generic ...'
linux /boot/vmlinuz-4.2.0-23-generic root=UUID=67ddae89-517a-49f4-b527-

ace540889505 ro quiet splash

echo 'Loading initial ramdisk ...'

initrd /boot/initrd.img-4.2.0-23-generic
N3 paHHoOro 6510ka Hac MHTEPECYIOT NnocneaHne 4 3anuncu.

B cooTtBeTCTBUM C 3TUMM 3annucamMmm B HaweM cnydae ACBOOT 6yaet BbirnaaeTb
cneayoowmm obpasom:

/boot/vmlinuz-4.2.0-23-generic
/boot/initrd.img-4.2.0-23-generic
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root=UUID=67ddae89-517a-49f4-b527-ace540889505 ro quiet splash

BTtopovi crnocob

MoMnuMo 3TOro, B AaHHOM danne MOXHO 3aJaBaTb aapeca pa3nenoB BMECTO
UUID gna kopHesown aupektopum (root). Ana atoro Heobxoammo 3anyctutb blkid
(3anyckaTb AaHHYK YTUAUTY HeobxoaMMO oA YYeTHOW 3anucbio root). Tlo
pe3ynbtataM byaeT BblAaH CMUCOK AOCTYMHbIX pa3aenos:

/dev/sdal: UUID="67ddae89-517a-49f4-b527-ace540889505" TYPE="ext4"

/dev/sda5: UUID="29f85fee-ff77-4ae2-ac25-b0adl191£8744" TYPE="swap"

B mnaHHOM cnyyae Hac mHTepecyeT nepBbin pasaen, nockonbky UUID B HeM
cootBeTcTtByeT UUID un3 koHdurypaumm GRUB. [Onsa Hawero cnydass grub dann
MMeeT cneayrouee coaepxmmoe:

/boot/vmlinuz-4.2.0-23-generic

/boot/initrd.img-4.2.0-23-generic

root=/dev/sdal ro quiet splash

Tpetuu criocob

Kak n BO BTOpoM cnydyae, BMecto UUID KOpHEBOM AUPEKTOPUM MOXHO
3agaBaTb U MeTKu. [nsa 3Toro Heo6xoaMMO yCTaHOBUTb yTunuTty e2label, BoinonHue
A1 3TOro KOMaHAay':

apt-get install e2fsprogs

Mocne aToro cnepyeTt 3anycTuUTb METKY KOPHEBOro pasgena. B gaHHOM cnydae
MeTKa co3gaeTcs Ansa pasgena /dev/sdal, B npeabiaywem nyHkTe 6b110 onmcaHo,
KakK onpeaenutb MyTb K KOpHeBOMY pa3geny. [locne aTtoro cneayer yCTaHOBUTb
MEeTKY Ansa pa3sgena (MCrnosb3oBaHO Ha3BaHWe MeTKU rootfs), BbINOAHUB KOMaHAY:

e2label /dev/sdal rootfs

YbeantbCs, 4YTO MeTKa KOPPEKTHO YCTaHOB/EHA, MOXHO 4epe3 YyTUIUTbI
npocmoTpa amckos (K npumepy, gparted). Tenepb dann ACBOOT 6yaeT BbirnsaeTb
cneayowmm obpasom

/boot/vmlinuz-4.2.0-23-generic

/boot/initrd.img-4.2.0-23-generic
root=LABEL=rootfs ro quiet splash

2. Ha Bknagke <«HacTpoWku» rnaBHOro OKHa cpeabl aAMMHUCTPUPOBAHUSA
ycTaHoBUTb pnar «CneumnanbHbin pexnm 3arpyskn OC GNU/Linux».

3. YCTaHOBUTb Ha KOHTPONb dann KoHdurypauumu, aapo m initrd.

3.12.3. Pe>xum 3anycka ACRUN

MyHKT HacTpoek «Pexum 3anycka ACRUN>» no3BonsieT U3AMEHATb peXxuMm ctapTa
MOHMTOpa 6e30MacHOCTU MOACUCTEMbI pasrpaHUyeHnss goctyna wm3 coctaBa CI10
«AKKOpA NT/2000» v. 3.0, «Akkopa-Win32» n «AKkopAa-Win64». Ecnn
aAMUHUCTpPATOPp YCTaHaBnmBaeT (nar B 3TOM MNyHKTEe, TO B Npouecce AasbHenLwewn
3arpy3kn OC MoOHuTOp 6€e30nacHOCTM MNpuM Hanuuumm 3Toro dnara He CcTapTyerT.
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[aHHble 0 BK/IIOUEHHOM napameTpe «He 3anyckatb ACRUN» coxpaHslTCcs B nNaMaTn
npoueccopa TOJIbKO Ha OAWH ceaHC paboTbl, T.e. MO YMONYaHUIO MpuU CcTapTe
KOMMbloTepa 3TOT nar BbikAo4YeH. [JaHHas onums KOpPpekKTHO paboTaeT TONbKO C
Temn penmsamm CIMO «Akkopa NT/2000» v. 3.0, «Akkopa-Win32» un <«AKkopa-
Win64», koTopble BbinyLweHbl nocne aHeapa 2010 roaa.

3.12.4. Cropo>xeBoin Tanmep

MapameTp «CTOopoXeBoW Talimep»! onpeaenser WHTEpBasl BpPEMEHU B
CeKyHAaax, Tno WUCTeYEeHUW KOTOporo ONOKMPYeTCAa BO3MOXHOCTb  3arpy3kwu
onepaurvoHHOM CUCTEeMbl, NPU YCI0BUK, YTO 3@ 3TO BpeMS yrnpaB/ieHne He nepenaHo
pacwupeHutro BIOS AM/3.

[lectBne CTOpPOXEBOro TtamMmepa B obwem ciy4dae He pacnpoCTpaHSAeTcs Ha
npouenypbl, CBsi3aHHble C BbINOJHEHMEM HacTpoek B BIOS «komnbtoTepa. B
3aBMCMMOCTM OT MOAEeNN YCTAHOB/IEHHOW B KOMMblOTEpe MaTEepPUHCKOW naaThl
CTOPOXEBOW TalMep MOXeT KakK cpabaTtbiBaTb, Tak W He cpabatbiBaTb Npwu
BbIMOJIHEHUWM NONb30BaTesieM HacTpoek B BIOS koMnbroTepa.

3.13.MHdbopMmaymsa o KoMnaekce

Ha Bknagke «MHpO» (pucyHOK 37) rnaBHOrO OKHa cpeabl aAMUHUCTPUPOBAHUS
oTobpaxkaeTcsa cneayowas nHpopmaumsa 0 KoMmnnekce:

e Bepcusa N0 «Akkopa-AMA3»;
e CEepuUIHbIN HOMep KOHTpoanepa «Akkopa-AMIA3»;
e KOHTpPOJIbHblE CYMMbl OCHOBHbIX KOMMOHEHTOB.

D Ha xontpomnepax « AKkopa-LE» JaHHBIN QyHKIMOHAI OTCYTCTBYET
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El

Beixon

f& no AMA3

Bepcua NO AMAO3 AMDZ v.0.4.11.14

KoHnTponnep AMO3

HypHan CepUAHLIA HOMED KOHTpONNepa 12345678

g KOHTpOAbLHbIE CYMM OCHOBHbIX KOMNOHEHTOB

MD5 X311 AApa 3alMThl fle7e61592b67d0b3c264e0463b2814d

g | FOCT %W sapa 3aWmnThl 504d5a306c3c84e57al64451b1bad01509beBbce576cda53ef65bbce7255c9b0

| Pestome

Tun cbopku: 0x06
LaTa cGopku: 22.10.17
Bepcua cbopkn: 1

HazHadeHue: Pends %4

PucyHok 37 - Bknagka «WUH(oO>» rnaBsHoro okHa cpeabl agMUMHUCTPUPOBaHUS

3.14.9kcnopTt/mMnopT 6a3 AaHHbIX
3.14.1. O6uwume cBeaeHnn

ba3zy paHHbIX «Akkopa-AM[3» MOXHO CKOMMPOBaTb Ha pasfes XeCcTKoro
ancka CBT nnu cneumnanbHbin USB-HOCUTENDb, @ B cyd4ae HeEO6X0AMMOCTU 3arpy3mnTb
3Ty KOMUK C xecTkoro amcka CBT wunm cneumanbHoro USB-HocuTenst (06biYHbIN
USB-HakonuTenb B CNy4Yae MWCNONb30BaHMA €ero Ans BbINOJHEHMS npoueayp
3KCNopTa/uMnNopTa Crnucka nosab3oBaTeNeN HyXAAeTcs B cneymanbHOW NoAroToBKE —
nogpobHee cm. 3.14.2).

BHUMAHME! MNMpwu BbINOJIHEHUM Npoueayp 3Kcnopta/MMnoprta CriMCKOB
KLU c¢dannoB cneayer yunTbiBaTb CBeAeHUSA, YKa3aHHblie B 3.14.4.

3.14.2. MoaroroBka USB-HocuTenen ana BbiNoOJIHEHUNA npoueayp
aKcnopta/vmMnopTa 6a3 AaHHbIX

[ns BbINOMHEHUsT npoueayp 3kcnopTa/mmnopTta 6a3 AaHHbIX Heobxoaumo
MCMNONb30BaTb CMNeumanbHO noAarotoBseHHble USB-Hakonutenu. [Ons co3aaHug
TaKoOro Hakonutens HeobxoamMmo oTdopMaTMpoBaTb 06blYHbIN USB-HakonuTenb B
dannoBbix cuctemax FAT12, FAT16, FAT32, Ext2, Ext3 nnu Ext4 c meTkon «amdz».
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Mocne ycnewHoro BbINOSIHEHUS OMNMCAHHOM MOCeAoBaTENbHOCTU AENCTBUI
HaKoOMUTENb MOXHO MCMNONIb30BaTb AN BbIMNO/JHEHUSA Npoueayp 3KcnopTa/uMnopTa
cnucka nonb3oBatenen (noapobHee cm. 3.14.3).

BHUMAHME! Ucnonb3ynute noarotoBsieHHble USB-HaKoONUTeNM TOJIbKO
ANA BbINOJIHEHUA npoueayp 3Kcnoprta/mMnoprta 6a3 pAaHHbIX «AKKopAa-
AMA3>». Ucnonb3oBaHue Taknx USB-HakonuTesnien ANA MHbIX Lenen MoxXert
NnpuUBeCcTMU K nortepe nHopmaumm o 6asax aaHHbIX «Akkopa-AMA3>».

3.14.3. AkcnopTt/mMnopT 6a3 AaHHbIX

Ons Toro 4tobbl HadaTb npoueaypy 3kcnopta/mmnopta  6a3bl  AaHHbIX
«Akkopa-AM[13», cneayeTt B raBHOM OKHe cpeibl aAMUHUCTPUPOBAHUSA NEPENTU Ha
BKNaakKy «basza gaHHbIX» U B nose «HocuTenb» BblbpaTb HOCUTENb, HA KOTOPbIA (C
KOTOporo) 6yaeT BbIMOMHATLCS 3KCNOpT (MMAopT) 6a3bl 4aHHbIX (pUCYHOK 38).

< &® & @ El

YCTaHOBWTE KaTanor JkCNopTa/uMnopTa  3kcnopTuposate  Mmnoptuposate  Popmatwposate B Beixog

Monesogarenu JKcn ODT/M MMNopT

3nemeHT BI

*
o
o
I
&
g

Bl Nonbsosarenei

B CKL @ainoskix cHcTeEM
Annapartypa
B CKL Auckos

B4 CKL Annapartypbl

CKLL Peectpa

B
=
=
=
g

B XypHana (BuHapHbIi hOpMaT, TONLKD 3KCNOPT)

m

Bl XypHana [rekcTosbiil GOpPMAT, TONBKO 3KCNOPT)

Batnil Bl XypHana (8 dopmare CSV, TOALKO 3KCNOPT) R

Hocurens

| Paznen xecTkoro gucka -

o
1]
m
o
5
= —

HacTpoiku

=

L

PucyHok 38 - Bbi6op HocuTens Ana skcnoprta 6a3bl nonb3oBartenei

Hdanee, ecnu B KayecTBe HocuTens BblbpaH pasgen XecTKoro Aucka, cneayet
YCTAaHOBUTb AWPEKTOPUIO 3KCNOpTa/MMNOpTa, HaXaB HA KHOMKY <YCTaHOBUTb
OVPEKTOPMIO 3KCnopTa/MMnopTa>, B MNOSIBMBLUEMCS OKHE yKasaB MNyTb K HYXHOM
ANPEKTOPUM N HaxaB KHonky <OK> (pucyHok 39).
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Bribepure kaTanor

1 Hms Pazmep Tun Date Modifl

¥ DUIMYECKWE AUCKM ... bin Folder 02.12.14 .|

¥ 5|VANSCBE - [ boot Folder 06.01.02 .|

- Paznen 1 (ext2) - [ debug Folder 18.08.14 .|

b B dev Folder 26.05.14 ..

;- Pazgen 3 (swap) b B etc Folder 23.12.14 .|
Bup;;:ﬁﬁ‘;’; ‘L;E:&z} b 55 home Folder 18.08.14 ..
L b B9 lib Folder 04.12.14 .1

59 lost+f... Folder 06.01.02 ..

b B media Folder 23.12.14 .|
v = mnt Folder 23.12.14 .| |

i am... Folder 16.09.14 .|

b- 9 opt Folder 27.11.14 .|

L[ proc Folder 10.01.14 .|

b B root Folder 23.12.14 .

[ run Folder 26.05.14 ..

- [ shin Folder 18.12.14 .|

- [ selinux Folder 05.03.12 .,

o [ srw Folder 26.05.14 .|

L [ sys Folder 26.07.12 .|

b tmp _Folder 23.12.14 ..

—_—

SR | B

PucyHok 39 - YcTaHOBKaA AUMpPEKTOpuM 3kcnopTta/vumnoprta b

Mocne yCTaHOBKWM AMPEKTOPUM 3SKCMOpTa/MMNopTa cneayeTt BblbpaTb HYXHble
3/1EMEHTbI B4, yKa3as nx rasiouKkamm, n HaxaTb KHOMKY
<3kcnopTumpoBaTb>/<NUMnopTupoBaTb> (pUCYHOK 38).

BHUMAHME! He otknw4yante cneumanbHbii USB-Hocutenb cpasy
nocsie NosiBIeHnA coobueHnsa «J[laHHble yCnewHOo 3KCNOopPTUpPOBaHbI>». Anna
KOPPEKTHOro 3aBeplueHus npoueaypbl 3kcnopta B[] HYy)XHO o6s13aTeNnibHO
nepesarpy3uTtb K ¢ noaknwo4yeHHbIM USB-HocuTenem! lNMocne nosiBneHuvs
coob6ueHusn «/[laHHbIE ycnewHo MMMNOPTUPOBAaHbI >» nepesarpy3ka
KOMMNblOTEpPa BbIMNOJ/IHAETCA aBTOMaTUYECKM.

3.14.4. 0Oco6eHHOCTHM BbINOJIHEHUA npoueayp 3Kkcnopra/mMmnopra
cnuckos KL} ¢annos

Mpoueaypbl 3KcnopTa/umnopta cnunckoe KL dannoB MMeET HeKOoTopblie
0COBEHHOCTM W BbLINOJNIHAKOTCS, KakK MpaBuio, B paMKax cneayrlwmx cueHapues
paboThbl:

1. CozgaHne CKL Ha ogHOM KOMIbHOTEPE M [EPEHOC €ro Ha aHaslornyHsble
KoMrbrTEPLI. B paMKkax AaHHOro cueHapus cneayeT BbIMOSHUTD:

a) akcnopt/umMmnopt CKLU dannos;

6) namMeHeHne MeTkm amcka B CKL, nocne BbINOSHEHUSA Npoueaypbl MMMopTa
(nogpobHee 06 U3MeHeHMN METKM AUCKa cM. 3.14.5).

2. 3aMeHa KOHTposiiepa «Akkopa-AM/A3» B KoMrboTepe. B pamMkax faHHOro
cueHapus A0CTaTOYHO BbIMNOJIHUTL SKCMOPT HA MCXOAHOM KOHTposuiepe «AKKopa-
AMI3», a 3aTeM — UMMNOPT HA HOBOM.
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3. 3ameHa awucka/nepeycraHoBka OC Ha KomrboTepe. B paMkax [aHHOro
cueHapus 40CTaTOYHO U3MEHUTb MeTKy aAncka B CKL.

3.14.5. N3meHeHue MeTkMn aucka B cnucke KL ¢pannoB nocne
BbINOJIHEHUSA Npouyeaypbl MMNOpTa

[ns “3MeHeHUss MeTKM Agucka cnegyeTt Ha Bknaake «Pannbl» rnaBHOMO OKHa
cpenbl aAMUHUCTPUPOBaHUSA HaxaTb KHoMKy <[llepemectutb CKL c gncka Ha guck>
(pucyHoOK 26).

B nosaBuBwMMCA OKHe HeobxoaMMO yKasaTb MeTKy Aaucka ot [9BM ¢
yCTaHOB/IEHHbIM «AKKOpA-AMA3», ¢ KOTOpoh 6bls1 NPOM3BOAEH 3KCMOPT, U HaXaTb
KHOMKy <OK>.

Hanee cnepyeTr ykasaTb MeTKy Aucka oT [19BM, Ha koTopykw npousBeaeH
mmnopT CKL, n HaxaTb KHOMKy <OK>.

[anee cnepyeT HaxaTb KHOMKY <CoxpaHuTb> (Ha BepxHeW naHenun BKIAAKMU
«®annbl») M BbINOAHUTL nepe3arpy3ky [2BM (kHonka <Bbixog> Ha BepxHeWn
naHenn sBknagkn «®annbl», 3aTeM — KHoMNKa <[llepe3arpy3nTtb> B OKHE NMPUBETCTBUS
aAMMHUCTpaTopa).

3aTteMm, npu HeobxoaMMOCTH, cneayeT BbINOAHUTL nepecyeT KC ¢ coxpaHeHnem

n3MeHeHnn (kKHonkn <llepecumTtaTtb> N <COXpaHUTbL> Ha BEepXHEeW MaHenmn BKIALKMU
«Dannbi»).

3.15. ®dopMmaTtupoBaHue 6a3 faHHbIX KOHTpoOJI1Iepa

Mpoueaypa dopmMaTmpoBaHmsa 6a3 [AaHHbIX KOHTposnepa, Bbl3biBaemMas
KHonkon <®opmaTtuposaTb Bl> Ha Bknagke «ba3a AaHHbIX» F1AaBHOMO OKHa cpenbl
AaAMUHUCTPUPOBAHUSA, NO3BONSET aAMMHUCTpATOPY KoMnjaekca, obnapawowemy
npaBaMm Ha U3MEHEHMEe MNepCOHasibHbIX NapaMeTpoB MoJsib30BaTeNeN, OUYNCTUTL BCe
BHYTpeHHMe 6a3bl AaHHbIX 6e3 nepeBoAa KOHTPON/EPA B TEXHONOMMYECKUIN PEXUM,
T.e. NPOBECTU MNOBTOPHYK WHMUMANM3ALUIO KOHTpossiepa 6e3 BCKpbITMS Kopryca
KoMMbloTepa.

Mpu BbINOAHEHUN AAHHOW KOMaHAbl oymwaloTca 6asa nosb3oBaTenen, CNmMCKU
KOHTpO/IMpyeMbIX  06beKTOB, XXypHan  perucrpaumm  cobbiTUn.  YCTAHOBKM
cbpacbiBalOTCS B 3HAYEHME «MNO YMOYAHMUIO».

[JaHHasa dyHKUMA MOXET npuroanTbCss Npu  NpoMbliwiieHHoOn cbopke
KOMMNbIOTEPOB C npeayctaHoBsieHHon C3U mnu npu LeHTpannM30BaHHOW YCTaHOBKE
KoMniekca <«AKKopAa» C nocnefyrowen OTnpaBKOM KOMMbkTeEpa B dunmanbl B
pasHbiX pervoHax. [locne yCTaHOBKWM KOHTposiepa <«Akkopa-AM3» HYXHO
npoBepunTb paboToCnoCOBHOCTb KOMMbIOTEPA, @ A/ 3TOr0 HY>XHO 3aperncTpupoBaTb
naeHTMduUKaTop A8 ydeTHom 3anucu «IM.AQMUHUCTpATOp» W BBECTM Mapofb.
CneumannucTy, KOTOpbIA BbINOAHSET NPOBEPKY, NPUAETCS ANS KaXA0ro KoOMMnblTepa
perncTpupoBaTb OTAENbHbIM MAEHTUMUKATOP M NpUKNagbiBaTb K HEMY MNaMATKY C
3anMcaHHbIM MapofsieM, a MOXHO BbINOAHATb Perncrpaumito 0AHOro cobCTBEeHHOro
naeHTnduKaTopa, a nocne NpoBepkKn 3anyCTuTb Npouenypy o4mcTkun 6a3 AaHHbIX U3
MEHI0 aAMUHUCTpaTOopa.
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Takxxe gaHHas pyHKUMa 6yaeTr nose3Hon Npu nepegadvye KOMNbOTEpPA B Apyroe
nogpasaeneHue, rae ectb CobCTBeHHbIM agMuHUcTpatop bW 1 coBceM MHOM cocTaB
nonb3oBaTenen.

[ns BbINONHEHMS npoueaypbl dopMmaTupoBaHus 6asbl AaHHbLIX cregyeT Ha
Bknaake <«basza p[AaHHbIX» rNaBHOroO OKHa cpeibl aAMUMHUCTPUPOBAHUSA HaXaTb
KHoMKy <®opmatupoBaTb B> (pucyHok 38).

Mpu yTepe naeHTndUKaTopa aaAMMHUCTpaTopa WK NpU nepegade KoMMNbloTEpa
B Apyroe noapasaeneHune, rae ectb cobCTBeHHbIN agMUHUCTpaTop b n nHom cocras
nonb3oBaTenen, BMeCcTo npoueaypbl dopmaTupoBaHusa 6a3 AaHHbIX KOHTposnepa,
Bbl3blBaeMoOM KHonkon <®opmaTtupoBatb B>, cneayeTr BbINOAHATbL npoueaypy
annapaTHom o4ncTkm 6a3 gaHHbIX (NoapobHee cM. pasgen 4).

3.16.PernamMmeHTHbIE€ NPOBEPKM

B pabote «Akkopa-AMIA3» npenycMoTpeHa BO3MOXHOCTb BbIMOJIHEHUS
npoueayp cCaMoTeCTUPOBaHUA.

Ha Bknagke «PernameHTbl»  (pucyHok 40) rnaBHOro OKHa  cpeabl
AAMUHUCTPUPOBAHUA MOXHO BbIMOMHUTL Cleaylwme pernameHTHble MNpPOBEpKU B
paMKax CaMoTeCTMpoBaHUSA KoMmrsiekca «Akkopa-AMA3»:

e rpoBepka MM3NYECKOro reHepaTopa cny4damHbix yncen (Orcy);
e rnpoBepka uenoctHoctu MNO;

e MpoBepKa LesIOCTHOCTU AAaHHbIX;

e npoBepka 61O0KNPOBKM.
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Bhixon

PernaMeHTHbIE NPOBEPKM
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HacTtpoikm
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Ba3a paHHkIx

Pa

{Pernamente:

PucyHok 40 - PernamMeHTHblIE NPOBEpPKM

3.17.Bbixoa u3 cpeabl aAMUHUCTPUPOBaHUSA

Bbixoa n3 cpeabl aAMUHUCTPUPOBAHUSA BbINOSHAETCA MO HaXaTU KHOMKWU
<Bbixoa> B rnaBHOM MeHt. [locne 3TOro Ha 3KpaHe TnosABASAETCA 3anpoc
AanbHENWNX AENCTBUM aAMUHUCTpaTopa. AOMUHUCTPATOP MOXET BbibpaTb BapuaHT
3arpy3Ku nam nepesarpysnTb KOMMbLOTEP.
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4. AnnapaTtHasa ouyncTka 6a3 AaHHbIX

OyHKUMSA annapaTHOM O4YUCTKM 6a3 aaHHbIX Heobxoauma npu  yTepe
naeHTMduUKaTopa agMUHUCTpaATopa WM MNpu nepepade KoOMMbKOTepa B Apyroe
nogpasaeneHuve, rae ectb Cob6CTBEHHbIM aaMumHucTpatop bW mn wnHoM cocTas
nonb3oBaTenen.

Ons TOoro 4yrtobbl BbINOAHUTL ONEpaunto annapaTHOM OYUCTKM 6a3 AaHHbIX
KOHTpoNnnepa, Heobxoammo:

1)BbIKIIOUYMTD KOMMNBIOTEP W BbIHYTb MJI@Ty KOHTpoa/sepa W3 pa3bema
CUCTEMHOMN LUUHDbI.

2)epeBecTn KOHTpoOAep B TEXHOMOMMYECKUN pexum (noapobHee CM. MyHKT
«PexxnMbl AOoCTyna K annapaTHbIM pecypcaMm niaTbl KOHTposiepa» «PykoBoacTBa no
yCTaHOBKe» (11443195.4012.006 98/ 11443195.4012.038 98/
11443195.4012.054 98 / 37222406.26.20.40.140.079 98)).

3)BcTaBuTb NNaTy B KOMMbIOTEP.

4)3arpy3utb ¢ CD un 3anycTuTb nporpamMmy ipgx.exe (AaHHass nporpamMmma
HaxoanTca B KaTtasnore UTILS Ha CD, npunaraeMoMm K KOHTponnepy <«AKKopa-
AM3»).

5)BbIKNOYNTL  KOMMbKOTEP, BEPHYTb KOHTpo/s/siep B pabounn pexunm
(nogpobHee CcM. NYHKT <«PeXxuMbl [OCTyna K annapaTHbIM pecypcaM naaThl
KOHTpoONepa» «PykoBoacTea no yCTaHOBKe>» (11443195.4012.006 98/
11443195.4012.038 98/ 11443195.4012.054 98/ 37222406.26.20.40.140.079
98)).

6)YCTaHOBUTb KOHTPOJISIEp B KOMMbIOTEP.

BHUMAHME! Ecnun koHTponnep «Akkopa-AMA3» wucnosnb3yerca B
coctaBe koMmnnekca <«Akkopa NT/2000» v. 3.0, «Akkopa-Win32» wunu
«Akkopa-Win64>», nonb30BaTbCA (yHKUMEN OUUCTKU 6a3 AaHHbIX MOXKHO
TOJIbKO NOCJIE OTKJ/IOMEHUA MoHuTOpa 6e30macHOCTM B nporpaMmme
HaCTPOMKM KOMMeKkca!
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5. MporpaMmMHan aktuBaumsa/aeakrusaumsa C3UN HCA 6es
MeXaHUYeCKMUX onepaummn BCKPbITUA U YCTAHOBKU UUN
n3BJiIe4HEeHUSA KOMMOHEHTOB

BHUMAHME! [laHHbIXN NYHKT pacnpoCcTpaHseTcss TONIbKO Ha Moaenu <«AKKopa-
AMA3» TY 4012-038-11443195-2011 n TY 26.20.40.140-079-37222406-2019.

B cnyvae HeobxoaMMOCTU MOXHO BbIMOJIHUTb npoueaypbl
akTmBauuun/ageaktneaumm C3U HCL «Akkopa-AMA3» nporpaMMHbIM obpa3om, 6e3
BbIMOJIHEHUSA MEXaHWYECKUX ornepaumii BCKPbITUS U YCTaHOBKWU/U3BEYEHUS
KOMMNOHEHTOB.

Mpoueaypa JAeakTMBauMM KoOMMsiekca MoXeT O6biTb Bbi3BaHa YCTaHOBKOM
ranoykmn «[eaktmempoBatb AKkopa-AM3» B pasgene «[laHHble KOHPUrypaumm» Ha
Bknagke «HacTtponkm» (cM. n. 3.12.1). [aHHaa npoueaypa BbINOJHSAETCS
aAMMHUCTPATOPOM KOMMfekca, obnagarwowmM npaBaMm Ha WU3MEHEHMe HacTpoek
KoMmnnekca «Akkopa-AMA3» (cm. n. 3.3.4.7).

Mpoueaypa akKTMBaUWW KOMMJEKCa MOXET ObiTb Bbl3BaHa HaXaTUEM KHOMKU
<Ctrl> B npouecce ctapTa KoMmnbtoTepa. [anee, B oTBeT Ha 3anpoc «Press Ctrl-A to
activate...», cneagyet HaxaTb knasuwy <A>, 3aTeM (B OTBET Ha 3anpoc «Press any
key to reboot») - niobyto knaBmwy Ha knaBuaTtype. o HaxaTum nbon Knasmwmn
BbIMOJIHAETCS Nepe3arpy3ka KOMMNblTepa C yXe aKTUBHbIM KOMMIEKCOM «AKKOpA-
AM3».

72




11443195.4012.038 90

11443195.4012.054 90
37222406.26.20.40.140.079 90

6. 3arpy3ka c oTuy>xaaemMmbix Hocutenen Ha CBT c
yCTaHOBJIeHHbIM «AKkopa-AMA43»

BHUMAHME! [JaHHbIN NYHKT pacrnpoCcTpaHsaeTcs Ha KoHTponnepbl «Akkopa-AMA3»
cemencrea GX.

Mo ymonyanuio, C3MN HCO <«Akkopa-AMA3» obecneumBaeTr 6O10KMPOBKY
3arpy3ku CBT ¢ oTuyXaaeMblX HOCUTENEN.

OoHako ecnu MNONMTUKOW oOpraHmsaumm npeaycMoTpeHa HeobXoaAuMOCTb
3arpy3km C oTdyxgaemoro Hocutenss (B o0cobbix cny4yasax; Hanpumep, A0S
BbIMO/IHEHUS pe3epBHON Konmu xecTtkoro aucka CBT, yctaHoBkn OC, npoBepKu Ha
BMPYCbl UM T.n.), AaMuHucTpatopy (nonb3oBaTento, BXoasdweMmy B rpynny
«AOMWUHUCTPATOpPbI») MNpeaoCTaBfsSeTCa BO3MOXHOCTb 3arpy3km CO creumasnbHO
MOAroTOB/IEHHOIr0 OTYYXAAeMOro HoOCUTenNs.

[JaHHasa dYHKUMOHANBbHOCTb MO3BOMSIET 3arpyXaTb pa3/iMyHble ANCTPUOYTUBLI
obuwero n cneunanbHoOro HasHadyeHmsa (HanpuMmep, Ha 6ase OC GNU/Linux).

B pamMkax noarotoBKM HOCUTENs BbINOJHAETCA npoueaypa KonMpoBaHWA Ha
Hero Heobxoanmbix obpaszos MO 1 noaroToBka anna A9 BCTPOEHHOrO 3arpysymka.
MoapobHble cueHapun 3arpy3km CBT ¢ ycTaHOBMeHHbIM <«Akkopa-AMI3» co
cneumanbHO MNOArOTOBAEHHbIX CbEMHbIX HOCUTENnem npencrtassieHbl B [MpuMNoXeHUn
18 Kk HacTodwemy PykoBoACTBY.

BHUMAHME! B npouecce wtaTHoM paboTbl Ha CBT c ycTaHOBAEHHbIM «AKKOpA-
AM[3» He pekoMeHAYeTCA YyCTaHaB/iMBaTb B KayecTBe TMepBOro 3arpy3o4vyHoro
YCTPOMCTBA CbEMHbIN HOCUTENb, NOCKOSIbKY B 3aBUCMMOCTM OT Tmna CBT mn BIOS 370
MOXET MNpUBECTU K HEBO3MOXHOCTU 3arpy3km KOMMbiOTEPA KaK CO CbEMHOro
HocuTens (4to saBngeTcs dyHkumen 6e3onacHocTn <«Akkopa-AMA3»), Tak M C
XKeCTKOro AMcKa KoMnbloTepa.
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7. TexHn4yeckana noaaeprkka

B cnyuyae Heobxoammoctun KoHcynbTaumm 3A0 «OKB CAlP» npeanaraet 6e3
AOMONTHNTENbHOM oONnaTbl C NoHeaenbHuMKa no naATHuuy ¢ 10-00 go 18-00 (mo
MOCKOBCKOMY BpeMeHMn) obpalatbCs no tenedoHam:

+7 (495) 994-49-96

+7 (495) 994-49-97

+7 (926) 235-89-17

+7 (926) 762-17-72

WM No agpecy 3/eKTPOHHOM noyTkl help@okbsapr.ru.
Haw aapec B IHTepHeTe http://www.okbsapr.ru/.
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MpunoxeHue 1.
HaumeHoBaHue n pe3ynbTaT onepauun B CACTEMHOM XypHarne

Cob6biTHe

Pe3ynbTaTr

Jlor Co3naH

OK

Crapt Ceccum

OK

JlornH nonb3oBartend

TalMayT nageHtTndukaTopa

TamayT napons

HensBecTHbI naeHTUduUKaTop

HeBepHbIl Naponb

Monb3oBaTtenb 3a610KNPOBaH

BpeMeHHOe orpaHnyeHune as nosb3oBartens

MpoBepKa LLeNoCTHOCTM annapaTypbl

OK

Owmnbka LenocTHOCTU

MpoBepKa LesloCTHOCTN AUCKOB OK
Owmnbka LUEeNoCTHOCTH
MpoBepka uenocTtHocTn obbekToB OC OK
Ownbka LUEeNoCTHOCTH
MpoBepKa LesoCTHOCTUN peecTpa OK
Owmnbka LUEeNoCTHOCTH
Bba3a gaHHbIX Mycta OK OK
M3MeHeH naposb Nosib3oBaTtend OK
Co3paH HOBbIW NONb30BaTENb OK
YaaneH nonb3oBartesib OK
MN3MeHeHbl aTpnbyThbl Moab3oBaTens OK
Co3gaHa HoBag rpynna OK
YpaneHa rpynna OK
MoandunumpoBaHbl aTpnbyThl OK
MmnopT 6a3bl AaHHbIX OK
3kcnopT 6a3bl AaHHbIX OK
Moandukaumnsa CKL Anckos OK
Moaundukauma CKLL AnnapaTtypbl OK
Moandukaumsa CKL obbekToB OC OK

HeunssecTHas owunbka

HeunssectHas Owmnbka
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MpunoxeHue 2.

CoueTaHua Knasuw, NnpuMeHsieMble Ans padboTbl B cpeae
agMuUHUcTpupoBaHusa «Akkopa-AMO3»

CouyeTaHue KJ1aBMLU

Onucanue dyHKLMOHANIbHOCTH

NMosicHeHus

Fn, roe n - HoMep Knasmwm

AkTnBaumsa kHonkn N Ha naHenm
WHCTPYMEHTOB (BEPXHAS NaHesb
rnaBHOroO OKHa cpeasbl
aAMUHUCTpMpoBaHus). CueT cnesa
Hanpaso

Alt+n, roe n - HoMep
KNaBuLLn

Mepexoa B NYHKT HOMEP N MeHHo
Bbl6opa 06bekTOB
aaMUHUCTpUpOBaHUS (neeas
BepTUKanbHas NaHesb rMaBHOro
OKHa cpeabl aAMUHUCTPUPOBAHUSA).
CyeT cBepXxy BHU3

Ctrl+Alt+Del lMepe3arpyska
Ctrl+I JocTynHo B MeHI0
Alt+I Job6aBuTb Nonb3oBaTens «[lonb3oBaTtenn»
Insert
Ctrl+D OCTYMHO B MEHIO
Alt+D YpanuTb nonb3oBaTtens fﬂonybsoBaTenM»
Escape Bbixoa 13 TeKyLlero sfieMeHTa
aAMNHUCTPUPOBAHNS
Ctrl+Enter CMeHa napons nonb3oBarens Bo BpeMs ayTeHTUdDUKaunm
Tonbko B cnyyae
Ctrl+L BbI30B OKHa CMeHbI A3blKa vicnorib3oBatiA Npor pamMMHBIX
cpencts «Akkopa-AMA3» ¢
BO3MOXHOCTbIO BblbOpa si3blKa
Delete Ypganutb dann n3 CKL JocTynHo B MeHo «®ansbl»
O6HoBUTL CKL, 06opyaoBaHus JocTynHo B MeHI0
Alt+Shift+U O6HoBUTL CKL dainos «06opynoBaHue», «Dannbi» n
O6HoBuTb CKLI AnckoB «[NCKN» COOTBETCTBEHHO
Tab MepeknoyeHue Mexay 3neMeHTaMm
nHTepdelica
space AKTMBaUMS rpadmyeckoro obbekTa
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MpunoxeHue 3.

Cnucok ¢pannoB OC Windows XP, pekomeHAyeMbIX AN KOHTpoOnA
LLeSIOCTHOCTM Ha annapaTHOM ypOBHe (C NoMoLW b BCTpoeHHoro MO

«Akkopa-AM[A3»)

Cnucok dannos OC Windows XP x32, peKOMeHAOBaHHbIN K KOHTPOJIO Ha

annapaTHOM ypoBHe.

\NTLDR

\NTDETECT.COM

\BOOT.INI

\Windows\System32\CSRSS.EXE

\Windows\System32\HAL.DLL

\Windows\System32\KERNEL32.DLL

\Windows\System32\LSASRV.DLL

\Windows\System32\LSASS.EXE

\Windows\System32\NTDLL.DLL

\Windows\System32\NTOSKRNL.EXE

\Windows\System32\PSAPI.DLL

\Windows\System32\REGAPI.DLL

\Windows\System32\RUNDLL32.EXE

\Windows\System32\SECUR32.DLL

\Windows\System32\SERVICES.EXE

\Windows\System32\SMSS.EXE

\Windows\System32\CTFMON.EXE

\Windows\System32\SVCHOST.EXE

\Windows\System32\USERINIT.EXE

\Windows\System32\USER32.DLL

\Windows\System32\WINLOGON.EXE

Cnucok d¢dannos OC Windows XP x64, peKOMeHAOBaHHbIN K KOHTPOJIO Ha

annapaTHOM ypoOBHe.

\NTLDR

\NTDETECT.COM

\BOOT.INI

\WINDOWS\SYSTEM32\CSRSS.EXE

\WINDOWS\SYSTEM32\HAL.DLL

\WINDOWS\SYSTEM32\KERNEL32.DLL

\WINDOWS\SYSTEM32\LSASRV.DLL

\WINDOWS\SYSTEM32\LSASS.EXE

\WINDOWS\SYSTEM32\NTDLL.DLL

\WINDOWS\SYSTEM32\NTOSKRNL.EXE

\WINDOWS\SYSTEM32\PSAPI.DLL

\WINDOWS\SYSTEM32\REGAPI.DLL

\WINDOWS\SYSTEM32\RUNDLL32.EXE

\WINDOWS\SYSTEM32\SECUR32.DLL

\WINDOWS\SYSTEM32\SERVICES.EXE

\WINDOWS\SYSTEM32\SMSS.EXE

\WINDOWS\SYSTEM32\CTFMON.EXE

\WINDOWS\SYSTEM32\SVCHOST.EXE

\WINDOWS\SYSTEM32\USERINIT.EXE

\WINDOWS\SYSTEM32\USER32.DLL

\WINDOWS\SYSTEM32\WINLOGON.EXE
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MpunoxeHue 4.

Cnucok ¢pannoB OC Windows 7, pekomeHAYyeMbIX ANt KOHTPONA
LLesIOCTHOCTM Ha annapaTHOM ypOBHe (C noMoLbio BCTpoeHHoro MO

«Akkopa-AM[A3»)

Cnucok dannoe OC Windows 7 x32, peKOMeHAOBaHHbI K KOHTPOJSO Ha

annapaTHOM ypoOBHe.

\Windows\Explorer.EXE

\Windows\system32\audidog.exe

\Windows\system32\autochk.exe

\Windows\System32\comcti32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DIIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\blbdrive.sys

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dll
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\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\hkcmd.exe

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\system32\Isass.exe

\Windows\system32\Ism.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntkrnlpa.exe

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhost.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

\Windows\System32\xbootmgr.exe

<JMCK c KaTtanorom Boot>\Boot\memtest.exe

Cnucok dannoe OC Windows 7 x64,
annapaTHOM ypOBHEe.

PEKOMEHAOBAHHbIN K KOHTPO/IO Ha

\Windows\Explorer.EXE

\Windows\System32\audiodg.exe

\Windows\System32\autochk.exe

\Windows\System32\consent.exe

\Windows\System32\csrsrv.dll

\Windows\System32\csrss.exe

\Windows\System32\dllhost.exe

\Windows\System32\drivers\ACPI.sys

\Windows\System32\drivers\afd.sys

\Windows\System32\drivers\atapi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\blbdrive.sys

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\i8042prt.sys
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\Windows\System32\drivers\intelppm.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\mpsdrv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\netbt.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\Ntfs.sys

\Windows\System32\drivers\nwifi.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\Rt64win7.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\drivers\wdmaud.drv

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\hkcmd.exe

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\System32\lsass.exe

\Windows\System32\lsm.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhost.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<JMCK c KaTtanorom Boot>\Boot\memtest.exe
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MpunoxeHue 5.

Cnucok c¢pannoB OC Windows 8.1 u3, pekomeHayeMbIX A4S KOHTpPONs
LLeNNOCTHOCTM Ha annapaTHOM YpPOBHe (C NnoMoLbi BCTpoeHHoro MO

«Akkopa-AM[A3»)

Cnucok dannos OC Windows 8.1 u3 x32, peKoOMeHAO0BaHHbIM K KOHTPOK Ha

annapaTHOM ypoOBHe.

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\comcti32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DIIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dll
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\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\system32\Isass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhost.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<JMCK c KaTtanorom Boot>\Boot\memtest.exe

Cnuncok dannos OC Windows 8.1 u3 x64, pekoOMeHAOBaHHbIM K KOHTPO/O Ha

annapaTHOM ypoOBHe.

\Windows\explorer.exe

\Windows\System32\audiodg.exe

\Windows\System32\autochk.exe

\Windows\System32\consent.exe

\Windows\System32\csrsrv.dll

\Windows\System32\csrss.exe

\Windows\System32\dllhost.exe

\Windows\System32\wdmaud.drv

\Windows\System32\drivers\ACPI.sys

\Windows\System32\drivers\afd.sys

\Windows\System32\drivers\atapi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\i8042prt.sys

\Windows\System32\drivers\intelppm.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\mpsdrv.sys

\Windows\System32\drivers\msrpc.sys
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\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\netbt.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\Ntfs.sys

\Windows\System32\drivers\nwifi.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\System32\lsass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhost.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<JMCK c KaTtanorom Boot>\Boot\memtest.exe
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MpunoxeHue 6.

Cnucok ¢pannos OC Windows 10, pekomeHAyeMbIX AN KOHTPONSA
LLesIOCTHOCTM Ha annapaTHOM ypOBHe (C NoMoLbio BCTpoeHHoro MO

«Akkopa-AM[A3»)

Cnucok dannos OC Windows 10 x32, peKOMeHAOBaHHbIN K KOHTPOK Ha

annapaTHOM ypoOBHe.

\Windows\explorer.exe

\Windows\system32\audiodg.exe

\Windows\system32\autochk.exe

\Windows\System32\comcti32.dll

\Windows\System32\csrsrv.dll

\Windows\system32\csrss.exe

\Windows\system32\DIIHost.exe

\Windows\System32\drivers\acpi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\disk.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\npfs.sys

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\ntfs.sys

\Windows\System32\drivers\pacer.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\system32\Dwm.exe

\Windows\System32\dwmcore.dll
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\Windows\System32\gdi32.dll

\Windows\System32\halmacpi.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\system32\Isass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\rundll32.exe

\Windows\system32\SearchIndexer.exe

\Windows\system32\SearchProtocolHost.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\system32\svchost.exe

\Windows\system32\taskhostw.exe

\Windows\System32\user32.dll

\Windows\system32\userinit.exe

\Windows\System32\win32k.sys

\Windows\system32\wininit.exe

\Windows\system32\winlogon.exe

<JMCK c KaTtanorom Boot>\Boot\memtest.exe

Cnucok dannos OC Windows 10 x64,

annapaTHOM ypOBHe.

PEKOMEHAOBAHHbIN K KOHTPO/IO Ha

\Windows\explorer.exe

\Windows\System32\audiodg.exe

\Windows\System32\autochk.exe

\Windows\System32\consent.exe

\Windows\System32\csrsrv.dll

\Windows\System32\csrss.exe

\Windows\System32\dllhost.exe

\Windows\System32\wdmaud.drv

\Windows\System32\drivers\ACPI.sys

\Windows\System32\drivers\afd.sys

\Windows\System32\drivers\atapi.sys

\Windows\System32\drivers\ataport.SYS

\Windows\System32\drivers\bowser.sys

\Windows\System32\drivers\CLASSPNP.SYS

\Windows\System32\drivers\CLFS.SYS

\Windows\System32\drivers\cng.sys

\Windows\System32\drivers\csc.sys

\Windows\System32\drivers\dxgkrnl.sys

\Windows\System32\drivers\dxgmms1.sys

\Windows\System32\drivers\fileinfo.sys

\Windows\System32\drivers\fltmgr.sys

\Windows\System32\drivers\fvevol.sys

\Windows\System32\drivers\hdaudbus.sys

\Windows\System32\drivers\http.sys

\Windows\System32\drivers\i8042prt.sys

\Windows\System32\drivers\intelppm.sys

\Windows\System32\drivers\luafv.sys

\Windows\System32\drivers\mpsdrv.sys

\Windows\System32\drivers\msrpc.sys

\Windows\System32\drivers\ndis.sys
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\Windows\System32\drivers\netbt.sys

\Windows\System32\drivers\NETIO.SYS

\Windows\System32\drivers\nsiproxy.sys

\Windows\System32\drivers\Ntfs.sys

\Windows\System32\drivers\nwifi.sys

\Windows\System32\drivers\partmgr.sys

\Windows\System32\drivers\pciide.sys

\Windows\System32\drivers\PCIIDEX.SYS

\Windows\System32\drivers\raspptp.sys

\Windows\System32\drivers\rdbss.sys

\Windows\System32\drivers\rdyboost.sys

\Windows\System32\drivers\serenum.sys

\Windows\System32\drivers\serial.sys

\Windows\System32\drivers\srv.sys

\Windows\System32\drivers\srv2.sys

\Windows\System32\drivers\tcpip.sys

\Windows\System32\drivers\tdi.sys

\Windows\System32\drivers\usbehci.sys

\Windows\System32\drivers\usbport.sys

\Windows\System32\drivers\volmgr.sys

\Windows\System32\drivers\volsnap.sys

\Windows\System32\drivers\vwififlt.sys

\Windows\System32\drivers\watchdog.sys

\Windows\System32\drivers\Wdf01000.sys

\Windows\System32\dwm.exe

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dIl

\Windows\System32\LogonUI.exe

\Windows\System32\lsasrv.dll

\Windows\System32\lsass.exe

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\SearchIndexer.exe

\Windows\System32\services.exe

\Windows\System32\smss.exe

\Windows\System32\spoolsv.exe

\Windows\System32\svchost.exe

\Windows\System32\taskhostw.exe

\Windows\System32\user32.dll

\Windows\System32\userinit.exe

\Windows\System32\win32k.sys

\Windows\System32\wininit.exe

\Windows\System32\winlogon.exe

<JMCK c KaTtanorom Boot>\Boot\memtest.exe
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MpunoxeHue 7.

Cnucok ¢annos OC Windows Server 2008 R2, pekomeHayeMbIX Ans
KOHTPOSA LeNOCTHOCTU Ha annapaTtHOM ypOBHe (C MOMOLLbIO
BcTpoeHHoro MO «Akkopa-AMO3»)

®annbl OC, UeNoCTHOCTb KOTOpPbIX pPEeKOMeHAYyeTCs KOHTpo/nMpoBaTb C
MOMOLLbIO anrnapaTHOro KoHTposuiepa «Akkopa-AMA3»:

\Windows\explorer.exe

\Windows\System32\CLFS.SYS

\Windows\System32\csrsrv.dll

\Windows\System32\gdi32.dll

\Windows\System32\hal.dll

\Windows\System32\kernel32.dll

\Windows\System32\KernelBase.dll

\Windows\System32\Isasrv.dll

\Windows\System32\ntdIl.dll

\Windows\System32\ntoskrnl.exe

\Windows\System32\services.exe

\Windows\System32\user32.dll

\Windows\System32\vmms.exe

\Windows\System32\wdmaud.drv

\Windows\System32\win32k.sys

\Windows\System32\Drivers\ACPI.sys

\Windows\System32\Drivers\ataport.SYS

\Windows\System32\Drivers\cdrom.sys

\Windows\System32\Drivers\CLASSPNP.SYS

\Windows\System32\Drivers\cng.sys

\Windows\System32\Drivers\disk.sys

\Windows\System32\Drivers\dxgkrnl.sys

\Windows\System32\Drivers\dxgmms1.sys

\Windows\System32\Drivers\fileinfo.sys

\Windows\System32\Drivers\fltmgr.sys

\Windows\System32\Drivers\HDAudBus.sys

\Windows\System32\Drivers\HIDCLASS.SYS

\Windows\System32\Drivers\HIDPARSE.SYS

\Windows\System32\Drivers\HTTP.sys

\Windows\System32\Drivers\hvboot.sys

\Windows\System32\Drivers\i8042prt.sys

\Windows\System32\Drivers\igdkmd64.sys

\Windows\System32\Drivers\intelppm.sys

\Windows\System32\Drivers\iusb3hub.sys

\Windows\System32\Drivers\luafv.sys

\Windows\System32\Drivers\mouclass.sys

\Windows\System32\Drivers\mouhid.sys

\Windows\System32\Drivers\mountmgr.sys

\Windows\System32\Drivers\msahci.sys

\Windows\System32\Drivers\msrpc.sys

\Windows\System32\Drivers\NDIS.SYS

\Windows\System32\Drivers\NETIO.SYS

\Windows\System32\Drivers\Npfs.SYS

\Windows\System32\Drivers\nsiproxy.sys

\Windows\System32\Drivers\Ntfs.sys
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\Windows\System32\Drivers\partmgr.sys

\Windows\System32\Drivers\PCIIDEX.SYS

\Windows\System32\Drivers\portcls.sys

\Windows\System32\Drivers\rdbss.sys

\Windows\System32\Drivers\spsys.sys

\Windows\System32\Drivers\storport.sys

\Windows\System32\Drivers\tcpip.sys

\Windows\System32\Drivers\usbehci.sys

\Windows\System32\Drivers\usbhub.sys

\Windows\System32\Drivers\USBPORT.SYS

\Windows\System32\Drivers\volmgr.sys

\Windows\System32\Drivers\volsnap.sys

\Windows\System32\Drivers\watchdog.sys

\Windows\System32\Drivers\Wdf01000.sys

\Windows\System32\Drivers\wfplwf.sys
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MpunoxeHue 8.

Cnucok ¢annos OC Windows Server 2012 R2, pekomeHayeMbIX Ans
KOHTPOSA LeNOCTHOCTU Ha annapaTHOM ypoBHe (C NoMoLbio

BcTpoeHHoro N0 «Akkopa-AM[O3»)

Cnucok ¢annos OC Windows Server 2012 R2, pekoMeHAYEMbIX A1 KOHTPOS
LLe/IOCTHOCTM Ha annapaTHOM YypoBHe (C noMouwbi BCTpoeHHoro MO «Akkopa-

AMI3>»).

\Windows\explorer.exe

\Windows\system.ini

\Windows\win.ini

\Windows\system32\alg.exe

\Windows\system32\autochk.exe

\Windows\system32\CLFS.SYS

\Windows\system32\cmd.exe

\Windows\system32\csrss.exe

\Windows\system32\dllhost.exe

\Windows\system32\drivers\1394ohci.sys

\Windows\system32\drivers\3ware.sys

\Windows\system32\drivers\ACPI.sys

\Windows\system32\drivers\acpiex.sys

\Windows\system32\drivers\acpipagr.sys

\Windows\system32\drivers\acpipmi.sys

\Windows\system32\drivers\acpitime.sys

\Windows\system32\drivers\adp80xx.sys

\Windows\system32\drivers\afd.sys

\Windows\system32\drivers\agilevpn.sys

\Windows\system32\drivers\AGP440.sys

\Windows\system32\drivers\ahcache.sys

\Windows\system32\drivers\amdk8.sys

\Windows\system32\drivers\amdppm.sys

\Windows\system32\drivers\amdsata.sys

\Windows\system32\drivers\amdsbs.sys

\Windows\system32\drivers\amdxata.sys

\Windows\system32\drivers\appid.sys

\Windows\system32\drivers\arcsas.sys

\Windows\system32\drivers\asyncmac.sys

\Windows\system32\drivers\atapi.sys

\Windows\system32\drivers\BasicDisplay.sys

\Windows\system32\drivers\BasicRender.sys

\Windows\system32\drivers\beep.sys

\Windows\system32\drivers\bfadfcoei.sys

\Windows\system32\drivers\bfadi.sys

\Windows\system32\drivers\bowser.sys

\Windows\system32\drivers\bowser.sys

\Windows\system32\drivers\bridge.sys

\Windows\system32\drivers\bxfcoe.sys

\Windows\system32\drivers\bxois.sys

\Windows\system32\drivers\bxvbda.sys

\Windows\system32\drivers\cdfs.sys

\Windows\system32\drivers\cdrom.sys

\Windows\system32\drivers\cht4vx64.sys
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\Windows\system32\drivers\CmBatt.sys

\Windows\system32\drivers\cng.sys

\Windows\system32\drivers\CompositeBus.sys

\Windows\system32\drivers\condrv.sys

\Windows\system32\drivers\dfsc.sys

\Windows\system32\drivers\disk.sys

\Windows\system32\drivers\dmvsc.sys

\Windows\system32\drivers\dxgkrnl.sys

\Windows\system32\drivers\E1G6032E.sys

\Windows\system32\drivers\elxfcoe.sys

\Windows\system32\drivers\elxstor.sys

\Windows\system32\drivers\errdev.sys

\Windows\system32\drivers\evbda.sys

\Windows\system32\drivers\exfat.sys

\Windows\system32\drivers\fastfat.sys

\Windows\system32\drivers\fcvsc.sys

\Windows\system32\drivers\fdc.sys

\Windows\system32\drivers\fileinfo.sys

\Windows\system32\drivers\filetrace.sys

\Windows\system32\drivers\flpydisk.sys

\Windows\system32\drivers\fltmgr.sys

\Windows\system32\drivers\Fs_Rec.sys

\Windows\system32\drivers\fsdepends.sys

\Windows\system32\drivers\fxppm.sys

\Windows\system32\drivers\GAGP30KX.SYS

\Windows\system32\drivers\hdaudbus.sys

\Windows\system32\drivers\hidbatt.sys

\Windows\system32\drivers\hidusb.sys

\Windows\system32\drivers\HpSAMD.sys

\Windows\system32\drivers\http.sys

\Windows\system32\drivers\hwpolicy.sys

\Windows\system32\drivers\hyperkbd.sys

\Windows\system32\drivers\HyperVideo.sys

\Windows\system32\drivers\i8042prt.sys

\Windows\system32\drivers\iaStorAV.sys

\Windows\system32\drivers\iaStorV.sys

\Windows\system32\drivers\ibbus.sys

\Windows\system32\drivers\intelide.sys

\Windows\system32\drivers\intelppm.sys

\Windows\system32\drivers\ipfltdrv.sys

\Windows\system32\drivers\IPMIDrv.sys

\Windows\system32\drivers\ipnat.sys

\Windows\system32\drivers\isapnp.sys

\Windows\system32\drivers\kbdclass.sys

\Windows\system32\drivers\kbdhid.sys

\Windows\system32\drivers\kdnic.sys

\Windows\system32\drivers\ksecdd.sys

\Windows\system32\drivers\ksecpkg.sys

\Windows\system32\drivers\ksthunk.sys

\Windows\system32\drivers\lltdio.sys

\Windows\system32\drivers\Isi_sas.sys

\Windows\system32\drivers\lIsi_sas2.sys

\Windows\system32\drivers\lIsi_sas3.sys

\Windows\system32\drivers\Isi_sss.sys

\Windows\system32\drivers\luafv.sys
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\Windows\system32\drivers\megasas.sys

\Windows\system32\drivers\megasr.sys

\Windows\system32\drivers\mIx4_bus.sys

\Windows\system32\drivers\modem.sys

\Windows\system32\drivers\monitor.sys

\Windows\system32\drivers\mouclass.sys

\Windows\system32\drivers\mouhid.sys

\Windows\system32\drivers\mountmgr.sys

\Windows\system32\drivers\mpsdrv.sys

\Windows\system32\drivers\mrxsmb.sys

\Windows\system32\drivers\mrxsmb10.sys

\Windows\system32\drivers\mrxsmb20.sys

\Windows\system32\drivers\msfs.sys

\Windows\system32\drivers\msgpioclx.sys

\Windows\system32\drivers\mshidkmdf.sys

\Windows\system32\drivers\mshidumdf.sys

\Windows\system32\drivers\msisadrv.sys

\Windows\system32\drivers\msiscsi.sys

\Windows\system32\drivers\mskssrv.sys

\Windows\system32\drivers\MsLbfoProvider.sys

\Windows\system32\drivers\mspclock.sys

\Windows\system32\drivers\mspgm.sys

\Windows\system32\drivers\msrpc.sys

\Windows\system32\drivers\mssmbios.sys

\Windows\system32\drivers\mstee.sys

\Windows\system32\drivers\MTConfig.sys

\Windows\system32\drivers\mup.sys

\Windows\system32\drivers\mvumis.sys

\Windows\system32\drivers\ndfltr.sys

\Windows\system32\drivers\NDIS.SYS

\Windows\system32\drivers\ndiscap.sys

\Windows\system32\drivers\NdisImPlatform.sys

\Windows\system32\drivers\ndistapi.sys

\Windows\system32\drivers\ndisuio.sys

\Windows\system32\drivers\NdisVirtualBus.sys

\Windows\system32\drivers\ndiswan.sys

\Windows\system32\drivers\ndproxy.sys

\Windows\system32\drivers\netbios.sys

\Windows\system32\drivers\netbt.sys

\Windows\system32\drivers\netvsc63.sys

\Windows\system32\drivers\npfs.sys

\Windows\system32\drivers\npsvctrig.sys

\Windows\system32\drivers\nsiproxy.sys

\Windows\system32\drivers\Ntfs.sys

\Windows\system32\drivers\null.sys

\Windows\system32\drivers\NV_AGP.SYS

\Windows\system32\drivers\nvraid.sys

\Windows\system32\drivers\nvstor.sys

\Windows\system32\drivers\pacer.sys

\Windows\system32\drivers\parport.sys

\Windows\system32\drivers\partmgr.sys

\Windows\system32\drivers\pci.sys

\Windows\system32\drivers\pciide.sys

\Windows\system32\drivers\pcmcia.sys

\Windows\system32\drivers\pcw.sys
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\Windows\system32\drivers\pdc.sys

\Windows\system32\drivers\PEAuth.sys

\Windows\system32\drivers\processr.sys

\Windows\system32\drivers\qgl2300i.sys

\Windows\system32\drivers\gl40xx2i.sys

\Windows\system32\drivers\glfcoei.sys

\Windows\system32\drivers\rasacd.sys

\Windows\system32\drivers\rasl2tp.sys

\Windows\system32\drivers\raspppoe.sys

\Windows\system32\drivers\raspptp.sys

\Windows\system32\drivers\rassstp.sys

\Windows\system32\drivers\rdbss.sys

\Windows\system32\drivers\rdpbus.sys

\Windows\system32\drivers\rdpdr.sys

\Windows\system32\drivers\rdpvideominiport.sys

\Windows\system32\drivers\refs.sys

\Windows\system32\drivers\rspndr.sys

\Windows\system32\drivers\sacdrv.sys

\Windows\system32\drivers\sbp2port.sys

\Windows\system32\drivers\scfilter.sys

\Windows\system32\drivers\sdbus.sys

\Windows\system32\drivers\sdstor.sys

\Windows\system32\drivers\secdrv.sys

\Windows\system32\drivers\SerCx.sys

\Windows\system32\drivers\SerCx2.sys

\Windows\system32\drivers\serenum.sys

\Windows\system32\drivers\serial.sys

\Windows\system32\drivers\sermouse.sys

\Windows\system32\drivers\sfloppy.sys

\Windows\system32\drivers\sisraid2.sys

\Windows\system32\drivers\sisraid4.sys

\Windows\system32\drivers\smbdirect.sys

\Windows\system32\drivers\spaceport.sys

\Windows\system32\drivers\SpbCx.sys

\Windows\system32\drivers\srv.sys

\Windows\system32\drivers\srv2.sys

\Windows\system32\drivers\srvnet.sys

\Windows\system32\drivers\stexstor.sys

\Windows\system32\drivers\storahci.sys

\Windows\system32\drivers\stornvme.sys

\Windows\system32\drivers\storvsc.sys

\Windows\system32\drivers\storvsp.sys

\Windows\system32\drivers\swenum.sys

\Windows\system32\drivers\tcpip.sys

\Windows\system32\drivers\tcpipreg.sys

\Windows\system32\drivers\tdx.sys

\Windows\system32\drivers\terminpt.sys

\Windows\system32\drivers\tpm.sys

\Windows\system32\drivers\TsUsbFlt.sys

\Windows\system32\drivers\TsUsbGD.sys

\Windows\system32\drivers\tsusbhub.sys

\Windows\system32\drivers\tunnel.sys

\Windows\system32\drivers\UAGP35.5YS

\Windows\system32\drivers\uaspstor.sys

\Windows\system32\drivers\UCX01000.SYS
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\Windows\system32\drivers\udfs.sys

\Windows\system32\drivers\uefi.sys

\Windows\system32\drivers\ULIAGPKX.SYS

\Windows\system32\drivers\umbus.sys

\Windows\system32\drivers\umpass.sys

\Windows\system32\drivers\usbccgp.sys

\Windows\system32\drivers\usbehci.sys

\Windows\system32\drivers\usbhub.sys

\Windows\system32\drivers\USBHUB3.SYS

\Windows\system32\drivers\usbohci.sys

\Windows\system32\drivers\usbprint.sys

\Windows\system32\drivers\USBSTOR.SYS

\Windows\system32\drivers\usbuhci.sys

\Windows\system32\drivers\USBXHCI.SYS

\Windows\system32\drivers\vdrvroot.sys

\Windows\system32\drivers\VerifierExt.sys

\Windows\system32\drivers\vhdmp.sys

\Windows\system32\drivers\viaide.sys

\Windows\system32\drivers\Vid.sys

\Windows\system32\drivers\volmgr.sys

\Windows\system32\drivers\volmgrx.sys

\Windows\system32\drivers\volsnap.sys

\Windows\system32\drivers\vpci.sys

\Windows\system32\drivers\vpcivsp.sys

\Windows\system32\drivers\vsmraid.sys

\Windows\system32\drivers\VSTXRAID.SYS

\Windows\system32\drivers\wacompen.sys

\Windows\system32\drivers\Wdf01000.sys

\Windows\system32\drivers\wfplwfs.sys

\Windows\system32\drivers\wimmount.sys

\Windows\system32\drivers\winmad.sys

\Windows\system32\drivers\winnat.sys

\Windows\system32\drivers\winverbs.sys

\Windows\system32\drivers\wmiacpi.sys

\Windows\system32\drivers\ws2ifsl.sys

\Windows\system32\drivers\wtimdrv.sys

\Windows\system32\drivers\WUDFPf.sys

\Windows\system32\ieetwcollector.exe

\Windows\system32\Locator.exe

\Windows\system32\LogonUI.exe

\Windows\system32\lsass.exe

\Windows\system32\mmc.exe

\Windows\system32\msdtc.exe

\Windows\system32\msiexec.exe

\Windows\system32\ntoskrnl.exe

\Windows\system32\rsopprov.exe

\Windows\system32\rundll32.exe

\Windows\system32\smss.exe

\Windows\system32\snmptrap.exe

\Windows\system32\spoolsv.exe

\Windows\system32\sppsvc.exe

\Windows\system32\svchost.exe

\Windows\system32\Taskmgr.exe

\Windows\system32\TieringEngineService.exe
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\Windows\system32\UIODetect.exe

\Windows\system32\userinit.exe

\Windows\system32\vds.exe

\Windows\system32\VSSVC.exe

\Windows\system32\wbem\WmiApSrv.exe

\Windows\system32\win32k.sys

\Windows\system32\winload.exe

\Windows\system32\winlogon.exe

\Windows\system32\winresume.exe

\Windows\system32\winspool.drv
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MpunoxeHue 9.

Cnucok c¢annoB CMO «MA LLUUNKA» gna OC Windows,
pekoMmeHAyeMbIX A1 KOHTPONSA LeNIOCTHOCTM Ha annapaTHOM YpPOBHe
(c nomowbto BcTpoeHHoro MO «Akkopa-AM[O3»)

Cnuncok dannos CMNO «MU WUNKA» ana 32x 6utHbix OC Windows,
peKOMeHAYEeMbIX AN KOHTPONS LENOCTHOCTU Ha annapaTHOM ypoBHe (C NMOMOLLbIO
BCTpoeHHoro MO «Akkopa-AM3»).

| \WINDOWS\SYSTEM32\0SCIAPL.dII

Cnuncok dannos CMNO «MU WUNKA» agna 64x 6utHbix OC Windows,
peKOMeHAYEeMbIX AN KOHTPOAS LEeSIOCTHOCTM Ha annapaTHOM ypOBHE Mpu yCTaHOBKE
komnnekca C3N HCA «AKKOP - Win64».

\WINDOWS\SYSTEM32\OSCIAPI.dII
\WINDOWS\SYSTEM32\syswow64\OSCIAPI.dI|
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MpunoxeHue 10.
CtaHgapTHbIX WabnoH icl_WindowsXPx32.xml

Cnuncok danmnoe OC Windows XP x32 4ns KOHTPOASA LENOCTHOCTM Ha

annapaTHOM ypOBHe.

NTLDR

NTDETCT.COM

BOOT.INI

WINDOWS/SYSTEM32/ACGINA.DLL

WINDOWS/SYSTEM32/ACRUNNT.EXE

WINDOWS/SYSTEM32/AZIAHLP.DLL

WINDOWS/SYSTEM32/CSRSS.EXE

WINDOWS/SYSTEM32/HAL.DLL

WINDOWS/SYSTEM32/KERNEL32.DLL

WINDOWS/SYSTEM32/LSASRV.DLL

WINDOWS/SYSTEM32/LSASS.EXE

WINDOWS/SYSTEM32/NTDLL.DLL

WINDOWS/SYSTEM32/NTOSKRNL.EXE

WINDOWS/SYSTEM32/PSAPI.DLL

WINDOWS/SYSTEM32/REGAPI.DLL

WINDOWS/SYSTEM32/RUNDLL32.DLL

WINDOWS/SYSTEM32/SECUR32.DLL

WINDOWS/SYSTEM32/SERVICES.EXE

WINDOWS/SYSTEM32/SMSS.EXE

WINDOWS/SYSTEM32/CTFMON.EXE

WINDOWS/SYSTEM32/SVCHOST.EXE

WINDOWS/SYSTEM32/TMATTACH.DLL

WINDOWS/SYSTEM32/TMDRV32.DLL

WINDOWS/SYSTEM32/USERINIT.EXE

WINDOWS/SYSTEM32/USER32.DLL

WINDOWS/SYSTEM32/WINLOGON.EXE
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MpunoxeHue 11.
CtaHpapTHbIX WabnoH icl_WindowsXPx64.xml

Cnucok dannos OC Windows XP x64 pans KOHTpOAs LUENOCTHOCTM Ha

annapaTHOM ypOBHe.

NTLDR

NTDETCT.COM

BOOT.INI

WINDOWS/SYSTEM32/ACGINA.DLL

WINDOWS/SYSTEM32/ACRUNNT.EXE

WINDOWS/SYSTEM32/AZIAHLP.DLL

WINDOWS/SYSTEM32/CSRSS.EXE

WINDOWS/SYSTEM32/HAL.DLL

WINDOWS/SYSTEM32/KERNEL32.DLL

WINDOWS/SYSTEM32/LSASRV.DLL

WINDOWS/SYSTEM32/LSASS.EXE

WINDOWS/SYSTEM32/NTDLL.DLL

WINDOWS/SYSTEM32/NTOSKRNL.EXE

WINDOWS/SYSTEM32/PSAPI.DLL

WINDOWS/SYSTEM32/REGAPI.DLL

WINDOWS/SYSTEM32/RUNDLL32.DLL

WINDOWS/SYSTEM32/SECUR32.DLL

WINDOWS/SYSTEM32/SERVICES.EXE

WINDOWS/SYSTEM32/SMSS.EXE

WINDOWS/SYSTEM32/CTFMON.EXE

WINDOWS/SYSTEM32/SVCHOST.EXE

WINDOWS/SYSTEM32/TMATTACH.DLL

WINDOWS/SYSTEM32/TMDRV32.DLL

WINDOWS/SYSTEM32/TMDRV64.DLL

WINDOWS/SYSTEM32/USERINIT.EXE

WINDOWS/SYSTEM32/USER32.DLL

WINDOWS/SYSTEM32/WINLOGON.EXE
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Cnuncok dannoe OC Windows 7 x32 Aans

annapaTHOM ypOBHe.

KOHTpONS

MpunoxeHue 12.
CtaHgapTHbIX WabnoH icl_Windows7x32.xml

LENOCTHOCTU

Ha

Windows/Explorer.EXE

Windows/system32/audidog.exe

Windows/system32/autochk.exe

Windows/System32/comcti32.dll

Windows/System32/csrsrv.dll

Windows/system32/csrss.exe

Windows/system32/DIlIHost.exe

Windows/System32/drivers/acpi.sys

Windows/System32/drivers/ataport.SYS

Windows/System32/drivers/blbdrive.sys

Windows/System32/drivers/bowser.sys

Windows/System32/drivers/CLASSPNP.SYS

Windows/System32/drivers/CLFS.SYS

Windows/System32/drivers/cng.sys

Windows/System32/drivers/csc.sys

Windows/System32/drivers/disk.sys

Windows/System32/drivers/dxgkrnl.sys

Windows/System32/drivers/dxgmms1.sys

Windows/System32/drivers/fileinfo.sys

Windows/System32/drivers/fltmgr.sys

Windows/System32/drivers/fvevol.sys

Windows/System32/drivers/hdaudbus.sys

Windows/System32/drivers/http.sys

Windows/System32/drivers/luafv.sys

Windows/System32/drivers/msrpc.sys

Windows/System32/drivers/ndis.sys

Windows/System32/drivers/NETIO.SYS

Windows/System32/drivers/npfs.sys

Windows/System32/drivers/nsiproxy.sys

Windows/System32/drivers/ntfs.sys

Windows/System32/drivers/pacer.sys

Windows/System32/drivers/partmgr.sys

Windows/System32/drivers/PCIIDEX.SYS

Windows/System32/drivers/raspptp.sys

Windows/System32/drivers/rdbss.sys

Windows/System32/drivers/rdyboost.sys

Windows/System32/drivers/serenum.sys

Windows/System32/drivers/srv.sys
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Windows/System32/drivers/srv2.sys

Windows/System32/drivers/tcpip.sys

Windows/System32/drivers/volmgr.sys

Windows/System32/drivers/volsnap.sys

Windows/System32/drivers/watchdog.sys

Windows/System32/drivers/Wdf01000.sys

Windows/system32/Dwm.exe

Windows/System32/dwmcore.dll

Windows/System32/gdi32.dll

Windows/System32/halmacpi.dll

Windows/System32/hkcmd.exe

Windows/System32/kernel32.dll

Windows/System32/KernelBase.dll

Windows/System32/LogonUI.exe

Windows/System32/Isasrv.dll

Windows/system32/Isass.exe

Windows/system32/Ism.exe

Windows/System32/ntdll.dll

Windows/System32/ntkrnlpa.exe

Windows/System32/ntoskrnl.exe

Windows/System32/rundll32.exe

Windows/system32/SearchIndexer.exe

Windows/system32/SearchProtocolHost.exe

Windows/System32/smss.exe

Windows/System32/spoolsv.exe

Windows/system32/svchost.exe

Windows/system32/taskhost.exe

Windows/System32/user32.dll

Windows/system32/userinit.exe

Windows/System32/win32k.sys

Windows/system32/wininit.exe

Windows/system32/winlogon.exe

Windows/System32/xbootmgr.exe

WINDOWS/SYSTEM32/ACCORD.SCR

WINDOWS/SYSTEM32/ACGINA.DLL

WINDOWS/SYSTEM32/ACRUNNT.EXE

WINDOWS/SYSTEM32/ACRUNVDD.DLL

WINDOWS/SYSTEM32/ACRUNVDD.EXE

WINDOWS/SYSTEM32/ACUSRMOD.DLL

WINDOWS/SYSTEM32/AZIAHLP.DLL

WINDOWS/SYSTEM32/DRIVERS/ACBOOT.SYS

WINDOWS/SYSTEM32/DRIVERS/ACLOCK2K.SYS

WINDOWS/SYSTEM32/DRIVERS/ACRUN.SYS

WINDOWS/SYSTEM32/DRIVERS/ACXALLOW.SYS
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WINDOWS/SYSTEM32/DRIVERS/ACXLMSRV.SYS

WINDOWS/SYSTEM32/PSAPI.DLL

WINDOWS/SYSTEM32/TMATTACH.DLL

WINDOWS/SYSTEM32/TMDRV32.DLL
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MpunoxeHue 13.
CraHpapTHbIM wabnoH icl_Windows7x32_bootdisk.xml

Cnuncok dannoB 3arpy3odyHoro aumcka OC Windows 7 x32 Ans KOHTpOAs
LLENOCTHOCTMN Ha annapaTHOM YpPOBHE.

Boot/BOOTSTAT.DAT

Boot/memtest.exe
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Cnuncok dannoe OC Windows 7 x64 ans

annapaTHOM ypOBHe.

KOHTpONS

MpunoxeHue 14.
CtaHgapTHbIX WabnoH icl_Windows7x64.xml

LENOCTHOCTU

Ha

Windows/Explorer.EXE

Windows/System32/audiodg.exe

Windows/System32/autochk.exe

Windows/System32/consent.exe

Windows/System32/csrsrv.dll

Windows/System32/csrss.exe

Windows/System32/dllhost.exe

Windows/System32/drivers/ACPI.sys

Windows/System32/drivers/afd.sys

Windows/System32/drivers/atapi.sys

Windows/System32/drivers/ataport.SYS

Windows/System32/drivers/blbdrive.sys

Windows/System32/drivers/bowser.sys

Windows/System32/drivers/CLASSPNP.SYS

Windows/System32/drivers/CLFS.SYS

Windows/System32/drivers/cng.sys

Windows/System32/drivers/csc.sys

Windows/System32/drivers/dxgkrnl.sys

Windows/System32/drivers/dxgmms1.sys

Windows/System32/drivers/fileinfo.sys

Windows/System32/drivers/fltmgr.sys

Windows/System32/drivers/fvevol.sys

Windows/System32/drivers/hdaudbus.sys

Windows/System32/drivers/http.sys

Windows/System32/drivers/i8042prt.sys

Windows/System32/drivers/intelppm.sys

Windows/System32/drivers/luafv.sys

Windows/System32/drivers/mpsdrv.sys

Windows/System32/drivers/msrpc.sys

Windows/System32/drivers/ndis.sys

Windows/System32/drivers/netbt.sys

Windows/System32/drivers/NETIO.SYS

Windows/System32/drivers/nsiproxy.sys

Windows/System32/drivers/Ntfs.sys

Windows/System32/drivers/nwifi.sys

Windows/System32/drivers/partmgr.sys

Windows/System32/drivers/pciide.sys

Windows/System32/drivers/PCIIDEX.SYS
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Windows/System32/drivers/raspptp.sys

Windows/System32/drivers/rdbss.sys

Windows/System32/drivers/rdyboost.sys

Windows/System32/drivers/Rt64win7.sys

Windows/System32/drivers/serenum.sys

Windows/System32/drivers/serial.sys

Windows/System32/drivers/srv.sys

Windows/System32/drivers/srv2.sys

Windows/System32/drivers/tcpip.sys

Windows/System32/drivers/tdi.sys

Windows/System32/drivers/usbehci.sys

Windows/System32/drivers/usbport.sys

Windows/System32/drivers/volmgr.sys

Windows/System32/drivers/volsnap.sys

Windows/System32/drivers/vwififlt.sys

Windows/System32/drivers/watchdog.sys

Windows/System32/drivers/Wdf01000.sys

Windows/System32/drivers/wdmaud.drv

Windows/System32/dwm.exe

Windows/System32/gdi32.dll

Windows/System32/hal.dll

Windows/System32/hkcmd.exe

Windows/System32/kernel32.dll

Windows/System32/KernelBase.dll

Windows/System32/LogonUI.exe

Windows/System32/Isasrv.dll

Windows/System32/Isass.exe

Windows/System32/Ism.exe

Windows/System32/ntdll.dll

Windows/System32/ntoskrnl.exe

Windows/System32/SearchIndexer.exe

Windows/System32/services.exe

Windows/System32/smss.exe

Windows/System32/spoolsv.exe

Windows/System32/svchost.exe

Windows/System32/taskhost.exe

Windows/System32/user32.dll

Windows/System32/userinit.exe

Windows/System32/win32k.sys

Windows/System32/wininit.exe

Windows/System32/winlogon.exe

ACCORD.X64/ACCORD.INI

ACCORD.X64/ACTSKMNG.EXE

ACCORD.X64/ACTSKMNG.INI
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ACCORD.X64/ACUSRM64.DLL

ACCORD.X64/ACUSRMOD.DLL

ACCORD.X64/PSAPI.DLL

WINDOWS/SYSTEM32/ACCORD.SCR

WINDOWS/SYSTEM32/ACGINA.DLL

WINDOWS/SYSTEM32/ACRUNNT.EXE

WINDOWS/SYSTEM32/ACUSRM64.DLL

WINDOWS/SYSTEM32/AZIAH64.DLL

WINDOWS/SYSTEM32/DRIVERS/ACBOOT.SYS

WINDOWS/SYSTEM32/DRIVERS/ACLOCK2K.SYS

WINDOWS/SYSTEM32/DRIVERS/ACRUN.SYS

WINDOWS/SYSTEM32/DRIVERS/ACXLMSRV.SYS

WINDOWS/SYSTEM32/TMATT64.DLL

WINDOWS/SYSTEM32/TMDRV64.DLL

WINDOWS/SYSWOW64/ACUSRMOD.DLL

WINDOWS/SYSWOWG64/AZIAHLP.DLL

WINDOWS/SYSWOWG64/TMATTACH.DLL

WINDOWS/SYSWOW64/TMDRV32.DLL
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MpunoxeHue 15.
CraHpapTHbIM wabnoH icl_Windows7x64 bootdisk.xml

Cnuncok dannoB 3arpy3odyHoro aumcka OC Windows 7 x64 Ans KOHTpoOAs
LLENOCTHOCTMN Ha annapaTHOM YpPOBHE.

Boot/memtest.exe
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MpunoxeHue 16.

CtaHpapTHbIKM wabnoH icl_WindowsServer2008R2x64.xml

Cnucok ¢dannos OC Windows Server 2008 R2 x64 ans KOHTpPOAs LEeNOoCTHOCTU

Ha annapaTHOM YpOBHE.

Windows/explorer.exe

Windows/System32/CLFS.SYS

Windows/System32/csrsrv.dll

Windows/System32/gdi32.dll

Windows/System32/hal.dll

Windows/System32/kernel32.dll

Windows/System32/KernelBase.dll

Windows/System32/Isasrv.dll

Windows/System32/ntdll.dll

Windows/System32/ntoskrnl.exe

Windows/System32/services.exe

Windows/System32/user32.dll

Windows/System32/vmms.exe

Windows/System32/wdmaud.drv

Windows/System32/win32k.sys

Windows/System32/Drivers/ACPI.sys

Windows/System32/Drivers/ataport.SYS

Windows/System32/Drivers/cdrom.sys

Windows/System32/Drivers/CLASSPNP.SYS

Windows/System32/Drivers/cng.sys

Windows/System32/Drivers/disk.sys

Windows/System32/Drivers/dxgkrnl.sys

Windows/System32/Drivers/dxgmms1.sys

Windows/System32/Drivers/fileinfo.sys

Windows/System32/Drivers/fltmgr.sys

Windows/System32/Drivers/HDAudBus.sys

Windows/System32/Drivers/HIDCLASS.SYS

Windows/System32/Drivers/HIDPARSE.SYS

Windows/System32/Drivers/HTTP.sys

Windows/System32/Drivers/hvboot.sys

Windows/System32/Drivers/i8042prt.sys

Windows/System32/Drivers/igdkmd64.sys

Windows/System32/Drivers/intelppm.sys

Windows/System32/Drivers/iusb3hub.sys

Windows/System32/Drivers/luafv.sys

Windows/System32/Drivers/mouclass.sys

Windows/System32/Drivers/mouhid.sys

Windows/System32/Drivers/mountmgr.sys
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Windows/System32/Drivers/msahci.sys

Windows/System32/Drivers/msrpc.sys

Windows/System32/Drivers/NDIS.SYS

Windows/System32/Drivers/NETIO.SYS

Windows/System32/Drivers/Npfs.SYS

Windows/System32/Drivers/nsiproxy.sys

Windows/System32/Drivers/Ntfs.sys

Windows/System32/Drivers/partmgr.sys

Windows/System32/Drivers/PCIIDEX.SYS

Windows/System32/Drivers/portcls.sys

Windows/System32/Drivers/rdbss.sys

Windows/System32/Drivers/spsys.sys

Windows/System32/Drivers/storport.sys

Windows/System32/Drivers/tcpip.sys

Windows/System32/Drivers/usbehci.sys

Windows/System32/Drivers/usbhub.sys

Windows/System32/Drivers/USBPORT.SYS

Windows/System32/Drivers/volmgr.sys

Windows/System32/Drivers/volsnap.sys

Windows/System32/Drivers/watchdog.sys

Windows/System32/Drivers/Wdf01000.sys

Windows/System32/Drivers/wfplwf.sys

Accord.x64/AcBoot.sys

Accord.x64/AcChgPas.exe

Accord.x64/Accord.dat

Accord.x64/Accord.ini

Accord.x64/Accord.scr

Accord.x64/Aced32.exe

Accord.x64/AcEd32n.hlp

Accord.x64/Acgina.dll

Accord.x64/AcLock2k.sys

Accord.x64/AcPrnCfg.exe

Accord.x64/AcProc.exe

Accord.x64/acrun.sys

Accord.x64/AcRunNT.exe

Accord.x64/AcRunTI.exe

Accord.x64/AcSetup.exe

Accord.x64/AcSync.exe

Accord.x64/AcTskMng.exe

Accord.x64/AcTskMng.ini

Accord.x64/AcTskMng64.dll

Accord.x64/AcUsrM64.dl|

Accord.x64/AcUsrMod.dll

Accord.x64/AcWs32.prd
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Accord.x64/AcXLmSrv.sys

Accord.x64/AmzToNT.dIl

Accord.x64/aziah64.dll

Accord.x64/AzlaHIp.dll

Accord.x64/azlog.dll

Accord.x64/CSTm64.dll

Accord.x64/CSTMDrv.dll

Accord.x64/Eds32.dll

Accord.x64/EDS64.dll

Accord.x64/KeyToTm.exe

Accord.x64/LogBase.exe

Accord.x64/Logtoprd.exe

Accord.x64/LogView.exe

Accord.x64/MakePrc.exe

Accord.x64/Psapi.dll

Accord.x64/RdpTm64.dll

Accord.x64/RdpTmDrv.dll

Accord.x64/ReadPrd.exe

Accord.x64/System32.hsh

Accord.x64/Test.act

Accord.x64/TmAtt64.dll

Accord.x64/TmAttach.dll

Accord.x64/tmdrv32.dll

Accord.x64/TmDrv32_1.dll

Accord.x64/TmDrv64.dll

Accord.x64/TmDrv64_1.dll

Accord.x64/TmExp64.exe

Accord.x64/tmexplor.exe

Accord.x64/UsrToAz.dll

Accord.x64/VcTm64.dll

Accord.x64/VCTmDrv.dll

Accord.x64/Identifiers/AcIdCfg.exe

Accord.x64/Identifiers/Cards/TmDrv32.dll

Accord.x64/Identifiers/Cards/TmDrv64.dll

Accord.x64/Identifiers/Cards_New/TmDrv32.dll

Accord.x64/Identifiers/Cards_New/TmDrv64.dl|

Accord.x64/Identifiers/eToken/TmDrv32.dll

Accord.x64/Identifiers/eToken/TmDrv64.dll

Accord.x64/Identifiers/Shipka/TmDrv32.dll

Accord.x64/Identifiers/Shipka/TmDrv64.dll

Accord.x64/Identifiers/TM/TmDrv32.dll

Accord.x64/Identifiers/TM/TmDrv64.dll

Accord.x64/Identifiers/TM-USB/tmdrv32.dll

Accord.x64/Identifiers/TM-USB/TmDrv64.dll
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Accord.x64/Identifiers/Virtual/TmDrv32.dll

Accord.x64/Identifiers/Virtual/TmDrv64.dll

Accord.x64/ScreenSaver/String/Accord.scr

Accord.x64/VISTA/AcGina.dll

Accord.x64/VISTA/cp.reg
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MpunoxeHue 17.
OnucaHune chopmupoBaHua nonb3oBaTesniem wabnoHa CKL

Mpn HeobxoammocTn dopMmpoBaHusa wWwabnoHa C MNpPoOM3BOJSIbHLIM CMUCKOM
KOHTPONMpyeMbiX anioB NONb30BaTENb AO/IKEH YUMUTbIBATb CleAyoLMe MOMEHTbI:

. ®ann wabnoHa nmeeTt pacwmpenmne .xml

2. HaunHaeTcsa dann ¢ oTKpbIBaKOWEro Tara

<request type="import" formatversion="0.1">

M 3aKaH4YMBAETCS 3aKpbIBalOLLMM TIrOM

</request>

. Kaxabin dann onuceiBaetcs BHYTpu napbl Taros <file> (oTkpbiBatowmnin) v
</file> (3akpbiBatoLwmin)

. NyTb K panny ykasblBaeTCcs BHYTpWM napbl Taros <path> (oTkpbiBatoWmin) v
</path> (3akpbiBatownin)

. Mocne ykasaHnua nytn K danny cneayot dsarn KOHTPOAs, ONUCaHHble B
BMAae Tara <flags controldata="1" controlattrs="1" />
®nar controldata oTBe4yaeT 3a KOHTpPOSb cogepxumoro danna v npu

Heob6xo0aAMMOCTH ero KOHTpOJ14 nMmeeT 3Ha4veHune

«1»

®nar controlattrs oTBe4aeT 3a KOHTpOAb aTpumbyToB danna wn npu

Heob6xo0aAMMOCTUN nX KOHTPO/S UMeeT 3HaueHune «1»

Mpumep wabnoHa danna .xmli

(koHTponnpyemble dannbl Windows/Explorer.exe u
Windows/System32/audiodg.exe)

<request type="import" formatversion="0.1">

<file>
<path>
Windows/Explorer.exe
</path>
<flags controldata="1" controlattrs="1" />
</file>
<file>
<path>
Windows/System32/audiodg.exe
</path>
<flags controldata="1" controlattrs="1" />
</file>
</request>
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MpunoxeHue 18.
CueHapuu 3arpy3ku CBT ¢ yctaHoBneHHbIM «Akkopa-AMA3» co
cneuuanbHoO nogrotoBneHHoro USB-HocuTens

I. MNpoaomxeHune sarpysku ansa clonzilla

MowaroBas MHCTPYKUKNSA:
1. CkauaTtb o6pa3s clonzilla.

2. Ha USB-HocuTene, KOTOpbIM npeanonaraetcsa caenaTtb 3arpy304HbIM,
co3aaTb pa3aen HyXHoro pasmepa (cM. pasmep obpasza OC), oTdhopMaTUPOBAHHbLIN B
FAT32.

3. CkayaTtb C oduumanbHoOro camta ytmamty unetbootin (dann unetbootin-
linux-625.bin).

4. 3apaTb TEKYLLEMY NOAb30BATENO NpaBa Ha ucnonHeHmne darna c yTUImMTon.
5. 3anyCtuTb yTUAuTYy.

6. BblbpaTb HyXHbIM 06pa3 M HyXHbln USB-HOCMTENb B COOTBETCTBYHLUMX
MeHto. 3anucaTtb o6pa3 Ha USB-HocuTenb.

7. MoHTUpoBaTb USB-HOCUTE .

8. Co3patb B KOpHeBOM kaTanore USB-HocuTens ¢ann Cc uMeHeM
ACCORD_BOOT_PARAMS.

9. BHOBb CO34aHHbIN dann A0MKEH coaepXaTb TPU CTPOKMU:
a) NyTb Ao aapa Linux;
6) nyTb go Initrd;
B) CNMCOK napamMeTpoB KOMaHAHOM CTPOKWN B KaBblYKaxX.

YKasaHHyl UMHOpMauMlo  MOXHO nonyunTtb u3  danna syslinux.cfg,
Haxoasawerocss Ha USB-HocuTene. Ecinm B 3TOM anne cyllecTBYeT HeCKObKOo
BapuaHTOB KOH(MUrypaummn 3arpysku, cneayet BblbpaTb U3 HUX HEOBXOAUMBIN.

Mpumep:

B panne syslinux.cfg ykazaHa cnegytowas nHpopMaumns:
label unetbootindefault

menu label Default

kernel /ubnkern

append initrd=/ubninit vga=788 --- quiet

CnepoBaTtenbHo, B dann ACCORD_BOOT_PARAMS cneayeT 3anuncaTb:
/ubnkern

/ubninit

"vga=788 --- quiet"

10. Pa3aMOHTMpOBaTb KaTasior MOHTUPOBAHUA.

11. BblnonHWTb nepe3arpys3ky. 3arpy3oudHbin USB-HocuTenb A[0SKeH 6biTb
BCTaBNIeH B KOMMNbtoTep, «AKkopA-AM/3» Ao/mKeH HaxoamTbCs B paboueM pexunme.
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12. Tlocne npoxoxaeHus npoueaypbl unaeHTudukaumm/aytTeHTndukaumm u
KOHTPO/SIA LENOCTHOCTUM B OKHe NpUBETCTBUS aAMUHUCTpATOpa cneayeT HaXaTb
KHOMKY <[1pOoAo/mHKUTb 3arpy3Kky>.

13. B nosBuBLUEMCS Janiee OKHe cneayeT BbibpaTb yKas3aHHblM Bblwe USB-
HOCUTENb B KaTteropuun «[pyroe 3arpy3o4yHoe YCTPONUCTBO>.

14. TotoBoO!
II. YctaHoBKa OC Linux (HanpumMmep, Debian8

MowaroBas MHCTPYKUKUS:
1. CkauaTb 06pa3 OC Linux.

2. Ha USB-HocuTene, KOTOpblM npeanonaraeTtcsd caenatb 3arpy304HbIM,
co3aaTb pa3aen HyXHoro pa3mepa (cM. pasmep obpasza OC), oTdhopMaTUPOBAHHbLIN B
FAT32.

3. CkayaTtb C oduumanbHoOro camta ytmamty unetbootin (dann unetbootin-
linux-625.bin).

4. 3apaTb TEKYLIEMY NOAb30BATENO NpaBa Ha UcnoaHeHmne darna c yTUImMTon.
5. 3anyCctuTb yTuUAuTy.

6. BblbpaTb HyXHbIM 06pa3 M HyXHbln USB-HOCMTENb B COOTBETCTBYHOLUMX
MeHto. 3anucaTtb o6pa3 Ha USB-HocuTenb.

7. MoHTUpoBaTb USB-HOCUTESb.

8. Co3patb B KOpHeBOM kaTanore USB-HocuTens ¢ann C uMeHeM
ACCORD_BOOT_PARAMS.

9. BHOBb cO34aHHbIM dann AoMKeH cogep)aTb TPU CTPOKMU:
a) NyTb Ao aapa Linux;
6) nyTb go Initrd;
B) CNMCOK napamMeTpoB KOMaHAHOM CTPOKWN B KaBblYKaxX.

YKasaHHyl UMHOpMaUMd  MOXHO nonyuutb U3  danna syslinux.cfg,
Haxoasawerocss Ha USB-HocuTene. Ecinm B 3TOM hanne cyllecTBYeT HeCKObKOo
BapuaHTOB KOH(MUrypaummn 3arpysku, cneayet BblbpaTb N3 HUX HEOBXOAUMBIN.

Mpumep: B dpanne syslinux.cfg ykasaHa cnegytowas nHdopmMmaums:

label unetbootindefault

menu label Default

kernel /ubnkern

append initrd=/ubninit vga=788 --- quiet

CnepoBaTtenbHo, B dann ACCORD_BOOT_PARAMS cneayeT 3anuncatb:
/ubnkern

/ubninit

"vga=788 --- quiet"

10. Pa3aMOHTMpOBaTb KaTasior MOHTUPOBAHUA.

11. BblnonHWTb nepe3arpys3ky. 3arpy3oudHbin USB-HocuTenb A[0KeH 6biTb
BCTaBNIeH B KOMMNbtoTep, «AKkopAa-AM/3» Ao/mkeH HaxoamTbCs B paboueM pexunme.
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12. Tlocne npoxoXxaeHus npoueaypbl uaeHTUdUKaAUMKM/ayTEHTUDUKALUN 1
KOHTPO/SIA LENOCTHOCTUM B OKHe NpUBETCTBUS aAMUHUCTpATOpa cneayeT HaXaTb
KHOMKY <[1pOoAo/mHKUTb 3arpy3Kky>.

13. B nosgBmBlUIEMCS Aanee OKHe crneayeT BblbpaTb yKasaHHbIN Bbilwe USB-
HOCUTENb B KaTeropuun «[pyroe 3arpy3o4yHoe yCTPOMUCTBO>.

14. BbinonHuTtb yctaHoBky OC B COOTBETCTBMM C WMHCTPYKUUSAMW MacTepa
yCTaHOBKM Linux.

15. TotoBoO!
III. 3arpy3ka c live-CD (HanpumMmep, Xubuntu

MowaroBas MHCTPYKUNS:
1. CkavaTb o6pas live-CD.

2. Ha USB-HocuTene, KoOTOpblM npeanonaraetcsa caenaTtb 3arpy304HbIM,
co3aaTb pa3saen HyXHoro pa3mepa (cM. pasmep obpasza OC), otdhopMaTUpPOBaHHbLIN B
FAT32.

3. CkauyaTtb C oduumanbHoro camta ytmamty unetbootin (dann unetbootin-
linux-625.bin).

4. 3apaTb TEKYLLEMY NOAb30BATENO NpaBa Ha ucnoaHeHmne darnna c yTUImMTon.
5. 3anyCtuTb yTUAuTYy.

6. BblbpaTb HyXHbI 06pa3 M HyXHbln USB-HOCMTENb B COOTBETCTBYHOLIMX
MeHto. 3anucaTtb o6pa3 Ha USB-HocuTenb.

7. MoHTUpoBaTb USB-HOCUTESb.

8. Co3patb B KOpHeBOM kaTanore USB-HocuTens ¢ann C uMeHeM
ACCORD_BOOT_PARAMS.

9. BHOBb CO34aHHbIN ann A0MKeEH coaepXaTb TPU CTPOKMU:
a) NyTb Ao aapa Linux;
6) nyTb oo Initrd;
B) CNMCOK napamMeTpoB KOMaHAHOM CTPOKWN B KaBblYKaxX.

YKasaHHyl UMHOpMauMd  MOXHO nonyuutb U3  danna syslinux.cfg,
Haxoasawerocss Ha USB-HocuTene. Ecinm B 3TOM anne cyllecTBYeT HeCKObKOo
BapuaHTOB KOH(MUrypaummn 3arpysku, cneayet BblbpaTb N3 HUX HEOHBXOAUMBIN.

Mpumep: B hanne syslinux.cfg ykasaHa cnegytowas nHbopmaums:
label unetbootindefault
menu label Default

kernel /ubnkern

append initrd=/ubninit vga=788 --- quiet

CnepoBaTtenbHo, B dann ACCORD_BOOT_PARAMS cneayeT 3anuncaTb:
/ubnkern

/ubninit

"vga=788 --- quiet"

10. Pa3aMOHTMpOBaTb KaTasior MOHTUPOBAHUA.
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11. BblnonHWTb nepe3arpys3ky. 3arpy3oudHbin USB-HocuTenb A[0KeH ObiTb
BCTaBNIeH B KOMMNbtoTep, «AKkopa-AM/3» Ao/mKeH HaxoamTbCs B pabodeM pexunme.

12. Tocne npoxoxaeHus npoueaypbl uaeHTUdUKaumMu/ayTeHTUdUKaAUMN n
KOHTPO/SIA LENOCTHOCTM B OKHe NpUBETCTBUS aAMUHUCTpATOpa cneayeT HaXaTb
KHOMKY <[1pOoAo/mHKUTb 3arpy3Kky>.

13. B nosgBmBLIEMCS Aanee OKHe crneayeT BblbpaTb yKasaHHbIN Bbiwe USB-
HOCUTENb B KaTeropuun «[pyroe 3arpy3o4yHoe yCTPOMUCTBO>.

14. TotoBoO!
IV. MNpoBepka Ha Bupvchl (npu nomowm DrWeb LiveDisk
MowaroBas MHCTPYKUKUS:

1. CkayaTb aHTMBUPYCHY Nporpammy, nogaepxxusarouwyto 3anyck c live-CD.
Hanpumep, DrWeb LiveDisk.

2. Ha USB-HocuTene, KOTOpblM npeanonaraetcsa caenaTtb 3arpy304HbIM,
co3aaTb pa3aen HyXHoro pasmepa (cM. pasmep obpasza OC), otdpopMaTUpOBaHHbLIN B
FAT32.

3. CkayaTtb C oduumanbHoro camta ytmamty unetbootin (dann unetbootin-
linux-625.bin).

4. 3apaTb TEKYLIEMY NOAb30BATENO NpaBa Ha ucnonHeHmne darna c yTUImMToun.
5. 3anyCctuTb yTuUAuTy.

6. BblbpaTb HyXHbIM 06pa3 M HyXHbIn USB-HOCMTENb B COOTBETCTBYHOLUMX
MeHto. 3anucaTtb o6pa3 Ha USB-HocuTenb.

7. MoHTUpoBaTb USB-HOCUTE .

8. Co3patb B KOpHeBOM kaTanore USB-HocuTens ¢ann C uMeHeM
ACCORD_BOOT_PARAMS.

9. BHOBb CO34aHHbIN ann A0MKEH coaepXaTb TPU CTPOKMU:
a) NyTb Ao aapa Linux;
6) nyTb go Initrd;
B) CNMCOK napamMeTpoB KOMaHAHOM CTPOKWN B KaBblYKaxX.

YKazaHHYy MHMOPMaUMIO MOXHO nonyuymTtb u3 danna syslinux.cfg (8 gaHHOM
cny4dyae Heobxoammasa wuHdopmauma copepxanacb B danne txt.cfg, Ha KoTopbIn
ccolnancsa dann syslinux.cfg), Haxoasweroca Ha USB-HocuTene. Ecnn B aTOM dhanne
CYLWEeCTBYEeT HEeCKO/bKO BapuaHTOB KOHMUrypauum 3arpysku, cneayet BblbpaTb u3
HUX HeobxoaNMBbIN.

Mpumep: B hanne syslinux.cfg ykasaHa cnegytowas nHdopmaums:
label unetbootindefault
menu label Default

kernel /ubnkernappend initrd=/ubninit vga=788 --- quiet
CnepoBaTtenbHo, B dann ACCORD_BOOT_PARAMS cneayeT A0/IXHbI 3anncaTb:
/ubnkern

/ubninit

"vga=788 --- quiet"

10. Pa3aMOHTMpOBaTb KaTasior MOHTUPOBAHUA.
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11. BblnonHWTb nepe3arpys3ky. 3arpy3oudHbin USB-HocuTenb A[0KeH ObiTb
BCTaBNIeH B KOMMNbtoTep, «AKkopA-AM/3» fomkeH HaxoamTbCs B paboueM pexunme.

12. Tlocne npoxoxaeHus npoueaypbl uaeHTuduUkaumm/aytTeHTndumkaumm u
KOHTPO/SIA LENOCTHOCTM B OKHe NpUBETCTBUS aAMUHUCTpATOpa cneayeT HaXaTb
KHOMKY <[1po4o/mKUTb 3arpy3Ky>.

13. B nosgBmBLUEMCS fOanee OKHe cneayeT BblbpaTb YyKas3aHHbIA Bbille USB-
HOCUTENb B KaTeropuun «[pyroe 3arpy3o4yHoe yCTPONCTBO».

14. TotoBoO!
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MpunoxeHue 19.
OnucaHue mexaHnama astopusauuu B C3U HCL «Akkopa-AMO3»,
noaaepxuBarwem pexum sarpysku BIOS UEFI

Ocob6eHHOCTH HacTpouku MK
1. Heobxoanma Bepcus BIOS Ha aHMNMINCKOM sa3blKe.
2. Heob6xoanMo BbIKIOUNTb pexunm «besonacHomn 3arpyskmn» OC B BIOS:
Secure Boot>disable

3. Pexxum pabotbl OC B BIOS Heobxoammo ycTtaHoBuTb B «[pyrne OC» (Other
0S):
Boot>Secure boot menu>0S type>Other OS

Ocob6eHHOCTM ayTeHTUPUKaumm B «Akkopa-AMA3»,
noaaepXxuearouwiemMm pexxum 3arpysku BIOS UEFI
PaboTta ¢ «Akkopa-AM[3», noaaepXxuBawwmMm pexunM 3arpysku UEFI, umeer
cneaytouwme ocobeHHOCTM ayTeHTUdmKaunn:

1. ADMUHUCTpaTOpbl BbINOAHAKT MNpoueaypy ayTeHTUuduKauuu ABaXAabl: B
TEKCTOBOM UHTepdence (puUCyHok 41) U1, nNOCNe YCNewHOro BbIMNOJHEHMUS
ayTeHTUdUKaunm, NnoBTOpHO — B rpadmyeckom nHTepdence (pUCyHok 44).

2. ADMUHUCTpaTOpbl HEe  WMMEKT BO3MOXHOCTM  MNPOAO/IKUTL  3arpysky
KoMnbloTepa. [locne oTpaboTkm cpeabl aaAMUHUCTpUpoOBaHUSA <«Akkopa-AMI3»
KOMMNbIOTEP Nepe3arpyxaeTcs.

3. Monb3oBaTenn  BbINOJHAKT  npoueaypy ayTeHTUdUKauum TONbKO B
TEKCTOBOM WHTepdence (pucyHok 41). lNpu ycnewHOM BbIMOSIHEHMM MNpoueaypbl
ayTeHTMdUKaUNMM aBTOMaTMUYECKM npoaomkaeTcs 3arpy3ka B OC (puUCyHOK 42).

Hauyano pa6ortbl
PaboTta KOHTponnepa Ha4yMHaAeTca C  MHUUManmM3aumm  yCTpoucTBa MU
pernctpauum nonb3oBaTtena «I[n. AoMUHuUcCTpatop» (cynepsBu3opa). Ana 3Toro
Heob6xo0aAnMO:

1. MNpeabasuTb mageHTUdUKaTop Npu 3anpoce m BBecTu nwbon naponb (B
AanbHenwemn paboTte 3TK AaHHble He 6yayT MCNOAb30BaTbLCH).
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fAttach ID: 08 efB53a010000 1d
Please, enter your password:

PucyHok 41 - TekcTtoBbi1 uHTepdeiic UEFI AMA3 (BBoA Naposis He oTo6parkaeTtcs)

fttach ID: 08 e9c?41010000 ec
Please, enter your password:
Check HU: Ok

Check HW: 0k

Check F3: Ok

PUCYHOK 42 - YcnelwHbli JIOTUH NoJib3oBaTtens

2. [loxpatbCs cTapTa cpeabl aAMUHUCTPUPOBAHMS, KOTOPbIM COMPOBOXAAETCS
coobuweHnem o} HeobxoAnMOoCTH 3aperncTpupoBaTb nonb3oBaTtens

«n. AoMnHucTpatop» (pUCYHOK 43), 1 HaxaTb KHoMNKy <OK>.
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[ioBaBMTE ABNk3ORATENS  VASNWTH NONL3BSaTENs  JIoBABUTE rpynny  YAanWTs rpynny

- CAAOMUKACTRATOP

Fa ¥ ANMWHMCTPETOPHI HaCTpuﬁKu nonb3oBaTens
m OBbitHble MepcoHansHbie napameTpel

MNonb3oeaTenn

WneHTUhIUKaTOP: g [ CMeHHTE. .

—h
YnpasneHye yHeTHBMU 3anUCaMu
=y ANA BO3MOMHOCTA aAMUHKMCTpUpoBaHnA CA3 HeobxoauMo HACTPOMTE
napameTpbl FNasHore AAMAHACTPATOPA.
[ KaK MAHMMYM CenyeT 3anath wﬁmwmmamp W YCTaHOBUTb Naponk.
—
| WamennTs

[ es

MapameTphl Napons

MUHUMaNbHAA ANKUHA: 0 | =| cumBonos

Bpems nedcTemA: 0 E} nHeil

MoneiTok Ans cMeHsl: 0

L KIo MoKET MeHATH NARONL.

PucyHok 43 - CtapT cpeabl agMUHNCTPUPOBAHUSA

3. BoibpaTb nonb3oBatens «In. AAMUHUCTpATOp» 3apaTb AN €ero y4yeTHoM
3annucm  HeobxogmMble NapaMeTpbl, Ha3HauYUTb uAeHTUdMKaATOp U Naposb
(pucyHok 44), nocne 4yero nMPUMEHUTb HACTponkm (B cnydae HeobxoammocTu
co34aTb rpynnbl, Nonb3oBaTesnie U HACTpOUTb MapaMeTpbl UX YYeTHbIX 3anucen,
Ha3HaA4YUTb MAEHTUdUKATOPLI U Naposn).

4. Mpuctynutb K HacTtponke KL dannos n annapatypsbl (No Heob6xoanmMocTun, B
COOTBETCTBUM C BHYTPEHHUMMU pernameHTamm 6e30nacHOCTU, MNPUHSATbIMM B
opraHusaumm).

5. Mo OKOHYaHUU HaCTPOWKMN OCYLLECTBUTb BbIX0A4 n3 cpeapbl
aAMUHUCTPUPOBAHMNSA U BbIMONIHUTb Nepe3arpy3Ky KOMMbloTepa.

Ba)xHo: B cnydae npeabsaBneHuns He3aperncTpmpoBaHHOro
naeHTuduKaTopa/HEBEPHOIro Naposis NPOUCXOAUT nepesarpyska KoMnbloTepa.

Ba)xHo: lNponomkeHue 3arpy3kn B OC BO3MOXHO TOJIbKO MOJSib30BaTENSAMU, HE
cocTodawmMMMn B rpynne  «AaMUHUCTpaTopbl».  [lonb3oBaTtenn w13 rpynnbl
«ALMUHUCTPATOPbI» MMEKT  BO3MOXHOCTb pabotaTb TONbLKO B  cpeje
aaMUHUCTpUpoBaHna AM3.

Ba)xHo: Bo3moxeH BBOA maeHTUdMKaToOpa C KnasmaTypbl. [Ons obecneyeHus
3TOW BO3MOXHOCTMU MPU Ha3HAYEHUN naeHTMdunKaTopa B rpadmnyeckom pexnme none
BBOAA BblbMpaeTcs KypcopoMm, C KnaBuaTypbl BBOAUTCA KOMbuHaums 6yke u undp,
HaxunMmaeTcs KHonka «Enter». lNMocne atoro BBeAgeHHOe 3Ha4vyeHne npeobpasyeTcs B
16-puyHbIN HOMEp KNw4a. B pganbHenweMm Ana Noay4vYeHus AocTyrna B TEKCTOBOM
nHTepdence B CTpoKe BBoAa waeHTUdukaTopa cnegyetr Habupatb Ty Xe
KoMbUMHauuto.
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Bxop B cucTeMy.

BeenuTe napons.

WaenTudukatop: 08 EF853A010000 1D

Naponk: [

L3

Octanocs 19 cekyHa

PucyHok 44 - UpeHTudmkauma agMMHUCTpaTopa B rpacdmnuyeckoM nHrepdeiice

KoHTponb uenocrHoctu o6opynosanuma m pamnnos

1. YcTaHoBKa annoB (pucyHOK 45) mn annapaTypsbl

BbIMOJ/IHAETCA WTATHO.

it

MNonb3oeaTeny

i

MypHan

a
1)

Luckn
®ains

Peectn

g

DobasuTe 8 CKLlL  VBpaTe vz CKU  CoxpaHuTe MNepecqstaTh

Annapatypa

2 - . =

MepemecTuTs CKL|
€ [ACKa Ha AUEK

=

MoaKnKBYUTE

BAPTYaNbHEIA JUCK

Pazmep

Tun

Manka
MNanka

Manka |

MNanka

Manka

Manka
118 BanT COM ®ai
1 K6 DIZ ®an!
18 K6 CFG ®aw
2 K6 EXE daw
7 K6 FAQ ®ait
766 bant |CO daw.

¥ DUINHECKUE SUCKK Wmn s
E on ) }» B9 BIOS
~ 070258f1-89f7-4142-91bf9d2e... |7 F= Boot
- Paznen 1 (vfat) »- 5 DOSLFN
- BUPTyanbHble AACKKA » B9 DRIVERS
- LVM > = M
» = coLoRs
- BLINK.COM
FILE ID.DIZ
FM.CFG
FM.EXE
FM.FAQ
FM.ICO
Wma Xaw Copepumoe ATpubyThi

K3

PexkypcueHo

PesynuTar

PucyHok 45 - Cnucok AuckoB u c¢ainios

(pucyHok 46) Ha KLU
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B v | H

NGCTABMTL/CHATE BEE FPYNNLL  KOHTPONMPOBATE BEIAENEHHEIE FPYMANLl | CoXpaHMTs CNMCOK 0BOPYAOBaHKA

’r‘ﬂj‘f cPU

oA v KowTponuposats rpynny
I PesynbTaT YcTpoicTeoe | HavMmeHoBaHWeE YacToTa
L’ f . e PS T
oK (% CPU-0 x| i440fx-2.8 (%] 2000 MHz
MypHan
-
ér-
Annapatypa
PeayneTar Lata
oK i3 | 02/06/20...
oo R
Lucku BIOS HASH
5 PesynbTaT | X0AHOE 3HadeH Kyllee 3HaYeH)
oK ] {5F, 4e ..... {5f, 4e ... c2}
B3t OK B ST dail {5f, 4e ... c2} )
St oK T {5F, e ... {5f de..c2}
| oK [ {5f 4e..... {5f, 4e ... c2}
OK I E e {5f, 4e ... c2}
B OK (] {5f, 4e..... {5f, 4e ... c2}
il oK C] {5f, 4e ..... {5, de...c2}

CoxpaHuTe cnucok obopynosaHus

PUcCyHOK 46 - YCTaHOBKA Ha KOHTPOJib annapaTtypbl U COXpaHeHue KOH(pUurypaumm

2. B cnyyae otcyTcTBMA HapyweHui KL, B OKHE NpuBeTCTBMSA aAMUHUCTpATOpa
Bblaaetca  coobuweHne 06 ycnewHOM  BbINOIHEHUM  Npoueayp  KOHTpons
(pucyHoK 47).

Mo6po noxanopats, [N.AgMuHucTpaTop! BubepuTe cneayluiee aefcTema:

KoHTpons ob6opynoBaHus
CPU:
cPU-0 - OK
BIOS:
System bios - OK
Pe3ynsTaT npoBepKi 0BopyA0BaHNS:
KOHTPOAL NPOAASH
KoHTponb AMCKOB
OK

KoHTponb LenocTtHocTn o6bekToB ®C

KOHTPONbL 3arpy3o4Horo Hocurens
- 0K

| Aamunucrpy 'u-»muJ | MpoaonswTs sarpysky | l\ nurup;m-uJ

PucyHok 47 - KLl 6e3 HapywieHui

3. Mpun nornHe nonb3oBaTens c HapyweHuem KL, dannos u/vmnmn annapatypbl
BblaaeTcsa cooblieHne 0 NepBoOM HenpoLlle[leM KOHTPOIb 3/1IeMeHTE U3 BCEro cnucka
(pncyHok 48). NMocne 4yero BbINOHAETCSA NMepe3arpy3ka KoMnbloTepa.
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Attach ID: 00 e9c?41010000 ec

Please, enter your password:

Check HU: Ok

Check HW: 0k

FS51:/test

_fs_ocl_file_hash<{-check_ocl_file_object (hash)<-check_ocl_object (file) <-check_oc

1<-check_icl
InsideError: 1
Check F3: fails

PucyHok 48 - Hapywenue KL c¢dainnos

4. 1IN MOHUTOpPUHIa W wucnpaeneHns ownbok HeobxoaMMO BbIMOSHUTL
ayTeHTUdUKaunm B cpeae aAMUHUCTPUPOBAHUS  MOo4  YYETHOM  3amnucblo
aAMMHUCTpaTopa. byaer nonydyeHa owunbka, HO HadHeTCa 3arpy3ka cpenbl
AAMUHUCTPUPOBAHUA C BbIBOAOM MOSIHOro cnmcka KL c yka3zaHMeM 31eMeHTOB, He
npowealnx KOHTponb (pUCyHOK 49).

Mo6po noxanopats, [N.AgMuHucTpaTop! BubepuTe cneayluiee aefcTema:

Pe3ynsTaT npoBepKi 0B0py0BaHNS!
KOHTPOAL ApOAgeH
KoHTponb AMCKOB
- OK
KoHTponb yenoctHocTn o6bekToB ®C
e4219d22-7645-4191-b5c2-5d0ec424a46¢-1
ftest - @ain aTCYTCTBYET
ftest2 - @ain oTCyTCTBYET
OTCYTCTBYET; =
ftestd - @alkn OTCYTCTBYET,;
Jtests - Gain oTCYTCTBYET;
KoHTpOnb 3arpy304Horo HocuTens
- OK

| Aawunc p‘.puu-umuj | MpoaonwwTs sarpysky

PucyHok 49 - NMonHbiA cnucok c¢ainnos, He npoweawnx KL
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